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Abstract—Offense and hate speech are a source of online conflicts which have become common in social media and, as such,
their study is a growing topic of research in machine learning and natural language processing. This article presents two
Portuguese language offense-related datasets that deepen the study of the subject: an Aggressiveness dataset and a
Conflicts/Attacks dataset. While the former is similar to other offense detection related datasets, the latter constitutes a novelty
due to the use of the history of the interaction between users. Several studies were carried out to construct and analyze the
data in the datasets. The first study included gathering expressions of verbal aggression witnessed by adolescents to guide
data extraction for the datasets. The second study included extracting data from Twitter (in Portuguese) that matched the most
frequent expressions/words/sentences that were identified in the previous study. The third study consisted in the development
of the Aggressiveness dataset, the Conflicts/Attacks dataset, and classification models. In our fourth study, we proposed to
examine whether online aggression and conflicts/attacks revealed any trend changes over time with a sample of 86
adolescents. With this study, we also proposed to investigate whether the amount of tweets sent over a period of 273 days was
related to online aggression and conflicts/attacks. Lastly, we analyzed the percentage of participants who participated in the

aggressions and/or attacks/conflicts.

Index Terms —Aggression, Offense, Hate Speech, Social networks, Natural Language Processing, Dataset
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INTRODUCTION

CIVEN the current hate/offense atmosphere in social
media, there is a growing need to develop automatic clas-
sifiers of offensive speech/conflicts to help reduce the in-
cidence of these phenomena. Offensiveness may be re-
garded as profane, vulgar and hurtful language against
someone [1]. Words in an online context, instead of physi-
cal attacks, can be used to harm someone intentionally [2],
which is why these classifiers may be particularly relevant
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in the context of social networks. A possible application is
the automatic detection of cyberbullying which can be
used along with reflective interface resources as tools to
prevent and intervene in cyberbullying situations [3],[4].
Cyberbullying may be considered as repeated aggressive
and intentional behavior among peers with the aim to
harm someone.

The identification of the aggressive language used in
online interactions may be a good starting point in the de-
velopment of cyberbullying datasets. It is a communica-
tion style which may be considered a personal cognitive
factor which entails transmitting a message without re-
specting others [5]. Furthermore, trying to capture the in-
tentionality of behavior should also be integrated to
properly represent this phenomenon. In line with this, the
use of aggressive language with the intent to harm some-
one could be better identified if the specific context of
online interactions was considered. In fact, the same ag-
gressive language may be used to offend someone or to
make a joke. Hence, to build reliable and robust datasets,
researchers should attend to the definition of cyberbully-
ing. Moreover, the procedure to extract and label the data
must also be thorough and extensively reported.

This work intends to offer a thorough methodological ap-
proach to develop cyberbullying-related datasets. It also
proposes to present two datasets in Portuguese, one

AlsrTisaiddns s thariRatda 876284 Universidade de Lishoa Reitoria. Downloaded on January 13,2025 at 15:34:03 UTC from IEEE Xplore. Restrictions apply.

© 2024 |IEEE. Personal use is per%%g%g@;&e%%g@gﬁon rewsﬁﬁggE)pﬁ{@jgﬁ'gncéﬁﬁﬁgpggw.ieee.org/publications/rights/index.html for more information.


mailto:paula.costa.ferreira@gmail.com
mailto:paula.costa.ferreira@gmail.com
mailto:nadia@campus.ul.pt
mailto:paula.paulino@ulusofona.pt
mailto:amsimao@psicologia.ulisboa.pt
mailto:hugohrosa@gmail.com
mailto:lcoheur@edu.ulisboa.pt
mailto:ricardo.ribeiro@inesc-id.pt
mailto:joao.carvalho@inesc-id.pt
mailto:joao.carvalho@inesc-id.pt
mailto:i.trancoso@ieee.org
mailto:sofia.oliveira@iscte-iul.pt
mailto:sbezerra@ucm.cl
mailto:sofia.francisco@ulusofona.pt
mailto:sofia.francisco@ulusofona.pt

This article has been accepted for publication in IEEE Transactions on Affective Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TAFFC.2024.3518587

focusing on the aggressive language used in single mes-
sages (AGG), and the other centered on repeated con-
flict/attack situations in online interactions (RCA). The
RCA dataset allows annotators to capture context regard-
ing the nature of the interaction and constitutes an im-
portant step forward so that machine learning models can
be effectively used to automatically detect conflicts in
online interactions. In fact, verbal attacks, insults, and
threats are the most frequent forms of aggression in cyber-
bullying [6], whereas interpersonal conflicts can constitute
an ongoing repeated public dispute among two or more
individuals [7]. In view of this, the main contributions of
this study include a detailed description of the extraction
process of data based on the content analysis of the aggres-
sive language witnessed by Portuguese adolescents in
cyberbullying events. This process resulted in the construc-
tion of the two aforementioned Portuguese language da-
tasets: AGG and RCA. Also, an empirical evaluation of the
resulting classification models is presented. Lastly, we pre-
sent a longitudinal analysis of repeated aggressions and re-
peated conflicts/attacks to examine longitudinal patterns
and the relation between the number of tweets and aggres-
siveness and conflicts /attacks.

The study makes several key contributions to research
by:

1. Detailing Data Extraction: It thoroughly docu-
ments the process for extracting data on aggres-
sive language observed by Portuguese adoles-
cents during cyberbullying incidents.

2. Contextual Integration: The study highlights the
importance of including additional contextual fac-
tors in cyberbullying datasets to enhance their
representation of the phenomenon.

3. Introducing New Datasets: It introduces two spe-
cialized datasets in Portuguese (Aggressive and
Conflicts/ Attacks), collected from social net-
works, offering a novel method of representing in-
teractions, which improves cyberbullying detec-
tion.

4. Proposing a New Methodology: A new approach
for identifying online conflicts and attacks is pro-
posed, supporting future research aimed at creat-
ing precise and ecologically valid cyberbullying
datasets.

5. Human-Machine Collaboration: It explores the
combined role of computational models and hu-
man insight in effectively identifying and combat-
ing cyberbullying.

2 RELATED WORK

21 Considering defining features

To adequately detect cyberbullying in written online inter-
actions, a rigorous representation of this phenomenon will
imply attending to its key defining features (i.e., aggressive
language; repetitiveness; intentionality; and behavior
among peers) [8]-[10]. As previously mentioned, one of the
main expressions of aggression in cyberbullying is the lan-
guage used to communicate with the intention to harm
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interactions often include insults (e.g., with regards to
physical appearance, character, and competence), threats,
and the use of curse words or foul language [2], [13]. Hate
Speech, Abusiveness and Toxicity are also present in verbal
attacks [14], [15]. Hate speech can be defined as toxic,
threatening, offensive and insulting discourse deriving
from prejudices and intolerance with regards to gender,
race, religion, which may trigger different types of violence
[16], [17]. Abusiveness and toxicity can be considered rude,
hurtful, profane and derogatory language [18], [19]. Iden-
tifying online verbal aggression used to attack someone is,
thus, a first necessary step to represent cyberbullying.

2.2 Considering Contextual factors

To adequately detect a cyberbullying event, and differenti-
ate it from other situations, there is a need to understand
the specific context of real online interactions. It is also nec-
essary to integrate this dimension in the building process
of cyberbullying datasets. In fact, the context of online in-
teractions seems to improve systems of automatic cyber-
bullying detection [20] by incorporating users’ context (i.e.,
users’ characteristics and profile information). Research
has proposed that datasets of toxic comments should be
annotated in context, since the latter can amplify or miti-
gate the perceived toxicity of posts and improve the per-
formance of toxicity classifiers [21]. In fact, manually la-
beled posts may be misinterpreted if annotators are not fa-
miliar with the context in which they were sent. Similarly,
Elsafoury et al. [22] found that contextual-based language
models, such as Bidirectional Encoder Representations
from Transformers (BERT) could improve cyberbullying
detection when compared to state-of-the-art deep learning
models. This included those with slang-based word em-
bedding, as they better capture the semantics of the mes-
sages.

The integration of other contextual factors which relate to
cyberbullying could, therefore, contribute to a better repre-
sentation of this phenomenon in cyberbullying datasets.
One of these contextual dimensions refers to dysfunctional
conflict which is defined as the use of online aggression to
solve a situation with the intention to intimidate or hurt
another person [23]. Accordingly, it seems to be a major
predictor of bullying. Interpersonal conflicts, as well as the
frequency of group conflicts have been found to be strong
predictors of bullying in the workplace [24], [25]. Moreo-
ver, a positive indirect association has been found between
task conflicts and bullying through relationship conflicts,
both for victims and aggressors [26]. Although the relation
between conflict and bullying has been more studied re-
garding workplace bullying, it also seems to be present in
other forms of bullying. For instance, adolescents who use
more aggressive strategies to solve interpersonal conflicts
get more involved in bullying and cyberbullying events, as
victims, aggressors, and bystanders [27]. However, most
studies often misrepresent key aspects, such as identifying
aggressiveness within inter-personal conflicts verbally ag-
gressive attacks, and patterns of repetition of this type of
actions. Aggressiveness can be described as an intention to
be aggressive, harmful, while spreading violence against a
specific target [28]. They also lack information on repeated
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behavior, which is an important element of the definition
of cyberbullying [7]. Many studies also provide insufficient
detail about how the extracted datasets were built. In fact,
Salawu et al. [29] found non-holistic approaches to cyber-
bullying and a lack of labeled datasets when developing
models to detect it. As for the annotation process, few stud-
ies detail the guidelines annotators were given when cate-
gorizing a text as being a cyberbullying event. We found
such information in some articles [30]-[34] but found it to
be missing in the remaining related work [35]-[40].

2.3 Existing Datasets

The work of Zampieri et al. [1], provides insightful infor-
mation where the authors proposed a three-level hierar-
chical annotation schema that included detecting and cat-
egorizing offensive language and its target (victim). Rosen-
thal et al. [41] explored a semi-supervised approach to
gather offensive content. These authors included the type
and target of each post, using the Offensive Language
Identification Dataset, or OLID (i.e., 14,100 English tweets
annotated considering offensive language detection, cate-
gorization, and target identification) as a seed dataset.
They also used this new dataset, the Semi-Supervised Of-
fensive Language Identification Dataset, or SOLID (i.e., a
training dataset of 9 million English tweets to identify of-
fensive language) to show improvements over previous
work. Lastly, they provided a larger test set with an analy-
sis of simple tweets with curse words and implicit tweets
containing underhanded comments or racial slurs.

Furthermore, the above cited investigations categorized
cyberbullying considering only the presence of aggressive
language. While it is an important cue, cyberbullying is de-
fined by four key criteria. Failure to capture all four during
the categorization process will make cyberbullying classi-
fiers error prone and unfit for real world applications. Re-
garding repetition as a criterion, it is important to note that
isolated cases of aggression cannot be considered as cyber-
bullying due to the repetitive nature of this phenomenon
[8]-[10]. We found that only Nahar et al. [42] attempted to
capture the repetitiveness of aggression by detecting cyber-
bullying in sessions consisting of streams with dozens of
messages. Chatzakou et al. [43] also used a similar ap-
proach, by grouping batches of messages based on their
timestamp, but applied to the task of cyberbullying role
classification (i.e., aggressor, victim, bystander). In our
study, we guaranteed this criterion by grouping repeated
interactions between the same users in blocks to form an
RCA dataset in Portuguese. These blocks of text were ex-
tensive number of grouped tweets between the same users.
We also made sure this criterion was fulfilled by using mul-
tilevel longitudinal modeling of two databases, namely an
aggressive dataset and a conflicts/attacks dataset in Portu-
guese. Moreover, the annotators in the previously men-
tioned studies did not indicate that the users involved in a
potential cyberbullying event were peers. This may have
occurred because researchers were not able to confirm the
age since the data was extracted randomly via web crawl-
ing. The data could have been extracted either directly
from a website, or with the usage of a dpeublic Application

Programming Interface (API) provided by a social net-
work. To guarantee this key criterion of the definition of
cyberbullying (i.e., occurrence between peers), the data ex-
traction process must offer mechanisms that validate the
relationship of the participating users. To the best of our
knowledge, only Ptaszynski et al. [32], who extracted the
dataset from school forums and discussion groups, fol-
lowed this principle.

Previous literature has shown the presence of cyberbully-
ing and aggressive behavior on Twitter [44]. In fact, Twit-
ter is one of the main online platforms where users are vic-
tims of cyberbullying and aggressive behavior [45]. More-
over, the literature has found that aggressors tend to be
vastly popular on Twitter among their groups and troll
others, as well as post hateful and negative messages
which are rapidly diffused [43]. Twitter is a social interac-
tion platform where users send short posts, with a range of
culturally influenced languages and therefore, these short
messages make aggressive behavior difficult to detect [46].
In fact, Natural Language Processing tools can present dif-
ficulty in extracting such behavior because of the short
length of tweets, as well as syntactic and grammar mis-
takes. Hence, identifying aggressors can constitute a chal-
lenging task because there can be numerous ways of dis-
playing aggression and bullying through trolling, sarcasm,
among other forms [46]. Twitter can ban users using abu-
sive or aggressive words, but these procedures can be en-
hanced by applying artificial intelligence in detection
methods [46]. Moreover, recent research has attempted to
enhance the efficacy of detecting cyber-trolls on Twitter
based on their written interaction [46]. Nonetheless, some
studies have managed to acquire an excellent Area Under
Curve (AUC) using user-based, text-based and network-
based Machine Learning Algorithms from 1.6 million
tweets collected for three months [43].

In addition, the level of expertise of the annotators and the
inter-annotator agreement are also seldom reported. Some
research [38] used the Amazon Mechanical Turk to recruit
annotators and others stated only that the labeling pro-
cessing was performed by students [30], [35], [36] or did
not specify what the background of the annotators was
[31], [44], [47], [48]. To ensure validity, the annotation pro-
cess must be performed by experts with knowledge of the
phenomenon. Furthermore, the inter-annotator agreement
must be explicitly reported, something which was only
found in the studies by Huang et al. [36] and Chavan and
Shylaja [48]. We propose to incorporate detailed infor-
mation this previous research may have missed in this
study.

2.4 Generating Ground Truth Datasets

Referring to the datasets themselves, one frequently used
dataset was extracted from the extinct Formspring.com,
but it has been updated throughout the years. During its
development, it had nearly 4,000 samples [38], but it has
tripled in size since [49], [50]. Other common datasets were
extracted from Kongregate, Slashdot, and MySpace [51],
but are used in different iterations and sample sizes
throughout the literature. A common trait of the datasets
used across the literature is their imbalance, as most
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articles report often less than 20% of cyberbullying-related
samples [20], [32]-[34], [36]-[38], [44], [52]. Dataset imbal-
ance is a known challenge of language processing related
tasks and the negative effect on the predictive capabilities
of machine learning models is well documented [53], [54].
Thus, several studies have used synthetic oversampling or
undersampling techniques to improve performance [36],
[44], [52], [53]. Emmery et al. [55] for instance, proposed a
crowdsourcing method by simulating bullying scenarios
in a lab setting to generate data that could be used to com-
plement real data.

Bassignana et al. [56] developed HurtLex, a multilingual
lexicon to identify hate speech. Their study began by ex-
amining an Italian hate lexicon which was organized in 3
macrocategories. The macrocategories included deroga-
tory words, words bearing stereotypes and words that are
neutral, but which can be used to be derogatory in certain
contexts through semantic shift, such as metaphor. Then,
through synset-based computational lexical resources such
as MultiWordNet and BabelNet, they expanded this lexi-
con into a multi-lingual approach with semiautomatic
translation and qualitative annotation. Specifically, Hurt-
Lex was developed to detect hate speech on Twitter in
Spanish and English. They considered Twitter corpus of
hate against immigrants to extract domain-specific lexicon-
based features to obtain supervised classification of misog-
yny in these two languages. HurtLex was evaluated with a
hate corpus of 6,000 Italian tweets, as well as with the Au-
tomatic Misogyny Identification IberEval (2018), which fo-
cuses on identifying hate lexicon against women on Twit-
ter in English and in Spanish.

Sprugnoli et al. [57] presented a WhatsApp dataset to ex-
amine cyberbullying among Italian teenagers. The authors
presented a collection of chats with annotations regarding
user role and type of offense. The participating teens in this
study were given roles, such as cyberbully, cyberbully as-
sistants and victim assistants in hypothetical situations.
Furthermore, to conduct this study, the authors used sce-
narios addressing gendered division of sports practices, in-
terference in others' businesses, the lack of independence
with parent intromission and web virality.

Ptaszynski et al. [58] developed the PolEval2019 to detect
cyberbullying in Polish. They collected their dataset in
Polish automatically from Twitter. These tweets were an-
notated by layperson volunteers with the supervision of an
expert in cyberbullying and hate-speech. The authors pro-
posed an open shared task in Polish through binary classi-
fication of harmful and non-harmful tweets, as well as a
multiclass classification between cyberbullying and hate-
speech. They analyzed each tweet individually, but recom-
mended that future studies investigate groups of tweets,
preferably through automatic grouping. In our study, we
present a dataset in which we considered this suggestion
of grouping tweets.

Ollagnier et al. [60] developed the CyberAgressionAdo-V1
dataset to investigate cyber aggression among teens. They
focused on aggressive multiparty chats in French collected
through a role-playing game in high schools. The scenarios
in the game addressed homophobia, obesity, religion and

sthnicity, They assigned partigipants different roles, sych.
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as bully, victim, bystander-defender, bystander-assistant,
and conciliator. They annotated the lexicon from the play-
ers within different layers. These layers included the role
of the messages' author; the role of the individuals targeted
by hate speech and/or verbal abuse; the presence of hate
speech; the type of verbal abuse (blaming the victim, name-
calling, threats, denigration and aggression-other); and
whether messages contain some forms of humor. Hence,
they identified different types of aggression and verbal
abuse which depended on the targeted victims. That is,
whether they were individuals or communities.

Poletto et al. [61] conducted a systematic review regarding
resources and benchmark corpora to detect hate speech.
They analyzed the different sources according to the (1)
type of structure of each resource; (2) topical focus and the
converging and diverging aspects; (3) where the data was
collected from; (4) how and according to what framework
was the data annotated; and (5) the diversity of languages
which were covered as well as the varying definitions.
They found that the microblogging platform Twitter was
the most used source (32 total) because of the public data
availability policy and the short length of texts. In terms of
the annotation process, they found three main strategies,
that is, a binary scheme to code the existence or lack of a
certain phenomenon; a non-binary scheme, which includes
a scale-type assessment; and a multilevel scheme, which
accounts for different traits and scales. Some studies also
considered the number and background of the annotators.
However, only 15 studies provided inter-rater reliability,
whereas 9 used crowdsourced annotation and 5 used a
classifier. The remaining studies used a combination of
manual annotation and classifiers. Moreover, they found
that out of the 64, studies they examined, 37 examined Eng-
lish corpora, but that it is essential for other languages to
be examined, since online aggression is a worldwide social
issue that is spread in diverse languages. Poletto et al. [61]
also examined the different existing corpora and found no
Portuguese resource for Twitter and with a focus on ag-
gressiveness and/or cyberbullying. Hence, we propose to
fill this gap.

3 METHODOLOGY

We believe that there is a need for a thorough and robust
process in the development of cyberbullying-related da-
tasets. Therefore, we propose an interdisciplinary ap-
proach (i.e., Psychology and Computer Science) to build-
ing language datasets that are thoroughly extracted, la-
beled, and approximate to a more realistic representation
of cyberbullying which can be used further by supervised
machine learning methods. We consider that cyberbullying
datasets may be improved in future research by integrating
the context of online interactions, as well as the repetition
of behavior. To make sure we used data among peers in our
study, we extracted data from Portuguese adolescents us-
ing Twitter, which is a social network predominantly used
by youth in Portugal. In fact, currently, Twitter is one of the
most used social media platforms in Portugal overall
(https://gs.statcounter.com/social-media-stats/all/portu-

gal). Furthermore, Twitter is a microblo§ ing social media
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where fast and regular short messages are shared with an
online audience to improve engagement. It can be consid-
ered a combination of instant messaging and content pro-
duction, which leads to interaction among individuals.
Although neither of the datasets proposed in this study are
a definitive cyberbullying dataset, they are a step forward
towards that goal, in relation to the aforementioned da-
tasets. Moreover, these datasets enabled us to examine the
longitudinal trends (repetitiveness) of aggressiveness and
attacks/ conflict in comparison with the number of tweets.
These longitudinal trends inform future cyberbullying de-
tection models on any possible variance between users and
within each individual user. Lastly, we were able to iden-
tify the percentage of those who participated in the differ-
ent types of phenomena (aggressiveness and

Verbal aggression Data extraction

expressions

attacks/ conflicts) to provide more detailed information to
complement existing criteria of datasets, such as the types
of aggressive behavior that were more prevalent and are
often culturally specific [63]. The full process subjacent to
this research regarding the creation of the two datasets is
depicted in Fig. 1 and comprehends the following steps:
- Identification of expressions of verbal aggression
in cyberbullying incidents (Section 4);
— Data extraction from Twitter, using these expres-
sions (details in Fig. 2; Section 5);
- Annotation of aggressive language (Section 6);
— Identification and annotation of conflicts or at-
tacks (Section 6).

Conflicts/attacks
Dataset

Aggressiveness
Dataset

- Extraction of data from

Annotation of conflicts

Gathering expressions of
verbal aggression
witnessed by adolescents
to guide data extraction for
the datasets

Twitter

- Subset of potentially
aggressive tweets obtained
based on expressions
identified in the previous
stage

Annotation of aggressive
language based on 3
criteria: (1) aggressive,
violent, threatening,
insulting, offensive, harmful
or defamatory language; (2)
language aimed at inflicting
physical or emotional

and/or attacks based on 2
criteria: (1) presence of a
conflict situation where the
intention to harm could be
apprehended; (2) presence
of a verbal attack from one
user to another

damage through hostile
conducts; and (3) language
directed at a peer or set of
peers

Fig. 1. lllustration of the process to create the two Portuguese language cyberbullying-related datasets.

4 STUuDY 1: EXPLORING AGGRESSIVE
EXPRESSIONS IN CYBERBULLYING

41 Sample and Procedures

The first study included gathering expressions of verbal
aggression witnessed by adolescents to guide the data ex-
traction. This was achieved through an open-ended ques-
tion as part of the Inventory of Observed Incidents of
Cyberbullying (IOIC) [64] where Portuguese adolescents
were asked to transcribe words/expressions/sentences
used in cyberbullying events. A convenience sample of
1,607 students (Mg = 15.1, SDyge =2.27, 52.3% girls) from 10
Portuguese public schools (5" to 12* grade) responded to
an open-ended question from the IOIC. Students were
asked to think of the cyberbullying incident(s) they wit-
nessed online (e.g., SMS, e-mails, Messenger, Facebook,
Whatsapp, Instagram, Youtube), and to write the exact
words, expressions, or sentences they remembered seeing
written (even if they considered them to be less appropri-
ate). The aim was to identify the most used expressions of
verbal aggression in cyberbullying situations. Students
were aware of the distinction between aggressive verbal
expressions and cyberbullying situations, and how the first
can be used in the latter.

All adolescents voluntarily participated in this study,
and authorization was provided by the Ministry of Educa-
tion of Portugal, the Portuguese National Commission of

of Psychology of the University of Lisbon, the schools’
boards of directors, the teachers, the parents, and the ado-
lescents themselves. The open-ended question was hosted
in the Qualtrics Survey Platform and responded in a class-
room context, using a computer. All participants were in-
formed that they could have psychological assistance if
needed (i.e, with a professional psychologist) and that
they could quit the study at any time if they wanted.

4.2 Data Analysis

All the responses collected with the open-ended ques-
tion from the IOIC were transcribed verbatim and a con-
tent analysis was performed following a mixed approach
(i.e., deductive [from the literature] and inductive [from
the new raw data verbalized] categorizations) [65] using
NVivo 11 software (detailed procedure and complete re-
sults of the content analysis are depicted in a previous
study [12]). The written propositions with meaning (i.e.,
coding units) [66] resulting from the content analysis were
then identified and used to inform the next stages of this
work in terms of what categories may emerge in the lan-
guage provided by the datasets. Inter-rater reliability (i.e.,
between 5 independent annotators) was almost perfect [67]
with an Intraclass Correlation Coefficient (ICC) of .85 using
IBM SPSS 26.0. This enabled us to confirm a good level of
agreement among annotators.

4.3 Results
A total of 1,478 written expressions of verbal aggression
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were identified and analyzed to develop a Portuguese da-
taset of language used in this context. These expressions
revealed nine distinct types of verbal aggression which are
linked to different cyberbullying behavior (i.e., Making
threats, Harassing someone with sexual content, Making
fun of someone, Pretending to be someone else, Revealing
information about someone’s private life, Demonstrating
one has information about someone’s life that may affect
that individual’s psychological well-being, Using some-
one’s image without authorization, Devaluating some-
one’s life, and Insulting someone). Full description of the
categories and subcategories identified, and examples of
the verbal aggressions can be found in Veiga-Siméo et al.
[12]. The identified expressions of verbal aggression ena-
bled us to guide data extraction for the datasets according
to the defined criteria (depicted in the methods, cf. Section
4.1) because participants followed specific instructions to
mention the exact verbal expressions they witnessed in
cyberbullying situations, as we have defined in this study.
Thus, these written verbal expressions were subsequently
used to extract data to build our two datasets.

5 STUDY 2: IDENTIFYING ACTS OF AGGRESSION
ON TWITTER

5.1  Sample and procedures

The second study included extracting data from Twitter,
in Portuguese, that matched the most frequent expres-
sions/words/sentences that were previously identified in
study 1. The aim was to create a subset of tweets that could
potentially contain acts of aggression so that expert anno-
tators would annotate the presence of aggression or con-
flicts/ attacks in a later stage.

The extraction was based on the user’s age, as it had to
be in accordance with the target audience of the study (i.e.,
teenagers); and tweets that were by default public and
available for extraction via Twitter APL

Most Twitter users in Portugal are predominantly teen-
agers between the ages of 13 and 18 [68], which fit the
user’s age criteria required in our study. Previous work
[68] found an efficient methodology to expand the number
of tweets collected in Portugal for research purposes,
which was applied by Carvalho et al. [69] to extract data
that was subsequently made available for our research.
Specifically, we used MISNIS, which is an intelligent plat-
form for twitter topic mining. As a starting point, we had
access to a set of 120 million tweets posted in Portugal,
from October 1st, 2014, to January 31st, 2015, and written
in the Portuguese language. As mentioned, since tweets
are by default public, Twitter provides API to extract data.

5.2 Data Analysis

Based on the findings from study 1, we made a fre-
quency analysis of common expressions/words used by
Portuguese teenagers who witnessed cyberbullying
events. This analysis informed the construction of a set of
patterns and rules (i.e., the categories that emerged regard-
ing cyberbullying behavior, as well as the frequency of ex-
pressions used, including specific groups of words to-

IEEE TRANSACTIONS ON JOURNAL NAME, MANUSCRIPT ID

aggressive tweets within the original dataset of 120 million
posts. We calculated the number of times a non-stopword
was used, as well as the number of times any sequence of
two, three, four, and five words were used (i.e., frequent
unigrams, bigrams, trigrams, quadrigrams, and penta-
grams). We selected the top 30 thousand most frequent oc-
currences of each of those sets randomly and added varia-
tions with common misspellings of those words, as long as
these occurrences fit the criteria of aggressive tweets. Spe-
cifically, abbreviations of slang, swear words and offensive
expressions were considered, as well as those with an as-
terisk at the beginning, middle or end of the word.

5.3 Results

This study led to the identification of approximately 150
thousand potentially aggressive tweets in Portuguese
which serve as the backbone to build the two datasets de-
scribed in the latter stages of this paper. The results of the
data extraction yielded five lists with cyberbullying related
expressions/words:

(1) frequent Unigrams, e.g., “gordo” (fat), “feio” (ugly);

(2) frequent Bigrams, e.g., “tua méie” (your mum),
“vales nada” (you suck);

(3) frequent Trigrams, e.g., “vou te m***r” (I'll k**] you);

(4) frequent Quadrigrams, e.g., “ninguém gosta de ti”
(nobody likes you);

(5) frequent Pentagrams, e.g., “atira te de uma ponte”

(throw yourself off a bridge).
Alist of Cyberbullying Related Keywords was also created
to capture rare instances where the event was specifically
tagged or mentioned: “bully”, “bullying”, “cyberbully-
ing”, “#bully”, “#bullying”, “#cyberbully”, “#cyberbully-
ing”. Out of the initial 120 million tweets available, all of
those that complied with at least one of the rules below,
were deemed to potentially contain aggression indicative
of cyberbullying. Specifically, they had to contain one or
more of the words in the Cyberbullying Related Keywords.
They also had to contain one or more of the pentagrams in
the Frequent Pentagrams list. Then, they should contain
one or more of the quadrigrams in the Frequent Quadri-
grams list. Moreover, they must contain two or more of the
trigrams in the Frequent Trigrams list and contain two or
more of the bigrams in the Frequent Bigrams list. Lastly,
they had to contain two or more of the words in the Fre-
quent Unigrams list.

After finding that some bigrams and trigrams, such as
“gosta de” (likes that) or “com a tua” (with your), were
leading to the extraction of many non-aggressive tweets,
for unigrams, bigrams, and trigrams, we opted to only ac-
cept tweets that matched two or more rules of the list
above. For instance, if a trigram and a unigram were pre-
sent in a tweet, this tweet was selected. Full tweet extrac-
tion rules are available in the project’s OSF repository for
data availability. Given the tweet contents, this repository
contains offensive language.
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6 STuDY 3: AGG AND RCA DATASETS AND
BENCHMARKING EXPERIMENTS

6.1 Sample and Procedures

The third study proposed to present the AGG and RCA
datasets and classification models. Using the 150 thousand
tweets extracted in study 2, we labeled a subset of 40 thou-
sand tweets for aggressive language. All the 40 thousand
tweets were manually checked to be sure the label was re-
spected. Thus, the AGG dataset was built from a subset of
40 thousand potentially aggressive tweets, which were
chosen based on the rules we mention in Section 5.2. Sub-
sequently, for the RCA dataset development, a sample of
1,514 subsets of repeated interactions between users
(blocks of tweets) were considered.

6.2 Data Analysis and Results of the Annotation

Process
The 40 thousand potentially aggressive tweets were an-
notated by 2 postgraduate educational psychologists with
expertise in cyberbullying research. To ensure inter anno-
tator agreement, 2,000 tweets were annotated by both ex-
perts to measure their agreement and to guarantee that the
remainder 38,000 tweets (to be split evenly amongst both
annotators) were labeled under the same assumptions and
understanding of the phenomenon. The ICC was 0.65,
which is defined as substantial [67], nevertheless, also
showing the difficulty of the annotation process. The dif-
ferent annotations were due to cultural language issues,
since one of the educational psychologists spoke European
Portuguese, whereas the other spoke Brazilian Portuguese.
These issues were discussed in a meeting with the research
team after the annotations were done. The differences were
eliminated based on the team's discussion and agreement.
For example, “ndo vou baixar a cabega para nenhum filho
da p**a/ I will not bow my head to any son of a bitch” is
not necessarily an aggressive tweet in European Portu-
guese, whereas it is considered so in Brazilian Portuguese.
This type of verbal expressions which were dubious due to
linguistic differences were labeled as aggressive, since they
can be perceived as offensive or insulting at least for one of
the two type of users, a Portuguese user or a Brazilian user.
The criteria for the annotation task were as follows and
were based on previous research [70]-[73]:
- language was aggressive, violent, threatening, in-
sulting, offensive, harmful, or defamatory;
- language aimed at inflicting physical or emotional
damage on somebody, through a hostile conduct;
— language was directed at a peer or set of peers.
Then, we focused on the creation of an RCA dataset and
considered blocks of ordered N tweets belonging to the
public Twitter interaction between two users as samples
for this dataset. Thus, four postgraduate educational psy-
chologists with expertise in cyberbullying research labeled
350 different interactions between users, divided into 1,514
subsets of those interactions (blocks of tweets) and split
equally amongst all, according to the following criteria: the
presence of a conflict situation where the intention to harm
could be apprehended; the presence of a verbal attack from
one user to another.

To guarantee inter annotator agreement, all 4 experts
annotated an initial dataset containing 92 interactions. The
ICC was of 0.98, which is almost perfect [67], highlighting
how looking at a subset of the repeated interactions, punc-
tuation marks, such as exclamation marks, capital letters,
the progression of the repeated tweets, and the response
given by the receptor of the aggressive tweets, made it eas-
ier to exclude friendly irony and sarcasm, and to capture
intentionality and the nature/context of the user’s rela-
tionship, as opposed to single messages. The final dataset
consists of 79 subsets of interaction tweets (blocks) contain-
ing repeated conflicts/attacks and 1,435 blocks of repeated
interactions containing no conflict/attack.

This process of annotation guided the development of
both datasets. The criteria for annotation (depicted in Sec-
tion 6.2) were essential to build the datasets. Regarding the
AGG dataset, three criteria were established. The first cri-
terion (i.e., aggressive language) ensured that categoriza-
tion of an online aggression indicative of cyberbullying
could extend beyond insults and cursing. While we have
shown in study 1 that most of data gathered were insults
or mockery, it also contemplated the other less frequently
observed forms of cyberbullying related aggression. The
second criterion (i.e., intentionality) distinguished be-
tween tweets that were both intentional and insulting from
those that were unintentional but apparently insulting.
This was a phenomenon found by the annotators to be fre-
quent. For instance, the use of smiley or heart “emojis” was
a good indicator of the light-hearted nature of the tweet, as
opposed to intent to harm. In fact, the intent to harm was
evident by punctuation marks, such as exclamation marks,
capital letters, the progression of the repeated tweets, and
the response given by the receptor of the aggressive tweets.
The third criterion, behavior amongst peers, was guaran-
teed since Twitter is commonly used by Portuguese teen-
agers and that the expressions utilized to narrow down our
dataset were taken from examples provided by Portuguese
adolescents. While Twitter does not provide the age of their
users, these two factors were to guarantee that the tweets
under evaluation were written by peers. The age group is
assumed based on national statistics showing that the plat-
form is predominantly used by teenagers. The example, “ai
sua porca de m***a , se te apanho és uma gaja m***a, ai
m***a” (“oh you *****g pig , if I catch you you're a d**d
chick, oh s**t”), refers to a tweet which meets all three cri-
teria: aggressive language with the intent to harm and oc-
curring between peers.

Regarding the annotation phase for the RCA dataset, we
opted to identify the presence of repeated conflicts /attacks
between the same users since they have been found to be
strong predictors of bullying [24]-[26], and in the specific
case of adolescents, the use of aggressive strategies to solve
interpersonal conflicts may predict their involvement in
bullying and cyberbullying situations [27]. Specifically, we
followed the retweet, the hashtags with the users’
username, the tweet ID number and the sender’s ID num-
ber, as well as their username. We also kept a registry of the
exact time the tweet or retweet were sent. Also, we col-
lected for each interaction between 10 and 317 tweets/re-
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where either user mentions the other, via the @ tag, ordered
by date. Following this approach, an expert annotator
could identify not only repetitive aggression, but also other
context related information such as the nature of the rela-
tionship of the two users (i.e., friendly or otherwise). The
identification of verbal attacks allows to integrate other po-
tential cyberbullying situations in online interactions
where verbal aggressive language is used to harm some-
one [2] but, differently from conflicts, no response is pro-
vided from the potential victim (Fig. 2).

Aggressive,violent, threatening, insulting,

offensive, harmful, or defamatory language
i 2200 Users

e 5,850 Aggressive Tweets
Directed at a peer or set of peers
40,000 Users’ Context "
Aggressive Tweets Wdentfication Conflicts
Language & Attacks
Dataset Additional 58,470 Tweet 64320 Da'ase‘
34140 Non- extraction of the 2200 Users =
aggressive Tweets
Non-aggressive

Tweets
350 Interactions.
Found With Other

1,514 Subsets of Separate Block Interactions ASEWIN Bo Colmcuiitine

79 Repeated Conflicts/Attacks

Fig. 2. Extracting data according to criteria for datasets.

6.3 Data Analysis and Results of the Classification

Models

In this third study, we also focused on evaluating the
classification models. We chose to train our models using
SVM, linear kernel, which is a frequent best solution in pre-
viously mentioned cyberbullying-related tasks [25],[27]-
[29],[34] and a more up-to-date approach based on trans-
formers [74] to better understand the quality of the da-
tasets. In the case of the SMV, text was represented via the
TE-IDF (term frequency - inverse document frequency)
and no feature engineering was performed. SVM hyper-
parameters were optimized via a 5-fold grid search cross
validation and results were reported after 10-fold cross val-
idation. The transformers-based approach consisted in
fine-tuning BERTimbau [75] (we used a learning rate of 2e-
5, batches of 16, and a weigh decay of 0.01), a pre-trained
BERT model [76] for Portuguese, using the same train/test
splits of the SVM.

120 M Tweets
requency/Anglysis of Common

40 K Tweets

Fig. 3. Process of narrowing down the initial dataset into the subset of
potentially aggressive tweets to be labeled.

Out of the 40 thousand tweets annotated, 5,850 fulfilled
thithaidtetizdedirsednilod te ord Univarsidheentedds
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in which 2,200 different Twitter users are either mentioned
or are the posting user himself/herself. To complement the
dataset with samples of non-aggressive tweets from the
same 2,200 users, a random extraction of these users’ time-
lines was performed. Only tweets that were not previously
identified as potentially aggressive were selected. Hence,
we extracted the timeline of each of the 2,200 Twitter users
involved in some sort of aggression from the original set of
120 million tweets and, by default, labeled as “non-aggres-
sive” all tweets that fit all three criteria and were not a part
of the set of 150 thousand tweets with potential aggressive
expressions. We chose 58,470 random “non-aggressive”
tweets in order to create a ratio of one aggressive tweet for
each 10 tweets. This imbalance in the dataset is in line with
findings from previous research [77]. While this semi-auto-
matic procedure does not guarantee that no aggressive
tweet is labeled as non-aggressive, the fact that it is a ran-
dom set of 58,470 tweets out of nearly 120 million that did
not match any pattern of aggressive language defined in
studies 1 and 2, makes it highly unlikely. Taken together,
results showed that the processed tweets in the AGG da-
taset had on average 11.08 words and that the average size
of words in the vocabulary was 4.27. The final dataset for
the AGG dataset consisted of: (a) 5,850 aggressive tweets
from the set of 2,200 users; (b) 58,470 random non-aggres-
sive tweets from the set of 2,200 users.

Table 1 shows the performance evaluation with our
AGG dataset.

TABLE 1
AGG DATASET EVALUATION (N = 40,000 POTENTIALLY AG-
GRESSIVE TWEETS)
Class Precision Recall F-Measure
SVM
Non-Aggressive 0.99 0.98 0.99
Aggressive 0.85 0.93 0.89
Transformer
Non-Aggressive 1.00 0.99 0.99
Aggressive 0.92 0.97 0.95

Results revealed that the models’ overall capacity to dis-
tinguish between aggressive and non-aggressive behavior
is very good, specifically, when it came to the non-aggres-
sive class (both approaches achieved an f-measure of 0.99).
This may be explained by the heavy imbalance of the da-
taset, which is known to affect the predictive capabilities of
supervised machine learning algorithms, favoring the ma-
jority class [54]. Despite the aforementioned imbalance, the
performance for the aggressive class was very positive (f-
measures of 0.89 and 0.94), contrasting with other cyber-
bullying related research whose performance was heavily
affected as a consequence of that imbalance [32], [35], [42],
[49], [50]. We theorize that this occurred due to the thor-
ough methodology used to build the dataset, namely, the
highly informed and detailed annotation performed by the
two postgraduate educational psychologists with experi-
ence in cyberbullying research. We believe that the combi-
nation of the specific criteria followed throughout the an-
notation process with the expertise level of knowledge of
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the annotators, makes this type of aggression more identi-
fiable and thus, more linearly separable by machine learn-
ing algorithms like SVM. To better understand the type of
errors made by the Transformer-based model, refer to the
confusion table in Table 2.

TABLE 2
CONFUSION MATRIX
Predicted Labels
Non-Agressive | Agressive
True | WO 5,741 55
Labels pressive
Agressive 17 620

To assess the impact of the selection process, we experi-
mented removing a set of tweets that contained the terms
used in that process and used it as a test set. This set was
composed by all the tweets containing “gordo” (fat), “tua
mée” (your mum), and “vou te m***r” (I'll k**1 you), spe-
cifically 340 tweets, of which 276 were annotated as aggres-
sive. In these conditions, our Transformer-based model
achieved a precision of 0.95, a recall of 0.80, and an f-meas-
ure of 0.87.

As for the creation of the RCA dataset, the samples of
the dataset used for the annotation process were repre-
sented as blocks of ordered N tweets belonging to the pub-
lic Twitter interaction between two users, labeled by ex-
perts in cyberbullying, which is, to the best of our
knowledge, a novel approach. As previously argued,
cyberbullying cannot be detected by looking at single
tweets / messages, as it fails to capture two key components
of a cyberbullying event: intentionality to harm and repe-
tition [8], [10].

Concerning the RCA dataset, we found that, on average,
the number of tweets required to fit all criteria in each in-
teraction was 15.52 tweets spanning an average of 8,190
seconds. The standard deviations were 15.77 tweets and
19,992 seconds. The number of tweets inside a block was
determined based on a normal curve fitting this data of the
size of the blocks. Moreover, the results revealed that out
of the 1,514 blocks of tweets contained in the RCA dataset,
only 79 were found by the annotators to contain either con-
flicts or attacks (approximately 6.8% of the full sample set).
Thus, the final dataset (full creation process depicted in
Section 6) consisted of: (a) 79 subsets of interaction tweets
(blocks), containing a conflict and/or an attack; (b) 1,435
subsets of interaction tweets (blocks), containing no con-
flict or attack.

These findings represent a heavy imbalance of the data, in
line with findings in the state-of-the-art datasets. To im-
prove potential performance of the model described below,
we tripled the number of instances by performing syn-
thetic oversampling, i.e., making copies, totaling 237 sam-
ples. Chiril et al. [59] studied the detection of sexist hate
speech against women on Twitter with 9,200 tweets in
French. To specify, they studied the impact of detected gen-
der stereotype on sexism classification. To do so, they used
label embedding, generalization strategies with manual
and automatically generated lexicons. They proposed a

commonalities using external multilingual datasets. With
a set of deep learning experiments, they were able to detect
gender stereotypes and sexism. They concluded that sex-
ism classification may benefit from gender stereotype de-
tection. Furthermore, Fortuna et al. [62] investigated how
generalization could depend on a specific model, its com-
position and annotation of the training considering differ-
ent categories and specific features. By experimenting with
BERT, ALBERT, fastText, and Support Vector Machines
(SVM) models trained on nine common public English da-
tasets, they found that generalization varied across mod-
els. They also found that specific categories functioned bet-
ter as cross-dataset training categories than others. Fur-
thermore, they used a Random Forest model to assess the
relevance of different models and dataset features during
prediction. Then, they found that a model must perform
well in an intra-dataset scenario. In fact, the model must
consider the training, target categories, and the percentage
of out-of-domain vocabulary to generalize well.

While the AGG dataset also suffered from a heavy im-
balance (10% aggressive samples), we chose to not perform
oversampling in that scenario because, in contrast with
RCA dataset, it had a sufficiently large number of aggres-
sive samples (5,850). Cyberbullying is a naturally unbal-
anced phenomenon and, therefore, non-normal distribu-
tions are likely in cyberbullying research [78], but high eco-
logically valid data is acquired. By using oversampling
there is a risk of overfitting the data [54], but the small
number of samples annotated as repeated conflicts / attacks
is insufficient to train an adequate model. Few-shot ap-
proaches offer a viable solution to this challenge by lever-
aging pre-trained large language models that require min-
imal fine-tuning on limited annotated data or the inclusion
of some examples in adequately constructed prompts.
These methods enhance the model's ability to generalize
from a small number of examples, thereby mitigating the
risk of overfitting associated with over-sampling.

TABLE 3
CONFLICTS/ATTACKS DATASET EVALUATION (N = 1,514 suB-
SETS OF INTERACTIONS)

Class Precision Recall F-Measure
SVM

Non-C/A 0.98 0.99 0.99
C/A 0.93 0.84 0.88
Transformer

Non-C/A 0.99 1.00 1.00
C/A 1.00 0.92 0.96

Table 3 shows the performance evaluation with our
oversampled RCA dataset. The input of the model is a con-
catenated string with all the texts of the tweets in a given
block, ordered by date from earliest to latest, separated by
a newline marker.

Much like the evaluation of the model built from the
AGG dataset, Table 3 reveals that the models were very
good at distinguishing between repeated conflicts /attacks
(C/A) and repeated content of non-conflicts/attacks (non-
C/A) - specifically, when looking at the non-C/ A class (f-
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measure = 0.99). Again, the heavy imbalance of the data
makes supervised machine learning algorithms such as
SVM more proficient at detecting samples from the major-
ity class. Again, despite the data imbalance, the models’
ability to classify C/A samples, was also very positive (f-
measuresof 0.88 and 0.96), which we once again may jus-
tify with the quality and robustness of the dataset building
process, specifically with regards to the guidelines pro-
vided to the annotators and their expertise. It is however
important to emphasize that, due to the lack of C/A sam-
ples, the different types of behavior which have been de-
fined in the literature as consisting of conflicts/attacks
leading to cyberbullying was very short. As a consequence,
it is possible that some online behavior was not captured
during the annotation process that would lead to an in-
creasing number of false negatives when applying this
model in a real-world scenario. The increased number of
samples available is a key feature of improvement. Moreo-
ver, there could have been other possible latent reasons for
these results, such as overfitting or bias on aggressive ex-
pressions [79].

7 STUDY 4: LONGITUDINAL TREND OF REPEATED
AGGRESSIVENESS AND CONFLICTS/ATTACKS
CONCERNING THE AMOUNT OF TWEETS

7.1  Sample and Procedures

In our fourth study, we proposed to examine whether
online aggression and conflicts/attacks revealed any trend
changes over time with a convenience sample of 86 adoles-
cents from three public schools in the Lisbon area (Mg =
14.73, SD,. = 0.90, 53.5% were girls and this variable was
controlled in the analyses and revealed no significant ef-
fect). These 86 participants received authorization from
their legal guardians to install Twitter on their phone so we
could examine their actual activity throughout time using
two predictive models created with the two sets of data
(i.e., repeated aggressions and repeated conflicts/attacks).
The participants themselves, the schools” principals, and
teachers, as well as the Portuguese Ministry of Education
gave their consent. The participants had the freedom to be-
have as they wish to, without any influence on our part.
With this study, we also proposed to investigate whether
the number of tweets sent over a period of 273 days was
related to repeated online aggression and repeated con-
flicts / attacks. Lastly, we proposed to investigate the per-
centage of participants who participated in the aggressions
and/or attacks/conflicts. This longitudinal analysis in-
forms future cyberbullying detection models on any possi-
ble variance between users and within each individual
user. The percentages of those who participated in the dif-
ferent types of phenomena provided more detailed infor-
mation to complement existing criteria of datasets, such as
the types of aggressive behavior that were more prevalent
and are often culturally specific [63].

7.2 Data Analysis

We performed multilevel and longitudinal modeling
with IBM SPSS Statistics 26.0 with most models. We used
adodesepivtsisetiweetsitasiotron: proecthdelaéais
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number of tweets they posted each day and the sum of ag-
gressions dataset and conflicts/attacks dataset. We used
time and the sum of aggressions and conflicts/attacks da-
tasets as the covariates in two different Multilevel Linear
Modelling analyses. We aggregated the data by day to ob-
tain a mean score of each participant variable per day. We
used IBM SPSS Statistics 26.0 for repeated measures de-
signs to measure participants’ activity on twitter. The data
was structured at the within-person in time level (level 1)
and the between person level (level 2). We used a sample
size of 23,478 session entries (273 days per participant) for
participants’ tweeting at level 1, and of 86 participants at
level 2. Atlevel 1 of the analyses, the variance corresponds
to the variability in the participants’ average of tweeting
around their own growth trajectory [80].

We used a frequently used technique which offers as-
ymptotically unbiased estimates for smaller and unbal-
anced sample sizes, such as Restricted Maximum Likeli-
hood [81], [82] and added variables on SPSS in three steps
(i.e., models 1, 2 and 3) to study the interaction effects. We
used a scaled identity covariance structure for the repeated
measures effect and for the intercept random effect to
study the total variance in the outcome within and be-
tween individuals. The scaled identity covariance struc-
ture assumes that there is a constant variance across re-
peated occasions but presumes no correlation between
components and has one estimated parameter [82].

Firstly, for each dependent variable model (i.e., repeated
aggressions and repeated conflicts/attacks), we computed
an intercept-only model to determine the amount of varia-
bility each level had. Secondly, we attempted to determine
the shape of the growth trajectory. We tested a model with
a linear trend and a quadratic trend for both dependent
variables. The model with a quadratic time revealed signif-
icant results for repeated aggressions, but not for repeated
attacks/conflicts. Thirdly, we computed models for each
dependent variable (i.e., sum of aggressions and con-
flicts/ attacks) with the independent variable (number of
tweets per day). We studied whether the amount spent
tweeting was associated to the repeated aggressions and
repeated conflicts/attacks. To understand if they were as-
sociated longitudinally with different growth patterns, we
combined the level 1 model with time specified as quad-
ratic to describe adolescents’ growth over time, while pre-
suming the intercept varied between subjects and that the
time slope would be varying randomly. We present parsi-
monious models and the proportion of variance is esti-
mated with a one-tailed test for variances [82].

To measure the improvement of each model, we used
the corresponding likelihood ratios. This difference in like-
lihood approximates is in accordance with the chi-square
distribution. That is, a change in degrees of freedom be-
tween models by subtracting the number of new parame-
ters added to the model from those in the previous model.
Therefore, we show the differences in the deviances by
subtracting, as evidence that the model with the covariates
fits the data better than the model with the intercept and
time and the intercept-only model. To examine the percent-
age of participants who participated in the aggressions

dkermiedys. thanioad oL ALk psonict oW rseeh feguency analvses: ooy

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Affective Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TAFFC.2024.3518587

FERREIRA ET AL.: TOWARDS CYBERBULLYING DETECTION

7.3
7.3.1

The multilevel analyses’ null model showed the estimates
of variance for levels 1 and 2 of aggression (repeated
measures: Z,=108.14, p < .001; intercept: Z, = 6.39, p <.001,
respectively), revealing that there was adequate variation
in intercepts across adolescents. Results revealed a vari-
ance between individuals of 16% of a scaled identity struc-
ture for aggression and 84% of variance within individuals.
Model 2 revealed a quadratic trend ( =-2.64, t=-6.59, p <
.001, df = 233,390, LO: -3.42, HI: -1.35) for the sum of ag-
gression throughout time, although it did not present im-
proved fit over the null model. Model 3 presented im-
proved fit indices over models 1 and 2 (deviance = 6542.81,
df=4; deviance = 6,545.62, df=2, respectively).

The results pertaining to the fixed effects suggest that
the number of tweets was significantly associated with the
sum of aggression (8 = 0.01, df = 23,192; t = 67.96, p < .001,
LO: 01, HI: 01). The intercept was adjusted for the number
of tweets that were sent. Over time, adolescents revealed a
significant quadratic trend in the growth rate of aggression
related to the number of tweets they sent throughout time
(B=779,df=2328,t=9.32,p< .001, LO: 6.15, HI: 9.43)
(Fig. 4).

Fig. 4. Aggression in repeated tweets amongst users on Twitter.

Results

Aggressiveness

Sum of Aggressions

Time span of 273 days

Results of the third model revealed a variance between in-
dividuals of 8% and of 92% within individuals. We used a
one-tailed test to check for variance, as it fit our small sam-
ple size better [82]. Both at the day-level and person-level,
the number of repeated aggressions was significantly cor-
related with the number of tweets (r= .55, p < .001; r =
.81, p < .001). Moreover, through frequency analysis, we
found that 47.7% of participants posted aggressive tweets,
whereas 52.3% posted tweets without aggressiveness.

7.3.2  Conflicts/Attacks

The multilevel analyses’ null model showed the esti-
mates of variance for levels 1 and 2 of aggression (repeated
measures: Z, = 0.003, p< .001; intercept: Z,= 1.157,p<
.001, respectively), revealing that there was adequate vari-
ation in intercepts across adolescents. Results revealed a
variance between individuals of 98% of a scaled identity
structure for aggression and 2% of variance within individ-
uals. Model 2 revealed a potential quadratic trend for the
sum of aggression throughout time, although it did not
present improved fit over the null model. Model 3 pre-
sented improved fit indices over models 1 and 2 (deviance
=192.18 df =4; deviance =242.78, df =2, respectively). The
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number of tweets was significantly associated with the
sum of conflicts/attacks (8 = 0.002, df = 5,882, t = 5.00, p <
.001, LO: .00, HI: .00). The intercept was adjusted for the
number of tweets that were sent. Over time, adolescents
revealed a significant quadratic trend in the growth rate of
conflicts/attacks related to the number of tweets they sent
throughout time (8 =9.89, df =10,878, t =7.55, p <.001, LO:
7.32, HI: 1.24) (Fig. 5).

Results of the third model revealed a variance between
individuals of 99% and of 1% within individuals. Both at
the day-level and person-level, the number of aggressions
was significantly correlated with the number of tweets (r =
10, p < .001; r = 47, p < .001). Lastly, through frequency
analysis, we found that 5.8% of participants engaged in
continuous attacks/ conflicts, whereas 94.2% posted tweets
with other content. This analysis enabled us to narrow
down the investigation of those who were involved in con-
tinuous (repeated) attacks or interpersonal conflicts.

0,02

0,01

Sum of continuous conflicts/attacks
5

0,00
Name P I P R B
ARARSA3RABACDARRIZRAGRBEREANAATABR

Time span of 273 days

Fig. 5. Conflicts/attacks in repeated tweets amongst users on Twitter.

8 FINAL REMARKS

This work presented a methodological approach to
building two cyberbullying-related datasets in Portuguese:
an Aggressive dataset and a Conflicts/Attacks dataset
within a high ecologically valid context (i.e., social net-
works). The latter, which included samples as blocks
of N tweets that represented a subset of the public Twitter
interaction between two users, constitutes an alternative
approach and a significant contribution towards improv-
ing automatic cyberbullying detection. By representing the
input as an interaction, annotators were granted the possi-
bility of capturing the context regarding its nature. Hence,
this allowed the annotation process to surpass the exclu-
sive identification of aggressive language by including the
recognition of conflicts/attacks. Furthermore, both da-
tasets were built based on a rigorous methodology that in-
cluded annotations from postgraduate educational psy-
chologists with expertise in cyberbullying research, follow-
ing precise guidelines regarding the operationalization of
cyberbullying. In addition, a substantial agreement was
achieved amongst them. This diligent process along with
interaction analysis, sets this work apart from the current
practices in creating cyberbullying-related datasets.

The classification models were evaluated in a bench-
mark experimental procedure and achieved promising re-
sults for research concerning the development of cyberbul-
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0.88 and 0.96 for the Aggressiveness and Conlflicts/ Attacks
models, respectively) so that this phenomenon could be
correctly represented. This is particularly relevant consid-
ering that the development of quality cyberbullying da-
tasets may improve the models of automatic detection,
which can be used to intervene in the phenomenon. For in-
stance, these types of models could be combined with re-
flective interface resources as tools to reduce the incidence
of cyberbullying in social networks among adolescents [3],
[4].

Future research should focus on labeling more and mul-
tifactorial data, with the aim to create a definite cyberbul-
lying dataset built upon the notion of identifying conflicts
and/or attacks. With this goal in mind, it is necessary to
increase the Conflicts/Attacks dataset size as it contains
very few samples of these interpersonal situations. In ad-
dition, and since cyberbullying can also occur from a group
of people towards one victim, or even between groups of
people, future datasets should also attempt to model
cyberbullying events that go beyond a 1-to-1 relationship
(i.e, 1-to-many, many-to-many). Further investigation on
how to model context from a machine learning point of
view should also be conducted, since as argued, it is a key
aspect to correctly identify cyberbullying events. In fact,
other context dependent fields [83], [84] have already ap-
plied techniques to model context to improve automatic
detection systems.

By presenting a new methodology to identify con-
flicts/ attacks online, this work contributes to guide future
research and applied value beyond the specific context of
this study towards the development of precise cyberbully-
ing datasets, i.e., datasets containing samples from cyber-
bullying events in order to capture a full representation of
the key criteria that define the phenomenon: aggression,
repetition, intentionality, and occurrence amongst peers, or
even other phenomena, such as fake news, hate speech, hu-
man trafficking sites, among other social problems. There-
fore, predictive cyberbullying models (and other identify-
ing phenomena models) may be improved to reduce the
incidence of the phenomenon on social networks. By the
results we obtained in the fourth study, we were able to
examine that single aggressive tweets tend to show a
greater trend and more individuals engaging in this behav-
ior throughout time. Contrarily to this, our second dataset
revealed that longitudinally, continuous attacks and con-
flicts have a reduced trend and less individuals engaging
in these continuous attacks and conflicts. Thus, the key to
identifying such continuous phenomena in detail, which
may lead to cyberbullying, is to introduce algorithms in
these models that account for the amount of time these
phenomena last and which individuals are involved, so as
to adapt appropriate programs with feedback on social
networks/ platforms to encourage prosocial behavior and
diminish these phenomena. Since our fourth study, which
included the criterion of repetitiveness, only included 86
participants, and this could constitute a limitation for gen-
eralization, therefore, future studies could replicate this
study with more participants on different social networks,
with all the data protection regulations accounted for, and

With addolescents  from  different cultural backeroupd
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living in different socio-economic contexts, such as South
America, African countries, and Middle Eastern Countries.
Moreover, future studies can compare the results obtained
with the methodology we present with state-of-the-art per-
formance of other deep learning models to assess further
accuracy of data interpretation. Although we assessed
tweets in context, future research could use HurtLex,
which have shown promising results with the datasets we
worked with [56]. These resources could provide an im-
portant contribution to analyze the novel corpora we pre-
sented through a different lens. Lastly, our study contrib-
utes to affective computing, as it examines how computa-
tion models and humans can work together to help iden-
tify, and consequently, eradicate one of the world’s most
pressing issues with online interactions - cyberbullying
[29].
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