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Resumo

A medida que avancamos no século XXI, o mundo torna-se progressivamente mais
sofisticado e a nossa capacidade de prever o futuro diminui a mesma propor¢do. Os pro-
blemas globais emergentes exigem novos tipos de ferramentas, e permitem fornecer uma
imagem holistica dos sistemas atuais e complexos, possibilitando o avanco tecnolégico.
Sdo varios os problemas que assombram o futuro da humanidade, adjacente aos recursos
escassos e as questdes ambientais, surge assim a necessidade de uma exploracdo mais
eficiente das infraestruturas existentes.

Nos dltimos anos, evidéncias cientificas de degrada¢do ambiental sdo um problema re-
conhecido que a humanidade enfrenta e, devido a isso, organiza¢des conscientes comegam
a adotar a visdo de “desenvolvimento sustentavel”. A Comissdo Mundial sobre Meio
Ambiente e Desenvolvimento define tal visdo como a capacidade de as geragcdes atuais
atenderem as suas necessidades sem comprometerem a capacidade das geracdes futu-
ras atenderem as deles. Apesar do desenvolvimento sustentdvel ser desejavel, mudancas
significativas, se ndo radicais, as premissas basicas por trds dos modelos de negdécios mo-
dernos sdo necessarias para atingir o “desenvolvimento sustentavel”.

Servicising refere-se a um fenomeno em que os fornecedores podem mudar o foco
dos seus modelos de negdcios da venda direta de produtos para a prestacao de servigos,
aumentando a efici€ncia operacional, e produtos e processos mais ecologicos. Assim,
servicising € a solu¢cdo que melhor atende a procura e as expectativas dos consumidores.
O sucesso de servicising é principalmente uma consequéncia dos individuos se poderem
demarcar da manuten¢do, armazenamento e outras responsabilidades associadas a propri-
edade de certos itens.

Atualmente existem diversos exemplos de servicos prosperos. No entanto, a organizacao
atual do sistema de transportes publicos, nao contribui de forma adequada para um ecos-
sistema de servicos de mobilidade funcional e conveniente. Sabe-se ainda que o fendmeno
da urbanizacao estd a concentrar a populacdo nas cidades, aumentando a polui¢do e o con-
gestionamento nos centros urbanos. Considerando o papel substancial dos transportes na
vida quotidiana nas zonas urbanas, a pressdao para melhorar a indistria dos transportes
intensifica-se.

Na Europa, os sistemas de transporte publico privatizados sdo frequentemente de-
senvolvidos individualmente por cada operador, resultando numa fragmentacao e falta



de uniformidade da informacdo. Estes operadores implementam os seus sistemas inde-
pendentemente uns dos outros, analogamente originando sistemas legados e solug¢des de
bilhética proprietdrias, o que significa que os passageiros que viajam por multiplos opera-
dores sdo for¢cados a utilizar as solucdes individuais dos varios fornecedores de servigos
e comprar bilhetes separados.

O conceito de Mobility-as-a-Service (MaaS) promete a resolu¢cdo dos problemas exis-
tentes na industria dos transportes, uma vez que, permite a integracao de diferentes servigcos
de mobilidade, como partilha de carros e bicicletas, estacionamentos, tixis, entre outros,
com o transporte publico tradicional. Para planear uma viagem, os passageiros contam
com diversas opcoes de mobilidade, conectadas entre si, com uma escolha aberta de al-
ternativas de acordo com as suas preferéncias. A base do MaaS$ € a disponibilizacdo de
informacao multimodal a qualquer hora e em qualquer lugar, com acesso direto e irrestrito
de um fornecedor de servico para outro. Considerada como a solugdo ideal, o Maas incor-
pora o planeamento de viagens, bilhetes eletronicos, varios métodos de pagamento como
“pay-as-you-go” e pacotes mensais, bem como um esquema de validacdo de bilhetes. Os
sistemas modernos de MaaS foram desenvolvidos como uma camada intermediaria e cen-
tralizada entre os operadores e 0s passageiros. No entanto, revela-se um enorme desafio
ampliar a rede de Maa$ que englobe varias operadoras.

A Blockchain adota uma abordagem descentralizada e compreende um Ledger parti-
lhado que regista e armazena todas as transagdes por ordem cronoldgica entre as varias
partes que constituem uma rede. O resultado da descentralizacdo de cada utilizador na
rede, também chamado de nd, mantém uma cépia idéntica do Ledger, em vez de existir
uma unica autoridade no controlo do Ledger. Essencialmente, a Blockchain combina tec-
nologias ja existentes, que quando acopladas, criam redes que garantem a confianca entre
pessoas ou partes. Esta tecnologia emprega um Distributed Ledger Technology (DLT),
capaz de armazenar dados verificados por mecanismos criptograficos entre um grupo de
utilizadores, que € primeiro acordado por meio de um protocolo de rede pré-estabelecido.
Apesar de ser frequentemente associada as aplicacdes de ativos financeiros digitais, como
a tecnologia de Bitcoin, a Blockchain tem o potencial de remodelar e afetar uma ampla
gama de industrias.

Com as inovagdes recentes em tecnologias de Blockchain e de Ledger distribuido,
especialmente os desenvolvimentos atuais de Smart Contracts, espera-se que seja final-
mente possivel uma nova abordagem distribuida para o MaaS. Os sistemas MaaS be-
neficiam do poder da tecnologia disruptiva da Blockchain, melhorando a transparéncia
e a confianga entre os provedores de servi¢o assim eliminando a camada intermedidria.
Além disso, a visdo de uma experiéncia de viagem continua entre varios fornecedores
de transporte torna-se, finalmente, uma realidade para o utilizador, uma vez que todos os
fornecedores de transporte cooperam no mesmo sistema.

O potencial de usar Blockchain permite abordagens mais eficientes para aproximar
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os utilizadores e os provedores de servico. Portanto, um servico de MaaS baseado em
Blockchain pode alcangar uma variedade de vantagens, incluindo a validacdo de titulos de
viagem e identidades, pagamento Unico para titulos combinados. Notavelmente, a 16gica
de negdcio relacionada com os bilhetes e os métodos de pagamento pode ser programada
por meio de Smart Contracts. As transagOes, geradas por estes ultimos, sdo posterior-
mente armazenadas e verificadas no Ledger distribuido, permitindo assim uma melhor
gestdao de dados, maior transparéncia e confianca.

Para implementar o novo conceito de MaasS e tirar partido dos elevados volumes de
dados relativos aos passageiros e aos seus bilhetes, € fundamental que os operadores dos
transportes tenham um sistema unificado, permitindo assim que cada participante crie,
visualize e modifique a informacdo. Todavia, com um grande volume de informagdes,
varias preocupacoes surgem em relacdo a disponibilidade e seguranca do armazenamento,
o que pode afetar a privacidade do utilizador.

Assim, este trabalho estuda e investiga a intersecdo entre Blockchain e MaaS, que
estdo na vanguarda da investigacdo para o setor de transportes. Os sistemas de transporte
baseados em Blockchain criam uma abordagem de transporte sustentdvel, encontrando-
se atualmente sob investigacdo a nivel mundial. Em particular, este projeto tem como
principal objetivo oferecer uma solu¢do MaaS baseada em Blockchain que fornece aos
usudrios solu¢des de mobilidade envolvendo diferentes operadores de transporte e varios
operadores MaaS no mesmo sistema.

O projeto possibilita o desenvolvimento de uma nova solu¢do de bilhética baseada
em Blockchain, com um moédulo de Identity Managament capaz de gerir as identidades
dos passageiros transversalmente a todo o sistema, bem como a criagdo de um mock-up
para uma aplicacdo Maas$ destinada ao passageiro. Por fim, este trabalho avalia o sistema
desenvolvido em termos de funcionamento e desempenho, de acordo com casos de uso e
requisitos.

O trabalho alcangou resultados no que diz respeito a colaboragdo entre multiplos pres-
tadores de servicos operando numa unica plataforma, oferecendo assim uma solucao uni-
ficada para as necessidades identificadas do passageiro. Além disso, a imutabilidade e
as caracteristicas de registo da Blockchain melhoram a transparéncia das operacdes do
provedor de transporte com os dados do utilizador final. Esta tecnologia também au-
menta a confiabilidade num ambiente descentralizado, resolvendo assim o problema da

fragmentacao de dados.

Palavras-chave: Blockchain; Identity Management; Mobility-as-a-Service; Bilhética;

Descentralizacao
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Abstract

As time moves further into the 21st century, the world is progressively becoming more
sophisticated, and our capacity to forecast the future is decreasing at the same rate. The
emerging global problems require new kinds of tools paving the way to move forward.
Across Europe, privatised public transport systems are frequently conceived in separation
by an operator resulting in legacy systems with proprietary ticketing solutions causing
fragmentation and lack of uniformity of information.

The Mobility-as-a-Service (MaaS) concept promises to solve existing problems in the
transport industry since it allows the integration of different mobility services, such as
car and bicycle sharing, among others, with traditional public transport. To plan a trip,
passengers have several mobility options, interconnected to each other, with a range of
alternatives according to their preferences. However, it is a huge challenge to expand the
MaaS network that includes several operators.

Recent innovations in Blockchain and distributed ledger technologies, especially the
current developments of smart contracts, it is expected that a novel distributed approach to
MaasS is finally feasible. MaaS systems benefit from the power of Blockchain disruptive
technology, improving transparency and trust among service providers thereby eliminat-
ing the middle tier. In order to implement the new MaaS concept and take advantage of
the high volumes of data relating to passengers and their tickets, it is essential that trans-
port operators have a unified system, thus allowing each participant to create, view and
modify the information.

This project enables the development of a new ticketing solution based on Blockchain,
with an Identity Management module capable of managing the identities of passengers
across the entire system, as well as the creation of a MaaS application mock-up for the
passenger. Finally, the proposed system is evaluated in terms of operation and perfor-
mance, according predefined use cases and requirements. Results are achieved in terms
of the collaboration between multiple service providers operating on a single platform.

Keywords: Blockchain; Identity Management; Mobility-as-a-Service; Ticketing;
Decentralisation
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Chapter 1

Introduction

Progressively the world is evolving and transforming into a more sophisticated environ-
ment that employes technology to enhance societies. As time moves further into the 21*
century, our capacity to forecast the future is decreasing at a proportional rate. The emerg-
ing global problems demand innovative types of tools providing a holistic picture of the
complex systems in place, paving the way to move forward.

Lately, scientific evidence of environmental degradation is an acknowledged problem
that the humankind faces, and due to this, enlightened organisations commence adopt-
ing the vision of “sustainable development” [6]. Furthermore, the World Commission on
Environment and Development [/] defines such vision as “the ability of current genera-
tions to meet their needs without compromising the ability of future generations to meet
theirs.” . Despite, sustainable development being desirable, Sandra Rothenberg [6]] states
that experts criticise the significant, if not radical, changes in the basic premises behind
modern business models that are needed to accomplish it.

Servicising refers to a phenomenon in which customers acquire and merely receive
the outcome of the organising and selection actions performed by another individual [8].
Hence, servicising is a solution that better satisfy consumers’ demands and expectations.
Since, suppliers shift the focus of their business models from selling products to providing
services, therefore boosting their operational efficiency and better eco-friendly products
and processes [8]. Thereby, and according to Heikkild [8], organisations benefit from
driving the demand for reduced material use, toward a strategic opportunity.

Services are present around the society, for instance, computer repair, car mainte-
nance, parcel shipping, among others. Another example of a service is travelling by
means of public transport, but the latter services as a unity are not [8]. In several in-
dustries, servicising has previously been adopted, in particular in freight transport and
logistics, and it is strongly connected with the “sharing economy”, which refers to shar-
ing items and using services, rather than maintaining the entire machinery. As reported
by Heikkili [8]], the success of servicising is mainly a consequence of characters highly
seeking to discharge themselves from maintenance, storage, insurance, and other respon-
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sibilities associated with the ownership of certain items. Accordingly, enterprises centre
themselves on the activity and profit from the outcome.

Although prosperous services emerge nowadays, e.g. Netflix, the current organisation
of the public transport system does not adequately contribute to a functional and conve-
nient mobility service ecosystem. Mobility services regard individual transport services
that are provided by simplistic interfaces of mobility operators.

Considering the substantial role of transportation in public financing, the pressure
for enhancing the transport industry intensifies due to high user demand [8]]. Simulta-
neously, urbanisation is leading individuals to cities, thus quickly increasing the popu-
lation, pollution and congestion in the urban centres. Adjacent to the scarce resources
and environmental issues, arises a necessity for more efficient exploitation of the existing
infrastructure and transportation system instead of extending it [8].

The aforementioned issues correlate with the transportation industry empowering the
necessity for a unified and single transport platform for all transport operators, and this
is when [Mobility-as-a-Service], also known as intervenes. enables the inte-
gration of multiple mobility services such as car and bike sharing, car parks, taxis, and

so forth with traditional public transport. To plan a trip, passengers are empowered with
several mobility options, connected to one another, with an open choice of alternatives

according to preference. [Mobility-as-a-Service| consists of multimodal information avail-

able at anytime and anywhere, with unconstrained and straightforward access from one
service provider to another [9].

Considered as the perfect solution to the issues above, incorporates a trip plan-
ner, e-ticket, payment method for both “pay-as-you-go” and “mobility package”, and also
a ticketing validation scheme. Modern systems have been developed as a cen-
tralised intermediate layer between providers and travellers. Having this in mind,
system outcomes several benefits, like the easy management of two-sided parties (trav-
ellers and providers), and a shared database with different providers. Nevertheless, it is an
enormous challenge to scale up the network with multiple and distinct operators.

Recent innovations in Blockchain and [Distributed Ledger Technology| (DLT)), espe-
cially the current developments of smart contracts, it is expected that a novel distributed
approach to is finally feasible. Mainly, Blockchain comprises a shared ledger of
transactions between parties in a network, with a decentralised approach, which is not

controlled by a sole central authority [[10].

The Organisation for Economic Co-operation and Development (OECD) describes a
ledger as a record book that records and stores all transactions between users in chrono-
logical order [10]. Decentralisation results from each user on the network, also called a
node, holding an identical copy of the ledger, rather than one authority being in control of
the ledger. Despite frequently associated with the digital financial asset applications, e.g.,
Bitcoin, the Blockchain technology has the potential to reshape and affect a wide range
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of industries.

Essentially, Blockchain combines already existing technologies, and when coupled,
these technologies create networks that secure trust amongst people or parties. Blockchain
employs to store data verified by cryptographic mechanisms amongst a group of
users, which is first agreed through a pre-established network protocol and often out-
wardly the control of a central authority [10].

systems harness the power of the Blockchain disruptive technology, improving
the transparency and trust between service providers by eliminating the intermediate layer.
Moreover, the vision of a seamless public travelling experience for the end-user becomes
a reality since all the participating transport providers cooperate in the same network.

The potential of using Blockchain enables more efficient approaches for approximat-
ing users and service providers, and therefore, a Blockchain-based can achieve a
manifold of advantages including the validation of travel titles and identities, single pay-
ment for combined titles, and trust defined by smart contracts. Notably, the tickets and
payment methods can be programmed as smart contracts stored and verified in the dis-
tributed ledger, thus enabling better data management.

1.1 Motivation

The intersection between |DLI]| and [MaaS| are the bleeding edge of investigation within
the transport sector as current solutions still present issues. On one hand, Blockchain

based transportation systems create a novel approach of sustainable transportation. On
the other hand, the concept can ease customer pain in using multiple solutions for
daily travels.

The creation of a model within the current public transportation ecosystem is
deemed impossible due to a myriad of problems. In a general overview, such problems
are related to a heavy decentralisation of the information within the industry, the lack of
communication and trust between the different service providers. Following the same phi-
losophy towards a “new culture of mobility”, the host organisation (i.e., Card4B) decided
to explore the benefits of to best address the issues surrounding public transporta-
tion systems, specifically, in the context of creating a[MaaS|solution. The primary aim of
using distributed ledgers is to increase collaboration, as well as to share trusted informa-
tion, reduce costs, and decrease the risk of central storage or tampering with the data, via
redundancy, whilst forging futuristic new business models in the transportation industry.

1.2 Objectives

The main goal of the project is to evaluate the applicability of Blockchain technology with
the current ticketing solutions provided by Card4B - Systems S.A. along with envisioning
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a novel platform of Furthermore, the aim is the creation of a single platform,
providing a cooperating ecosystem for partner organisations, thus, promoting a seamless
travelling experience for a customer that requires the use of multiple service providers on
a single journey.

Achieving such a goal requires building a ticketing system that is recognised by the
service providers cooperating in the network for validation purposes. However, handling
identity information about a user imposes liability for the system owner, hence being
required a solution for granting trust and privacy for the end-user. A solution for the
latter problem also relies on the Blockchain technology to grant the user ownership of its
data. In case of travelling across multiple transportation providers, permission grants for
accessing information are issued, helping the user knowing with whom his data is shared.

This dissertation is being carried out within the scope of the Innovation for a Mobil-
ity as a Service (14MaaS) project that aims to create a research and development team
dedicated to the study of seamless travelling solutions with a focus on MaaS and the ex-
ploration of Blockchain technologies. Moreover, the goal is to study and investigate the
new MaaS paradigm and development of interoperability tools and platforms supported
by Blockchain technology. Thus promoting the speed, security and immutability of the
data transacted between all the players in the MaaS ecosystem and for the various stages of

the trip, namely giving support for ticketing and [[dentity Management| (IdM)) paradigms.

In particular, the project aims to offer a Blockchain-based MaaS solution that offers users
mobility solutions involving different transport operators and several MaaS operators.

1.3 Host Organisation

This work is performed at Card4B - Systems S.A. in partnership with [Faculdade de
ICiéncias da Universidade de Lisboal (FCUL). Card4B originated from the necessity for
solutions towards a “new culture of mobility” providing software solutions and expert

services for Integrated Mobility solutions and city-services such as Public Transport, On-
street and Off-street Parking, Tolls, Taxis, Car-sharing, Bike-sharing, On-demand trans-
portation, Schools, Libraries, Pools, Stadium, Museum, among others.

Card4B’s growth has enabled the development of [Research and Development] (R&D])
projects, both at national and international level, enabling innovating the solutions cur-

rently on the market, and targeting future solutions on a mid-term vision [11].

1.4 Contributions

The work accomplished during this dissertation allowed the elaboration of a research arti-
cle entitled “Blockchain Solutions of Identity Management and Ticketing for a Mobility-
as-a-Service Ecosystem: A Survey, a Reference Model, and an Outlook™ to be submitted
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to an international journal.

1.5 Document Structure

The structure of this document is divided into seven chapters, organised as follows:

* Chapter 2 is comprised of the Background research conducted to each concept in-

volved in this project where a thorough literature review was conducted to gather the

necessary details for understanding the underlying technologies such as Blockchain,

Identity Management, Ticketing and [Mobility-as-a-Service}

* Chapter 3 uncovers the current Blockchain-based solutions for the mobility industry

as well as for identities;

* Chapter 4 presents the use cases at the scope for this project, describing its stake-

holders and requirements;

» Chapter 5 presents the proposed final architecture for the solution by analysing

multiple platforms to accommodate the project use cases.

* Chapter 6 describes the implementation process of the envisioned solution de-

scribed in the previous chapter. This chapter explores each chosen platform and

how it was used to achieve the final goal of this project;

* Chapter 7 presents the performance evaluation conducted and, consequently, the

results achieved by each component of the overall solution and also discusses tests

results;

* Chapter 8 presents concluding remarks of the work, the problems faced during the

development, and the project’s future work.






Chapter 2

Background

This chapter presents the essential concepts regarding Blockchain, Identity Management,
Ticketing, and Mobility-as-a-Service. Allowing to set a background of terminology re-

quired to comprehend the technologies used.

2.1 Blockchain

Contracts, transactions, and their records are amongst the characterising structures in our
financial, legal, and political frameworks. Such mechanisms protect assets and set organ-
isational boundaries, establish and verify identities, govern interactions among nations,
organisations, communities, and individuals. Until now, these critical tools and bureau-
cracies formed to manage them have not kept pace with the economy’s digital transfor-
mation [12].

In 2008, an individual or entity writing under the alias of Satoshi Nakamoto published
a paper entitled “Bitcoin: A Peer-To-Peer Electronic Cash System”. The vision of Bitcoin
is a[Peer-to-Peer] (P2P) version of electronic cash that would allow online payments to be
sent directly from one party to another without going through a trusted financial insti-

tution [13] who processes and mediates the transaction. At first, the exceptionally high
volatility of bitcoin and the attitudes of many countries toward its complexity restrained
its development somewhat. However, the benefits of Blockchain technology and Dis-
tributed Ledgers are attracting massive attention triggering novel applications far beyond
finance.

The concept behind Blockchain is essentially a distributed database of records, or
a public ledger of all transactions or digital events that have been executed and shared
among participating parties [14] across an overlay peer-to-peer network, not controlled
by a single central authority. Several technological advancements such as cryptographic
hash, digital signature, and distributed consensus algorithms enabled the decentralised
environment of Blockchain; hence, an exchange can occur in a decentralised manner.

Applications of the blockchain technology go far beyond the finance world, branching
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out to different market sectors such as, Automotive, Government, Healthcare, Insurance,
Media and Entertainment, Retail and Consumer Goods and Travel and Transportation
[15]. Here, only applications within the sectors of interest of this project are presented.

From issuing identification and registering property to administering elections and en-
forcing laws, government services face considerable challenges that blockchain can over-
come. For instance, we rely on the government to accurately record and track our assets as
citizens of a country. Thus, rigorous and accessible registries are crucial to increase trust
and transparency in government systems that suffer multiple problems. Linking owner-
ship of an asset to a single distributed shared ledger, enables governments to increase
the efficiency of disseminating publicly held records. Moreover, identity is undoubtedly
essential for both citizens and government agencies who issue and verify such records.
Blockchain mitigates this issue by providing a solution that shifts the control over iden-
tity from government agencies to the citizen.

In a world where cities are getting bigger, travel and transportation environments are
complex systems with enormous amounts of moving components. Current solutions for
handling identification, tickets and boarding passes cause frustration to users. Therefore,
a blockchain system capable of generating a single token of identification, valid through-
out the entirety of the trip, as the potential to streamline boarding. Therefore, it would
reduce both congestion and the need of multiple travel documents, offering a seamless
travelling experience to the passenger. Also, blockchain is capable of encourage the inter-
operability between transportation modes, offering a trustworthy and transparent system
for all service providers involved.

It can become a compelling tool for improving business, conducting fair trade, demo-
cratising the global economy, and support the creation of open and fair societies, which
are the common goals all these applications share.

2.1.1 Architecture

At the core of the economic logic of cryptocurrencies lies the problem of conquering a
solution for the double-spending problem in which the same single digital token can be
spent more than once. Since digital tokens are, in essence, digital documents that can be
tampered-with by duplication or falsification, it creates a real threat to digital currencies
[16]. Bitcoin solves this problem with a novel [Proof-of-Work| (PoW]) system characterised
as the computational effort of calculating hashes spent on accepting blocks of transactions.

A transaction is considered final once sufficient work has gone into generating a valid
[PoW|for a submitting block [17].

The term blockchain is often miss-understood as Bitcoin. However, it can be defined
as a sequence of blocks interconnected by hash references, which holds a complete list of
multiple transaction records. Each block points to the immediately previous block called
parent block via a reference, thus forming a “chain”. Since all blocks in the blockchain
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reference the previous block, the starting block suffers from not having such reference.

Typically, this reference is hard-coded with the default value of zero, hence why it is
labelled “Genesis Block™.
The structure of a single block is divided into two components the block header and

body as shown in Figure In particular, the block header contains:

Block version - Describes the structure of the data inside the block required for a
correct reading of the block;

Merkle tree root hash - All of the transactions inside the block hashed together;
Timestamp - Current time as seconds in universal time;

nBits - The encoded form of the target threshold which a block header hash must
be in order for the block to be valid [18]];

Nonce - A number, which usually starts with zero, that participants increment to try
and add candidate block to the blockchain;

Parent block hash - A reference to the previous block.

The block body contains merely the list of transactions, within a maximum determined by

the block size and the transaction size, and a counter of the transactions submitted to the

block.

~» Genesis Block

—QO— — QO — ﬁ

Hash: KFH7 Hash: LV3D Hash: 5KQA
Previous Hash OOOO Previous Hash KFH7 Previous Hash: LV3D
J J J

Figure 2.1: Blockchain and the block structure.

2.1.2 Key characteristics

As definied by Z. Zheng and colleagues [, 2] blockchain has the following characteris-

tics:

Decentralisation - Centralised transactions require validation by a central trusted
agency, coupled with the fact that conventional databases are owned and main-
tained by central trusted parties consequently generates performance bottlenecks.
In contrast, one of the core characteristics of blockchain is its distributed ledger
nature, which means that the database is maintained and held by all participants in
the network. Once a new block of transactions is agreed within the network, each
participant updates its own copy of the ledger.
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* Anonymity - Users operating in a public ledger are identified by generated crypto-
graphic addresses that do not reveal details about the identity of the user itself.

* Immutable - In traditional systems, the central server is a single point of failure
as all the data is stored in one place. Also, if security gets compromised, it is
possible to modify or permanently erase data. However, in a distributed ledger,
once a transaction is added to the public ledger, it is nearly impossible to delete or
rollback transactions. This immutability is secured through hashing of the blocks;
therefore, the system is reliant on cryptography.

* Auditability - By being a public system, transparency of information is critical,
therefore, everyone has access to the transactions.

» Agreed by consensus - Adding a block to the public ledger requires an agreement
throughout all the participants (nodes) of the network. Consensus mechanisms are
crucial in ensuring the integrity of the network since these protocols are the under-
lying rules for the consent collection regarding the ledger state.

2.1.3 Blockchain Types

Currently, blockchain systems are categorised into two main types , which define contrast-
ing paradigms: public or permissionless and private or permissioned blockchains. This
difference is based on three principles, namely, (i) who is allowed to participate in the
network, (ii) execute the consensus protocol and (iii) maintain the shared ledger [19]. In
a public blockchain network everyone can join and participate in the work which usually
offers an incentive mechanism to attract more participants to join the network. The com-
putational power of solving the PoW]required to maintain the distributed ledger is one of
the major drawbacks of public blockchains.

In contrast, a permissioned blockchain requires a permission to join. Generally, busi-
nesses who implement private blockchains, set a permissioned network which places re-
strictions to participants on who is allowed to participate in the network and in what trans-
actions. This creates an added layer of privacy established by existing participants, a reg-
ulatory authority or a consortium. The comparison between these two types of blockchain
is listed in Table

2.2 Identity Management

Today, information systems are at the core of companies involved in increasingly com-
plex value chains as well as on the Internet. Thereupon, the lines between users, service
providers, and their competitors become blurred. Companies, therefore, need to imple-
ment flexible and efficient business processes focused on the electronic exchange of data
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Table 2.1: Comparison between public and private Blockchain based on [, 2]].

Property Public Blockchain Private Blockchain
Read Permission Public Public or Restricted
Immutability Nearly impossible ! Possible 2
Efficiency Low High
Centralised No Yes
Consensus Process Permissionless Permissioned

!'Nearly impossible to tamper since 51% of total network power is required
2 Possible to tamper by having majority over the consortium or by the dominant organisation

and information. Such processes require reliable and secure identity and access man-
agement solutions. In the era of emerging threats of social engineering, phishing, and
spoofing, the identity term becomes more complex, taking the answer to the question
“Who are you?” to a whole other dimension [20]].

There are many problems with the current state of identity systems. Digital identity
is fragmented and siloed between various service providers, prohibiting a holistic view,
and delivering poor user experience necessitating repetitive registrations and logins with
usernames and passwords. This results in insecure systems where people use the same
password for many of their sites. The centralised servers of identity providers like Google
and Facebook are honeypots of data, so they are economically valuable for hackers to
attempt to crack. The upcoming reliance on billions of internet-of-things devices makes
it untenable to have all those devices controlled by a centralised identity provider, since a
breach of the latter would prove catastrophic to not only digital but also physical infras-
tructure.

Identity management is a concept consisting of the processes, people, and technol-
ogy used to create the assertion of unique identity for users or systems, based on a set
of credentials, identifiers and attributes. Many private institutes or government organisa-
tions need personal information from users to provide them with the required services.
A traditional [dentity Management System| (IDMS) usually store the credentials of each
user they interact with in centralised databases hence creating concerns to the user. These

concerns consists mainly of such databases being prone to breaches, and users not having
control over their identity information. Due to the need for regulation, the |(General Data
[Protection Regulation| (GDPR)) was created to mitigate concerns of privacy of privileged

information [21]].

2.2.1 Identity Management Models

I[dentity Management Systems| (IDMSs) are a fundamental foundation for cooperation

between entities (i.e., people, associations, organisations or things) to support commerce,
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education, health care, government services, and numerous different segments of society.
An should allow entities to authenticate while simultaneously distribute informa-
tion to enable the granting of access privileges by different levels or types [22].

According to [23]], an usually involves multiple stakeholders that share interest
in digital identities:

* Subject — Typically individuals also designated by users, whose identities are digi-
tally recorded and used for numerous purposes;

* [Service Provider| (SP) — Provide different online services thus requiring the submis-

sion of proper credentials by users for granting access;

o [[dentity Provider] (IdP) — Responsible for providing the users’ identity data and

related authentication results to the [SP|in a secure manner;

* Control party — Law enforcement agencies and regulatory bodies requiring access
to identity information with auditing purposes for forensic processes.

An [IDMS| must strike the best balance between usability, security, privacy, and scal-
ability. Therefore identity models evolved supporting these principles and were progres-
sively modified for different use cases. Some leapt forward to enforce better scalability,
others privacy or user control, consequently generating the following models, as stated by
(3L 124].

Isolated Model

The isolated model is the traditional identity model in which the |SP|and roles merge,
hence identification and authentication are straightforwardly done at the |SP|itself. Fur-
thermore, the functionalities of creating, maintaining, deleting and authenticating identi-
ties are implemented directly in the [SP|[24].

Simplicity is the crucial argument for implementing such a system model, although
plenty of issues arise with the exponential growth of online services. Coupled with the
fact that each [SP| requires registration by the user for granting access (Figure [2.2)), as-
suredly, the diversity of credentials for accessing various service providers may become
an unmanageable burden for users.

R - \ Account

(Login) Serice
\ User g ! Provider
~ V4

Figure 2.2: Traditional Identity Management.
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Centralised Model

Central identity model mitigates the issue of diverse [IDMSs|where the user is required to
register separately. Instead, user identity storage and user authentication is outsourced by
several [SPk to a central server called[IdP} hence separating the roles of[SP|and[IdP|[3]. The
takes over all identity-related functionality for the [SP} including credential issuance,
storage, identification and authentication. Furthermore, all user’s related identity data
is transmitted to a single central authority (IdP), depriving the [SP| of holding the users
information in their repositories. As shown in Figure[2.3] all the identities of every [SP|are
stored in an When the |SP| needs to authenticate an user, a request is sent to the [IdP
which will send the solicited information by assembling a token to finish the process.

sp‘/m\

Request

Authentication
Request

IdP

Figure 2.3: Centralised Identity Management.

Federated Model

The Federated Identity model represents the most modern and dominant model among the
ones previously discussed. Although the centralised model requires the users in the same
domain or network, in the federated model identity data is distributed across multiple
[dPs and/or [SPs making it a virtual global unique domain. Federation can be defined as
the set of agreements, standards and technologies that enable a group of service providers
to interoperate recognising users identity within a federated trust domain. The identity
information of a particular user is distributed and linked usually by the help of a common
identifier, thus no single entity is in full control of the identity.

A single identifier and credential are sufficient for the user to access all services in the
federated domain. Therefore, this model provides the means to implement a [Single Sign-|
(SSO) solution with a significant drawback of requiring the management of multiple
credentials by the user. The designation of originated from the requirement of one
single authentication to access all the services from different [SPs.
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User-Centric Model

The user-centric [dM|model paradigm places the user in control of its own identifiers and
credentials, thereby empowering it with total control over identity and authentication, and
the attribute exchange process. Moreover, the user-centric identity model addresses the
scalability problems of previous models and provides services similar to [SSO] With an
uncontrollable increasing number of identifiers and credentials, and supposing that the
usability is inadequate, it leads to a weak authentication as users rapidly become unable
to manage their credentials properly [25].

According to [26], digital identities can be achieved simply by letting the users store
identifiers and credentials from different [SPk in a single tamper resistant hardware device
(e.g. Smart Card) or some other portable personal device. Figure demonstrates that
users can access services from any service provider accepting their credentials.

SP

Atributes

A Y

- /
So 7 \
Credential SP

Figure 2.4: User-Centric Identity Management.

Comparison

[dentity Management| (IdM)) models present characteristics such as [SP| type, type,
service composition, cross domain access, identity storage, user control over identity and

privacy protection. Table [2.2| presents a comparison of the formal four models.

In summary, the isolated model merges |SP| with for a single service. Therefore, it
does not support cross domain access and identity control. Identities are stored in a local,
isolated domain with insufficient security against attacks. However, the centralised model
offers multiple [SPk on a limited domain, yet only a single [[dP| Cross domain access and
user control over identity have little support and present a few mechanisms for protec-
tion. Lastly, federated models support numerous [SPk, [dPs and services across multiple
domains, offering users control over identities stored on[SPs or [IdPk.

2.2.2 Standards

The most relevant initiatives to standardise [DMSk are [Security Assertion Markup Lan-|
(SAML)) [27], OAuth 2.0 [5] and OpenID Connect [28]. All the standards men-
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Service Cross Domain Identity User Control . .
Model SP Type 1dP Type Composition Access Storage over Identity Privacy Protection
Isolated SP acts as IdP  SP acts as IdP Sole service No support On SP No control Low and .
very weak security
Multi services in High but

Centralised Multi SPs Single IdP Limited support On IdP Few control

the same domain weak security

Multi services Nearly fully On both SPs Much control High and

Federated Multi SPs Multi IdPs . .
across domains supported and IdPs strong security

Table 2.2: Comparison of IdM models based on [3].

tioned above were considered for later integration in the project, however, only the OpenID
Connect standard was used, which is detailed below.

OpenlD

Originally, OpenID was a visionary tool that never got much commercial adoption. How-
ever, it got industry leaders pondering what was conceivable. The successor OpenlD 2.0
brought a more robust system, offering excellent security, and working well when appro-
priately implemented. However, it suffered from several design limitations such as relying
on the XML format, and Relying Parties could not be applications, thus leading to some
adoption problems. OpenID Connect 1.0 is the third generation of Open ID technology
(28], which is a simple identity layer on top of the OAuth 2.0 protocol. Enabling clients
to verify the identity of end-users based on the authentication performed by an OpenID
Provider, and additionally obtains the user essential identity attributes using interopera-
ble RESTful services [29]. Hence, this protocol adds functionality to the OAuth 2.0
system.

A Client (i.e. Relying Party) aiming to authenticate a user receives the authentication
information as an ID Token from the OpenID Provider (OP) in JSON Web Token (JWT)
format. As shown in Figure [2.5] the OpenID Connect protocol, in abstract, follows the
pictured flow to obtain to final ID Token. The relying party, sends a request of authentica-
tion to the OpenID Provider (OP) (1). Such request requires an authorisation by the user
which is requested by the OP which authenticates the user (2). After user identity confir-
mation, the OP responds to the RP with an ID Token (3). From this point forward the RP,
in possession of the user’s ID Token, is able to request the OP about the user information

(4S).

2.2.3 Blockchain Identity Management

IIdentity Management|challenges are an inherent concept since the creation of the Internet

with its ancient centralised identity systems. The problems with the current state of iden-
tity systems can be further explained as, an ever increasing number of credentials, lack of
validated identity information, single points of failure, and vulnerability to attacks, that
have plagued organisations for years as customer volumes increase. A possible solution
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f—————1: ID Token Request ———p|

2: Authentication =
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Figure 2.5: OpenID Connect Protocol Flow.

for these issues can be found with the use of the blockchain technology providing the
opportunity for fully decentralised [dM]system. The decentralised nature of empow-
ers people with control over their data and achieves greater security against unauthorised
users. Furthermore, it enables a direct interaction between user and relying parties with
verified information, therefore, making the sharing of identity information more seamless,
safe and secure.

Standards

The novelty of blockchain-based led to a set of emerging standards including:

* Decentralised Identifiers (W3C) — [Decentralised Identifier] (DID) is a new type
of identifier to provide verifiable, decentralised digital identity, thus, enabling the

controller of a DID to prove control over it and to be implemented independently of
any centralised registry, identity provider, or certificate authority [30]]. Entities (e.g.
person, organisation) are identified by which facilitates credential exchanges
and authentication processes by using proofs for instance, digital signatures and
privacy-preserving biometric protocols. An entity can have multiple repre-
senting relationships with other entities. Ownership of a is established by
presenting the corresponding private key associated with the specific

* Verifiable Credentials — A Verifiable Credential is a digital document that
can represent the same information as a physical credential. The addition of tech-
nologies, such as digital signatures, makes verifiable credentials, cryptographically
signed by its issuer, more tamper-resistant than their physical counterparts. This
specification defines a format for credential exchange between DIDs [31]].

Also, it defines the concept of Verifiable Presentation, which is a tamper-resistant
presentation of a Verifiable Credential signed by the DID subject disclosing it.
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¢ Universal Resolver (Decentralized Identity Foundation| (DIF)) — The vision of
this standard is to develop an universal DID resolver by providing a unified inter-

face for fetching DID Documents of different decentralised systems such as the
Bitcoin blockchain, Sovrin, Ethereum, IPFS, and others. In order to support the
Universal Resolver, a DID Driver must be implemented by DID-based blockchain
for linking the resolver with system-specific DID Method of DID Document
reading. This allow applications to use a common interface for querying multiple
decentralised [DMSk solving the pain of fetching the system-specific methods [32].

* Identity Hubs (Decentralized Identity Foundation| (DIF)) — An Identity Hub,
which can be constituted by one or more Hub instances, is a set of encrypted per-

sonal off-chain datastores, interconnected by edge devices (e.g. mobile phones) and
cloud storage. Moreover, Identity Hubs can run on personal devices or be hosted
by a provider [33]].

* Open Badges (Mozilla, IMS Global) — As another approach to digital credentials,
Open Badges are visual tokens of achievement, affiliation, authorisation, or other
trust relationship that is sharable across the web [34]. To improve the interoperabil-
ity between the thousands of credential issuers around the world Open Badges are
expressed in JSON-LD format, which can be encoded into [Quick Response| (QRI)
codes enabling easy integration into various applications. The specification iden-

tifies three core data classes used to instantiate a badge: Assertions which contain
data about an awarded badge belonging to an entity, BadgeClass adds context to the
type of credential and points to the issuer who defined it with its issuer properties,
and Profile is a collection of information describing the entity or organisation using
Open Badges.

Self-Sovereign Identity

Inheriting notions of user-centricity, [Self-Sovereign Identity| (SSI) is the latest emerging
paradigm for [dM| models supported by Blockchain, and encryption technology to
create immutable identity records. Moreover, this approach allows individuals to fully

own and manage their lifetime portable digital identity without depending on a centralised
authority for identifier origination or credential issuance, leading to the idea of “self-
sovereign” identity systems (i.e., users exist independently from services).

The Sovrin Foundation [35] grouped Christopher Allen’s “Ten Principles of
[Sovereign Identity]” [36]] into the three categories, security, controllability, and portability

presenting the requirements for implementing the [SSI concept in a system (Table [2.3).
The main actors of are presented in Figure and can be described by the rela-

tions between them. The claim issuer issues the identity by attesting to specific attributes

of the user, which is then stored and controlled in the user’s domain. A relying party that
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Security Controllability Portability

Protection Existence Interoperability
Persistance Control Transparency
Minimisation Consent Access

Table 2.3: Ten Principles of Self-Sovereign Identity

requires an identification is presented only with the relevant information. To accept and
verify the validity of the information, the relying party must have a trustful relationship
with the claim issuer.

Issues

Figure 2.6: SSI Actors.

A general underlying architecture for these systems is described in Figure where
the relation between the four essential components needed in an system is explained
(i.e. identification, authentication, verifiable claims and attribute storage). The blockchain,
referred to as identifier registry, acts as a replacement for the registration authority present
in the most traditional

The identifier is unique for a specific user by use of an authentication method such as
asymmetric cryptography. By generating a relationship between an identifier and public
key on the blockchain, the identifier can be verified by anyone reading the blockchain by
posing a challenge.

2.3 Ticketing

Initially, tickets were emitted on paper, passes or counter tickets, which were validated
by punching holes on the card for each journey. The functionalities of paper tickets were
particularly limited to counting the number of trips realised. Innovations took place in the
public transport industry and paper tickets with magnetic stripes were introduced. This
advancement allowed novel opportunities for transport operators since the functionality
of reading and writing information from/to the magnetic stripe was finally a reality. The
transfer rights could be granted automatically by a set of specific business rules on the
validation process. Therefore, transferring between vehicles only by sliding the card on
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Figure 2.7: Self-Sovereign Identity Architecture.

the validator became a possibility. The latest innovation in this sector was the implemen-
tation of smart cards or smart tickets, which featured an extended memory and processing
capabilities [37].

In a traditional card-centric ticketing system, tickets are stored in the customer media.
Even if tickets are replicated on a central server, the content of the customer media is
decisive. Real-time processing of tickets is generally carried out by front office terminals
which require an individual and proprietary application software to obtain a certain level
of intelligence. This application software necessitates comprehensive tariff schemes and
processing on connected equipment leading to sophisticated software. Therefore, these
systems require a high degree of setup of both software and hardware, thus presenting an
elevated upfront, maintenance and upgrade cost [38]. However, card-centric systems are
resilient to network failures since all the processing is executed offline.

Moreover, in card-centric approaches to ticketing, the rights/value available for use
are stored on the card. Front-office systems must validate the information, and during
such process, the validator checks that the card is genuine and that appropriate rights/-
value are present. The process of validating requires consuming the rights/value present
on the card, updating the data, producing feedback to the user regarding the validity of the
transportation title, and sending this transaction to the back-office. Card-centric systems
relying on front-office validators produce an instantaneous result without requiring ac-
cessing the back-office, mainly by the fact of card-terminal transactions being secure and
immediate. One main drawback of this system is the synchronisation and management of
data, thus resulting in limited flexibility and complex synchronisation processes.

The non-profit association [Calypso Networks Association| (CNA) [39] is a major
player in developing standardised solutions suited to transport and mobility needs. Ca-

lypso is an international electronic ticketing standard for microprocessor contactless smart
cards, ensuring interoperability between multiple transport operators in the same area.
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The founding members of this project include OTLIS-Lisbon, ACTV-Venice, STIB-Brussels,
LKRKN-Constance, and RATP & SNCF-Paris [40]. The previous information is based
on Calypso’s Whitepaper [37] which is a reference for [Account Based Ticketing] (ABT))
further explained in the next subsection.

2.3.1 Account-based Ticketing

An system is a ticketing system where the data on the travel rights and tickets are
stored in a central server linked to a customer account. The portable object only serves
as a mean of identifying the customer. The software processing of the fare media is
then carried out by the central server [9]. In other words, empowers the transport
operators to relocate the fare calculation software and logic to the back office where the
user accounts are present, thus approximating these cooperating systems.

emerged as a result of an ever-increasing throughput, reliability and speed of
data communications, coupled with an increment in processing speed of card technology.
However, full online validation is not yet possible, hence why often stays partially
card-based. The latter means that a local validation can be processed without the need to
connect with the back office.

The new approach to ticketing is particularly relevant for occasional users and new
services since 80% of the journeys in public transport systems are done by people with
passes. Thus, the creation of a solution that is both easy to understand and simple to use
is the upmost priority. Notably, the main goal is not to replace existing passes, but to
offer new services for occasional users or to offer complementary services to people with
passes [37].

Card-centric vs. System-centric

systems are system-centric approaches that distance themselves from legacy media
centric ticketing solutions, and once in place offer a wide range of benefits. A system cen-
tric approach, with a better business case, provides new services which are not available
today for customers due to the costs involved. There is a high adoption rate of by
new small ticketing schemes since they cannot afford to implement a card centric ticket-
ing. For complex networks, is a strong opportunity to improve the tariff possibilities
with a dedicated target in mind, the occasional user. Therefore, this approach offers an ar-
chitecture that enables multi modal and multi service approach, increasing the opportunity
for greater interoperability between [SPk.

2.3.2 Ticketing for MaaS

Currently, when designing or renewing a ticketing system, there is a plethora of technolo-
gies, architectures, customer media (e.g., NFC or QR Code, card-centric or server-centric,
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prepaid or post-paid) to select that may become overwhelming for transport providers.
However, the effectiveness of ticketing lies in its flexibility and the ability to meet new
needs over the entire lifetime of a system. Several requirements arise throughout the life
cycle of a single ticketing solution, such as new fare media, new services for customers,
implementing interoperability schemes, fare updates, integrating new transport providers,
and so on. Hence, it is essential to choose the right tools; otherwise, implementing the
requirements above may become a huge burden or present high costs [9].

According the recommendatios of J. Eppe et al. [9], a ticketing system for
must enable evolutions and upgrades throughout its life-cycle, which usually lasts up to
20 years. Therefore, it is essential to make the correct decisions right from the beginning
of development and ensures the capability of the system to evolve to new technologies.
All these recommendations converge towards a common goal of enabling interoperability
amongst [SPk regardless of the architecture model chosen (i.e., card-centric, ABT, Open
Payment). Furthermore, the singular recommendations presented next highlight the best
practices to help ticketing systems reach their target qualities and performance.

After often having been wrongly perceived as only a mean of payment for transport,
[MaaS|takes advantage of ticketing as the access gateway of mobility for all. New ticketing
systems must take advantage of new technologies such as contactless tickets delivering
significant benefits to customers, operators, and transport authorities. This form of ticket-
ing improves the customer experience by implementing a fluid and simple way for vali-
dation, facilitates network operations and implements fare policies thanks to the technical
performance of the media, has mechanisms against fraud, and facilitates interoperability.
Therefore, contactless ticketing promotes the implementation of a ecosystem due
to its accessibleness and open nature. Hence, it offers a solution for facilitating a means
to access all forms of mobility within this new system.

To implement a ticketing system is costly, meaning that it represents a significant
investment for operators. Such investment must consider the system maintainability, en-
suring that, the scalability of the system is not compromised, it stipulates a high level of
security, and enable easily adapting fare policies, while minimising the total cost of own-
ership. Minimising the initial investment, neglecting the total cost of owning the system
(i.e., maintenance and operation costs), is usually associated with a “black box™ design
without any control. Furthermore, these “black box™ proprietary solutions tie the trans-
port operator, and generally, the supplier of the system can practice an unfair price for
changes. The best strategy is to follow implementations that rely on open and standard-
ised solutions and open-source software. The latter is necessary when a network wants
to become interoperable, facilitating the communication between contactless media and

terminals. These ideas are illustrated below in Figure [2.8
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Figure 2.8: Proprietary vs Open Ticketing System.

2.4 Mobility-as-a-Service

In recent years mega-trends such as hyper urbanisation, climate change, globalisation,
digitisation, and demographic shifts affected transportation as it is ([41]). Therefore, the
current modus operandi in transport supply is deemed unsustainable. Such realisation has
generated the need for innovative services that could better manage the existing fleet. A
new paradigm shift emerges fuelled by a myriad of innovative new vehicle-sharing ser-
vice providers and the anticipation of self-driving cars, especially in combination with
public transport, paving the way for novel opportunities for new types of personal trans-
port services. The fundamental objective is to merge private and public transportation to
provide a sustainable and equally convenient alternative to personally owned modes of
transportation.

The acknowledgement of such a shift in mobility has revolutionised the develop-
ment of new concepts. Mobility-as-a-Service (MaaS) originated as a potential outcome
of the union between the smartphone technology and shared autonomous electric vehi-
cles. Heikkild’s master’s thesis, ”A Proposal for Action for the Public Administration,
Case Helsinki” ([8]) promoted the widespread of the MaaS ideology. Since then, the
term has rapidly gone from nowhere to nearly everywhere in the personal and public
transport sector with new approaches emerging frequently. MaaS aims to bridge the gap
between public and private transport service providers on a municipal, national, or even
international level. It foresees the centralisation on a single digital platform the currently
fragmented tools and services a traveller needs to conduct a trip (planning, booking, ac-
cess to real-time information, payment, and ticketing). Is has the potential to eradicate
the dependence on private vehicles and deliver seamless mobility through the bundling of

transport services as one product since it allows integration and cooperation across multi-
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ple transport service providers. Through MaaS, travellers could have access to accessible,
flexible, reliable, price-worthy, and seamless everyday transit from A to B that includes
combinations of public and on-demand transport, shared vehicles, and car leasing. MaaS
triggers new concepts for mobility; e.g., users can buy either all the modes needed for
a trip (pay-as-you-go) or monthly mobility plans based on their needs, through a single
interface.

2.4.1 The MaaS Concept

The concept of is yet in its preliminary stages, which results in a high degree of
ambiguity. According to Jittrapirom [42] “MaaS can be though as a concept (a new idea
for conceiving mobility), a phenomenon (occurring with the emergence of new behaviours
and technologies) or as a new transport solution (which merges the different available
transport modes and mobility services)”.

Currently, to find information and purchase a journey, the user is forced to navigate
through multiple singular tools from different transport modes. Travellers often use nu-
merous tools for journey planning. However, only a small number of journey planners
offer information for intermodal trips (i.e., involve the use of more than one mode of
transport for a journey) or either integrate a limited number of transport modes. More-
over, the user is bound to utilise multiple payment methods for each transport operator
along with the generation of multiple travel titles, which might be overwhelming. These
pain points represent a small portion of the pain points that deteriorate mobility and hinder
intermodality, not promoting sustainable travel behaviours.

aims to reduce most of the aforementioned user-related pain points. The [MaaS
provider is the intermediary in the communication between transport operators and users.
By using the data of services offered by the transport operator and buying capacity from
them, the MaaS|provider is capable of reselling the services to the customer at a fair price.
Users are empowered with the use of one single interface to discover journey information
by choosing the preferred modes of transportation. This solution enables the suggestion of
the ideal combinations of transport modes for each trip by gathering real-time information
and the preferences of the user, hence optimising the supply and demand at any time.

The core vision of is the aggregation of not only the transport operators in the
same city yet also across different cities, shifting the paradigm towards a cooperative
and interoperable ecosystem. Figure demonstrates the current situation for urban and
intercity trips from the user’s usability standpoint and the innovation that a novel
system by using a single solution for accessing multiple transport providers.
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Figure 2.9: Comparison between traditional and [Mobility-as-a-Service| model.

2.4.2 MaaS Technology and Data Requirements

The paradigm relies heavily on the data exchanged between cooperating parties,

hence data providers represent a key role in this type of system to ensure greater data

interoperability. To accomplish this objective it is critical to consider every type of data

standard (regional, national, international) and protocols need to be proposed on a central

policy level and therefore, adopted by transport operators.

Accordingly, open data stores could adequately leverage the concept by con-

ceiving policies and standards to support secure open data and sources, that would highly
foster the scalability and operability of the system [43]]. Gathering route, vehi-
cle positioning, network conditions, ticketing and booking data from transport operators

within the system it’s essential to the development of platforms.
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3.1 Blockchain in MaaS Solutions

As of the writing of this report, these are the concrete solutions found that seek to connect
Blockchain and [DLT] with [MaaS] Please note that innovations in the space of blockchain
integration with public transportation come primarily from private ventures or individuals

volunteering in working groups.

3.1.1 TSio Protocol

The TSio Protocol is a solution by TravelSpirit Foundation which aims to enable both
private and public mobility providers to compete in a transparent marketplace that
is focused on providing personalised user-centric services to anyone and everyone [44].
Furthermore, TSio Protocol enforces contractual agreements with smart contract mecha-
nisms in order to establish an equitable and open market. The design objectives for the
TSio Protocol are empower the user to access multiple transport services through a sin-
gle interface, enable interoperability and roaming capability between transport operators,
reduce costs of low-value payments for transport providers, provide low latency network
with fast verification, prevent fraud and attacks, and manage personal data.

3.1.2 Tesseract

EY OpsChain Tesseract is a blockchain-powered platform supporting new mobility busi-
nesses built around fractional ownership of vehicles, multimodal transportation integra-
tion and new investment models. Tesseract envisions a single blockchain-based platform
where single vehicles, fleets and other transport services are available to support an in-
tegrated and autonomous future of mobility. Vehicles and trips are digitally stored in
a blockchain ledger hence promoting an automatic settlement between owners, opera-
tors and service providers, through a single payment system. By using blockchain assets
such as cryptocurrency, asset tokens, and smart contracts, enables a system where in-

27
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stantaneous and immutable occur without an intermediary, a transparent record of digital
ownership with tokens, and automation of the transaction process with smart contracts
[45].

3.1.3 IoMob

IoMob’s open platform moves mobility beyond traditional MaaS, into a world of fully
connected mobility marketplaces. That is, any provider, app, anywhere and anytime [46]].
At the core of the IoMob architecture is the loMob Protocol, which is used by mobility
providers to announce the services they offer on the platform. The protocol supports a
wide variety of transportation modes, aiming to build a system general and permissionless
enough that any organisation or individual can participate on the network.

Announcements of services by messages through the protocol is standardised. These
messages are redirected to mobility hubs, which store the information from multiple ser-
vices providers, and provide a standardised API for end-user applications to request the
required information for a specific journey. If the end-user purchases the services through
the app, that information is sent back to the hub which relays the specific information of
the corresponding The revenue sharing among players is coordinated by the smart
contracts of loMob which enforce specific agreed terms. Furthermore, this allows par-
ticipants to trust the network for agreements instead of establishing explicit partnerships
[471].

3.1.4 Transit Protocol

Transit Protocol aims to transform mass public transportation to provide a seamless com-
muting experience for urban environments. Furthermore, this multi-modal transport pro-
tocol on the blockchain enables the aggregation of different mobility services into one
platform [48]]. Transit Protocol is the blockchain platform of the end user solution Tran-
sitLink. A single app brings every mode of transport together handling the full experience
of journey planning, single payments, and dynamic journey adjustments. The project is
focused on city transport companies in China to provide an infrastructure for Code

acceptance and contactless payments.

3.2 Blockchain-based Identity Management Solutions

The current state of traditional identity management presents a wide range of problems
described in Section Hence, a possible solution for these issues may be present in
the use of blockchain and for accomplished by removing the need for tradi-
tional credential service providers and enabling direct interaction between user and rely-
ing party. Blockchain-based have the potential to greatly enhance security and
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privacy and enable built-in control and consent capabilities for both users and relying
parties.

Although more solutions are emerging, the following are the most prevalent through-
out the literature as being individually key exemplars of the current design decisions.

3.2.1 uPort

uPort [49] is an open source framework, built on top of the Ethereum Blockchain, that
aims to provide decentralised identity for specific services such as emailing and banking.
Considering the chosen platform, Ethereum Smart Contracts form the core of the identity
underpinned by the interactions of contracts. In case of losing the mobile device, the
underlying logic of contracts enable the user with methods for recovery of identity. Smart
contracts are uniquely addressed in the system by a 20-byte hexadecimal token acting
as a globally unique, persistent identifier. The main system components are two smart
contract templates, namely controller and proxy, that comprise each uPort identity.
Figure [3.1] provides an overview of the general architecture of uPort, illustrating an
interaction between a uPortID and the smart contract of a decentralised application on
Ethereum. In order to create a new identity on the uPort platform, a user’s mobile appli-
cation generates a new asymmetric key pair and sends that information as a transaction to

Client
Application IPFS

References

Ethereum.

Ethereum Blockchain

/
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Figure 3.1: An overview of key elements of uPort architecture.

3.2.2 Sovrin

Sovrin is an open-source, decentralised identity network [35]. Since only trusted institu-
tions, called stewards, operate Sovrin ledger nodes for consensus purposes, this approach
is built on permissioned Two premises are behind the choice of a permissioned
ledger: eradicate expensive and trust relies on both people and code. Firstly, using
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Plenum, i.e., a Byzantine fault tolerant consensus protocol with no[PoW| reduces the en-
ergy cost of running a node and improves transaction throughput. Secondly, the vision
is a “web of trust” starting by the common root-of-trust, the distributed ledger. How-
ever, new organisations can become “trust anchors” allowing them to add more users.
The Sovrin Foundation sole purpose is the proper governance of the ledger by approving
trusted institutions, who support the goals of Sovrin Foundation, to operate Sovrin ledger
nodes. Sovrin is directly tied with the Hyperledger Indy project, providing its code base
for developers.

The Sovrin architecture presented in Figure [3.2] summarises the main components
of this Moreover, the Sovrin legder contains transactions associated with specific
identifiers, which are distributed and replicated among all stewards. The identifiers follow
the DID standard, explained in Section A single user is allowed to create and
manage multiple identifiers as one pleases to increase privacy by separating identities as

each identifier has a different asymmetric key pair.
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Read/Write
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Identifiers, keys, endpoint addresses

Figure 3.2: An overview of key elements of Sovrin architecture

3.2.3 ShoCard

ShoCard is an identity ecosystem supporting the concept of which lets the user decide
with whom to share personal data and allows third parties to validate the authenticity of
data [S0]. It aims to combine a user identifier with an existing trusted credential (e.g.,
identification Card, passport, driver’s license), and additional user attributes together.
ShoCard handles storage by using the Bitcoin platform for timestamping signed cryp-
tographic hashes of user’s identity information.

ShoCard is a blockchain-based identity authentication platform supporting the con-
cept of enabling the user to decide with whom to share personal data and allows
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third parties to validate the authenticity of data. It aims to combine a user identifier with
an existing trusted credential (e.g., identification Card, passport, driver’s license), and ad-
ditional user attributes together [S1]. ShoCard handles storage by using the Bitcoin plat-
form for timestamping signed cryptographic hashes of user’s identity information, which
are mined into the Bitcoin ledger. The ShoCard server acts purely as an intermediary
for storing certifications exchanged between users and a relying party, thus generating an
EnvelopelD for each certification as future reference. As stated by S. E. Haddouti et al.
[4], the scheme relies on three phases: bootstrapping, certification, and validation. Figure
[3.3|demonstrates the flow of processing transactions in a ShoCard system.
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Read certification & seal
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Figure 3.3: An overview of key elements of ShoCard architecture.

3.2.4 Comparison

Table [3.1] presents a comparative analysis of the aforementioned Decentralised
The previously described solutions are all unique in their way. Hence no single solution
is perfect, presenting both benefits and downsides. The advantages of integrating in
are prevalent throughout the table, however, regarding Cameron’s Human Integration
premise [S2], there is a noticeable lack of understanding by these systems in the depart-

ment of [User Experience (UX)l Moreover, in the case of uPort and ShoCard, both deliver

a mobile application, yet the usability is unclear, coupled with a scarcity of information
about the user’s privacy implications. Sovrin’s solution is still under development, there-
fore an interface for the end-user is still missing. Additionally, even when the primary
goal of such a system is the decentralisation of the authority for identities, a significant
problem arises due to the profound demand for trust in every Consequently, creat-
ing a challenge for designing immutable public ledgers that reference users’ data, and at
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the same time providing the required transparency over the data stored publicly.

Requirements uPort Sovrin ShoCard

User control and consent

Minimal disclosure for a constrained use
Justifiable parties

Directed identity

Design for a pluralism of operators and technology
Human integration

Consistent experience across contexts

AR I NN I e
x X NSNS
N X X N\ X% X%\

Table 3.1: Comparison of Decentralised Identity Management Solutions based on [4]]

3.3 Blockchain-based Ticketing Solutions

Currently, only a single solution was found regarding the interconnection of and
public transport ticketing systems. The focus of this solution is mainly the ticket creation
and the consequent revenue distribution of multiple service providers operating in a

ecosystem.

3.3.1 Planar Network

Planar Network is a platform for public transport tickets that integrates operators from
different geographical regions and different modes of transport onto a single network [53]].
By using and smart contracts, the platform aims to provide a single source of truth
for all tickets created, real time financial settlement between retailers and operators, and
a single platform for customers to buy tickets from multiple [SPk in a single transaction.
Only a set of trusted transport operators is permitted to offer contracts for transport
between specific geographical regions of the broader network. A single operator has
permission to create Fares on a set of Flows, therefore, defining a region in which they
operate. A Flow is a subsection of the network, including an origin and destination sta-
tion and a route code which determines the intermediate stops. Fare is an asset created by
Operators consisting of a flow, validity duration, and price, in order for Retailers to offer
travel tickets. A ticket creation contract is executed, requiring a Fare and money as input,
to produce a final Ticket on the Blockchain. Figure [3.4]describes the connection between
all the components for generating a ticket. This ticket gets associated with a wallet with a
public and private key, that is required in a Blockchain environment for ownership of as-
sets. Only the owner of a wallet can sign transactions using its private key for transactions

involving the wallet.
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Figure 3.4: The Ticket Creation Smart Contract.

3.4 Discussion

Blockchain technology enables many processes and transaction services to be more trans-
parent, decentralised, democratic, and secure without the need of a third-party organisa-
tion in the middle. It is possible to conclude that a vision of a Blockchain-based MaaS
solution is indeed a reality, ensuring greater cooperation between transport providers and
personalised user-centric service.

The closest approximations to the project’s final goal are TSio Protocol, Tesseract,
ToMob, and Transit Protocol solutions, which aim to build a Blockchain—based Sys-
tem. Each individual solution tries to create the concept based on the Blockchain
technology with support for both transport providers and end-users, offering identity man-
agement solutions for users and companies with a single source of truth for ticket gen-
eration and financial settlement. However, the lack of technical documentation of such
solutions hinders innovation in public transportation systems globally since every solution
is, currently, being developed in a siloed manner.

Blockchain-based Identity Management solutions are still in its infancy, however still
present some issues. In the case of uPort, the centralisation of JSON registries represents a
single point of failure to the system facilitating the leak of attributes’ meta-data. Sorvin’s
solution presents a significant limitation of locking users to this solution, and a missing
client application makes the user experience an aspect left out for consideration. Finally,
in spite of ShoCard supporting a multitude of identity providers, it is still unknown the
users’ willingness to use such a system and the implications of storing and managing their
identity on the Blockchain.

As for public transport ticketing implementations in Blockchain, a single solution
was found throughout the research process. Planar Network leverages the use of smart
contracts to achieve a single source of trust for all created tickets. Such implementation
allows excluding intermediaries in the business process, increasing profit margins, and
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enabling real-time financial settlement. Also, smart contracts provide speed, safety, and
confidentiality for business-to-business interactions by eradicating the need for paperwork
and storing encrypted data in the distributed ledger.
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