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Resumo

No atual cendrio tecnolégico, marcado por rapidas transformagdes e por uma competitividade
crescente, as organizacdes enfrentam desafios que vao muito além da simples criacdo de software.
Hoje, ndo basta desenvolver solucdes funcionais, é também necessdrio garantir que estas sejam
entregues de forma 4gil, com qualidade, seguranca e capacidade de adaptagcdo a contextos em
constante mudanca. A pressdo para inovar é constante, e cada atraso ou falha pode representar a
perda de oportunidades valiosas num mercado global altamente competitivo.

A competitividade ndo é mais medida apenas pela inovacdo tecnoldgica, mas também pela
capacidade de transformar ideias em solugdes funcionais de forma confidvel e continua. Assim,
empresas que conseguem alinhar velocidade, qualidade e seguranga nos seus processos de de-
senvolvimento conquistam uma vantagem estratégica significativa, consolidando-se num mercado
que valoriza a adaptabilidade e a exceléncia operacional constante.

Durante décadas, os processos de desenvolvimento seguiram modelos rigidos e pouco flexiveis,
como o tradicional Waterfall, onde cada fase era concluida antes do inicio da seguinte. Este tipo de
abordagem mostrou-se insuficiente a medida que os sistemas se tornaram mais complexos e que
as necessidades dos clientes passaram a evoluir com maior rapidez. A auséncia de comunicacao
eficaz entre desenvolvimento e operacdes criava barreiras dificeis de ultrapassar, levando a atrasos,
retrabalho e, muitas vezes, a um desalinhamento entre o que era produzido e o que era realmente
necessario.

Foi neste contexto que surgiram metodologias mais ageis, capazes de reduzir distdncias entre
as equipas e encurtar ciclos de entrega. O movimento Agile abriu portas para uma maior flexibili-
dade e colaboracdo, mas rapidamente se percebeu que era necessdrio ir ainda mais longe. A partir
desta necessidade nasceu o conceito de DevOps, uma filosofia que procura unir desenvolvimento
e operagdes num unico fluxo integrado, promovendo ndo apenas processos mais eficientes, mas
também uma cultura de colaboragao, automatizacdo e melhoria continua.

O DevOps trouxe uma nova visdo para as empresas de tecnologia: ao invés de olhar para
desenvolvimento e operagdes como dreas separadas, passou a encard-las como partes complemen-
tares de um mesmo ecossistema. A integracdo continua, a entrega continua e a automatizagao
de testes tornaram-se praticas comuns, reduzindo falhas e acelerando a disponibilizacdo de novas
funcionalidades. Mais do que ferramentas ou pipelines, DevOps representa uma mudanga cultural
que valoriza a comunicagdo entre equipas, a responsabilizacdo partilhada e a criacdo de solugdes

orientadas ao utilizador.



Neste contexto, um dos pilares que mais se destaca é a monitorizacdo continua. Se antes
monitorizar era visto como uma tarefa reativa apenas para identificar falhas quando algo corria
mal, hoje a monitorizacdo assume um papel estratégico. Em sistemas cada vez mais complexos,
compostos por microservi¢os, ambientes cloud e multiplos utilizadores simultaneos, ndo basta
reagir a problemas; é preciso antecipa-los, preveni-los e aprender com os dados.

A monitorizagdo continua fornece as equipas visibilidade em tempo real sobre o desempe-
nho das aplicagdes, o uso de recursos e a saide geral dos sistemas. Com dashboards claros,
alertas configurdveis e andlises histdricas, é possivel ndo s6 resolver incidentes de forma mais
célere, mas também identificar padrdes, prever picos de utilizacdo e planear o crescimento de
forma sustentdvel. A informacdo recolhida deixa de ser apenas técnica e passa a ser estratégica,
influenciando decisdes de negdcio e sustentando a inovagao.

E neste ponto que se enquadra o caso da TrustSystems que sempre teve como objetivo usar
a tecnologia e a inovacdo para dar resposta as necessidades dos seus clientes, construindo par-
cerias de longo prazo baseadas em confianca e qualidade. Contudo, como muitas empresas que
lidam com ecossistemas complexos, a TrustSystems deparava-se com uma limitagdo significa-
tiva: a auséncia de uma solugdo de monitorizagdo eficaz que acompanhasse a evolucido do seu
pipeline DevOps. Esta lacuna representava riscos reais para a organizagdo. A falta de visibili-
dade dificultava a deteccdo precoce de falhas, aumentava o tempo de resolugcdo de incidentes e,
consequentemente, impactava a produtividade das equipas e a experiéncia dos clientes. Sem da-
dos centralizados e estruturados, tornava-se também dificil implementar uma cultura de melhoria
continua, ja que as andlises eram incompletas e baseadas em percepgdes parciais.

Face a este cendrio, a implementac@o de uma solucdo robusta de monitorizag@o deixou de ser
apenas uma necessidade técnica e passou a ser um objetivo estratégico. O presente trabalho surge
precisamente dessa necessidade: desenhar e integrar uma solu¢do de monitorizagdo que oferega a

TrustSystems uma visdo centralizada, clara de todo o seu ecossistema DevOps.

* Maior visibilidade e transparéncia: permitir que todas as equipas envolvidas no ciclo de

desenvolvimento tenham acesso a dados fidveis em tempo real.

* Resolugao proativa de problemas: identificar falhas e anomalias antes que atinjam os utili-

zadores finais, reduzindo riscos e tempo de inatividade.

* Eficiéncia operacional: diminuir o esfor¢co manual de diagndstico através da automatizacao

de alertas e relatérios, libertando as equipas para tarefas estratégicas.

* Cultura de melhoria continua: analisar dados histéricos para identificar padrdes e oportuni-

dades de otimizacao.

 Escalabilidade e flexibilidade: garantir que a solu¢cdo acompanha o crescimento da organizagao,

integrando novos servicos e ambientes de forma agil.

» Reforco da seguranca: centralizar logs e eventos para identificar comportamentos suspeitos

e fortalecer praticas de ciberseguranca.



Além dos beneficios técnicos, a integragdo da monitorizagdo com ferramentas ja presentes na
organizagdo, como o Jira, cria um fluxo de trabalho mais 4gil e eficiente. Problemas detetados
pela monitorizagdo podem ser automaticamente registados como tarefas no sistema de gestido de
incidentes, garantindo rastreabilidade e facilitando a comunicacio entre equipas.

Para além da componente tecnolégica, € fundamental reconhecer que a adocdo de préticas
DevOps e de solu¢des de monitorizagdo implica também uma transformacao cultural dentro da
organizacdo. As equipas deixam de atuar de forma isolada, passando a partilhar responsabili-
dades e a colaborar de forma mais préxima. Esta mudanga promove um ambiente em que o
conhecimento é disseminado, os erros sdo encarados como oportunidades de aprendizagem e a
comunicagdo aberta torna-se parte essencial do dia a dia. Assim, a monitoriza¢do nio é apenas um
recurso técnico, mas também um catalisador de uma cultura mais colaborativa e transparente.

Outro ponto relevante prende-se com os beneficios de longo prazo. Uma solu¢do de monitorizagao
bem implementada contribui para reduzir custos operacionais, uma vez que diminui o tempo gasto
em diagnésticos manuais e previne falhas graves que poderiam causar interrupgdes prolongadas.
Além disso, a0 aumentar a confianga nos sistemas e na capacidade de resposta da empresa, cria-se
um diferencial competitivo que refor¢ca a credibilidade perante clientes e parceiros. Em mer-
cados cada vez mais exigentes, esta confianca traduz-se em relagdes comerciais mais sélidas e
sustentiveis.

Sublinhar que a integracdo desta solu¢io na TrustSystems ndo representa apenas uma melho-
ria operacional imediata, mas também um investimento estratégico no futuro da empresa. Ao
alinhar tecnologia com objetivos de negdcio, a organizacio reforca a sua capacidade de inovagao,
resiliéncia e adaptacdo a novas realidades. A monitorizacdo continua passa, assim, a ser ndo
apenas um mecanismo de controlo, mas um verdadeiro motor de crescimento e diferenciacao,
posicionando a TrustSystems para enfrentar com sucesso os desafios de um setor em constante
transformacao.

E importante destacar que esta abordagem nio pretende apenas resolver problemas imediatos,
mas sim preparar a empresa para os desafios futuros. A evolucdo do setor caminha para concei-
tos como observabilidade e AIOps, onde a inteligéncia artificial e a andlise avancada de dados
assumem um papel central na gestdo de sistemas complexos. Ao investir numa solugdo sélida de
monitorizacdo, a TrustSystems posiciona-se de forma a integrar estas tendéncias, garantindo que
0s seus servigos se mantém competitivos, resilientes e inovadores.

Em suma, mais do que implementar uma ferramenta, trata-se de impulsionar uma mudanca
estratégica que reforca a qualidade e a fiabilidade dos processos de desenvolvimento, a0 mesmo
tempo que promove uma cultura de colaboracio e inovagdo. Numa era em que a capacidade de
adaptacdo € sindnimo de sobrevivéncia empresarial, investir em DevOps e monitoriza¢do continua

¢ investir na sustentabilidade e no futuro da organizacgao.

Palavras-chave: DevOps, Desenvolvimento, Operagdes, Monitorizagdo continua, Desempenho






Abstract

In today’s fast-paced software world, agility and adaptability are key to staying competitive.
Companies are under pressure to release products and updates faster, without sacrificing qual-
ity or security. This is where DevOps really shines, bridging the gap between development and
operations, helping the entire software life-cycle.

But DevOps is more than just a methodology or set of tools. It’s a culture that encourages
collaboration. By working closely together, development teams can focus on innovation, while
operations ensure stability and performance in production. Continuous integration and delivery,
boosted by tools like Jenkins, speed up testing and deployment, reducing delays.

Monitoring, meanwhile, plays a critical role. It gives teams a clear view of how systems are
performing, letting them catch problems early on—before they escalate. Continuous monitoring
ensures that software remains reliable and secure, from development all the way to production.

Choosing the right monitoring tools is vital. Prometheus and Grafana are popular for system
and real-time monitoring. The ELK Stack (Elasticsearch, Logstash, Kibana) is widely used for log
analysis, while tools like New Relic and Datadog also offer comprehensive solutions, especially
for cloud environments like AWS, Azure, or Google Cloud Platform.

For monitoring to work effectively, it must be proactive. This means identifying potential
issues before they affect users. Setting clear metrics, such as response times and resource us-
age, helps teams stay on track. It’s important to regularly adjust these metrics to fit the project’s
evolving needs.

Incorporating continuous monitoring into daily routines helps teams stay on top of incidents,

fostering a culture where problems are solved quickly, and reliability is consistently improved.

Keywords: DevOps, Development, Operations, Continuous Monitoring, Performance
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Chapter 1

Introduction

Companies must adapt quickly to today’s evolving IT business and technological innovation pace
in order to remain relevant and competitive. Failure to adapt to these changes quickly creates a
substantial risk, endangering a company’s ability to improve processes, develop creative solutions,
and maintain a robust position in the volatile IT ecosystem. As a result, organizations need sense
& respond systems and processes in their operations not as a merely strategic decision, but as a
fundamental requirement for long-term success.

The advantages of having a DevOps pipeline are significant, as they greatly reduce the soft-
ware delivery time and also have the effect of reducing potential conflict among development
team members. Over time, it became necessary to evolve these pipelines so that they not only
deliver software quickly but also deliver quality, stable, and reliable software. Additionally, a
well-structured DevOps pipeline allows for better continuous integration and continuous delivery
(CI/CD), facilitating the early detection of bugs and issues, resulting in less rework and greater
efficiency in the development cycle. The automation of tests and constant monitoring are crucial
elements that contribute to the continuous improvement of the product that is being developed.

This way, teams can focus more on innovation and less on repetitive and manual tasks, pro-
moting a more collaborative and productive work environment. Currently, the organization Trust-
Systems is dealing with an inefficient monitoring solution that fails to provide complete insights
into the complexities of its DevOps operations. The limits of the existing solution threaten a fast
diagnosis and treatment of the operational issues, resulting in an accumulation of possible issues
affecting software delivery and overall system stability. Regarding this, to address these chal-
lenges, an investment must be made in a more advanced monitoring solution capable of delivering
real-time, comprehensive insights. This upgrade is essential for identifying and resolving these

issues as soon as possible, thereby ensuring software delivery and maintaining system integrity.

1.1 Objectives

The present study suggests the implementation of a DevOps monitoring tool. This solution intends
to improve different metrics and logs tracking, to improve coordination between the development

and operations teams, optimizing the work of the operational ecosystem as a whole. This imple-
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mentation is to be integrated in the company’s DevOps pipeline leading to improvements in:
Increase Visibility and Transparency: Adopting this tool, the entire development life cycle

will become more visible. This includes real-time monitoring of the application’s performance,

resource usage, and system health. This ensures both development and operations teams a clear

view of what’s happening.

Promote Proactive Problem Solving: With these advanced monitoring features, the tool will
help teams spot potential issues before they become critical. This early detection and proactive
problem-solving will help maintain system stability and reduce downtime.

Boost efficiency and Productivity: With all the monitoring processes being done automati-
cally, this process will minimize the manual effort that is needed for tracking and troubleshooting.
Automated alerts and detailed insights allow teams to focus on more strategic tasks, increasing the
overall productivity.

Support Continuous Improvement: The data that is collected through the monitoring pro-
cesses can be analyzed to identify trends and areas for improvement. This feedback will support
continuous optimizations and the implementation of the best practices within the pipeline.

Scalability and Flexibility: The solution is designed to scale with the company “s growth,
since it handles increased workloads and more complex systems. It also provides flexibility to

adapt to the changing business needs and technological advancements.

1.2 Development Context

TrustSystems is integrated into the Inoweiser group, whose main objective is to use technology
and innovation to meet the needs of its clients. It has over fifteen years of experience in both
national and international markets, being present in more than 20 countries. The company is
committed to delivering high-quality solutions and services, continuously evolving to keep pace
with the latest technological advancements and industry trends. Through its team, TrustSystems
aims to get long-term partnerships and drive success for its clients globally.

This necessity to implement a monitoring tool is pronounced given the company s commit-
ment to deliver high-quality software solutions to many different clients. This tool is a fundamental
requirement to sustain and improve the current development process. As TrustSystems operates
in a competitive market where the need to adapt to the client needs must always be present. With
this, we can consider that this integration is not just a technological upgrade but a strategic move

to improve the overall efficiency, reliability, and quality.

1.3 Document Structure

This study begins with a detailed explanation of the DevOps concept and its origins, the moti-
vation behind its creation, and the key components that make up a DevOps pipeline. As part of

this analysis, it will start with a historical context that led to the adoption of DevOps practices,
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highlighting the challenges in traditional software development that DevOps aims to address and
the main changes it took to get to the practices we have today.

Following this, the study will also introduce and elaborate on the concepts of Continuous In-
tegration (CI) and Continuous Delivery/Continuous Deployment (CD). Where these practices are
essential in modern software development pipelines, ensuring that code changes are systemati-
cally integrated, delivered, and deployed. Additionally, we will cover the concept of Continuous
Monitoring, which will be the main focus, involving tracking possible future problems, trends in
software’s performance and quality at all stages.

After this, some monitoring tools will be shown addressing the main features of each alterna-
tive, followed by a brief explanation of the importance of dashboards in monitoring and their main
purpose.

After laying out these theoretical concepts, the study will transition to a practical application,
focusing on a specific problem associated with the company’s existing architecture. This problem
will be analyzed in depth, along with the current challenges. The proposed solution will be intro-
duced, featuring a redesigned architecture to meet the company’s needs. This section will present
a possible solution with the chosen tool from the selected options for the solution, explaining their
integration into the new architecture and justifying the choices made.

Finally, the document will provide a comprehensive description of the development process
for the proposed solution, tracking its implementation from start to finish. A critical reflection on
the results will be included, evaluating the effectiveness of the solution and discussing any lessons
learned along the way. This reflection will serve as a guide for future improvements, ensuring that

the system remains adaptable and responsive to ongoing changes.






Chapter 2

Methodology

This study has been divided into many stages that together complement the final result. The com-

bined result is the implementation of the new monitoring tool in the company’s DevOps pipeline.

Phase 1 - Literature Review on DevOps and Monitoring Tools: The first stage of the project
involved conducting research on the current state of DevOps. The aim was to understand the key
concepts and how a DevOps pipeline operates. This stage introduced the ideas of Continuous
Integration (CI) and Continuous Deployment (CD), explaining their importance and how they
correlate [38) 139]]. Given the focus on code monitoring, the concept of Continuous Monitoring
was explored in more detail with the comparison of some tools for the effect [40]].

Phase 2 - Design the Solution: Once the state of the art was understood, the next stage was to
design a possible solution in an abstract manner to first have a notion of how the whole structure
works. This involved breaking down the problem into different sections such as: alerting, visual
dashboards,external agents, and ElasticSearch Cluster [41}42], this way defining the objectives of
the solution. This stage is crucial as it ensures an overall overview of what needs to be done.

Phase 3 - Implementing the Solution: This third stage focused on the implementation of
the solution in a concrete form. This started with researching the technologies needed for the
solution together with the needs of the company, based on existing DevOps solutions, particularly
in Continuous Monitoring processes [43],144]].

Phase 4 - Testing: In this stage, tests have been conducted to verify that the monitoring
tools operated correctly and provided accurate, real-time insights into the pipeline’s performance
[44.146].

Phase 5 - Evaluation and Optimization: The final stage involves tracking the performance
of the implemented monitoring tools. Feedback from the cluster and the effectiveness of the mon-
itoring system were analyzed. Based on this evaluation, optimizations were made to enhance the
monitoring capabilities, ensuring they met the company’s requirements and improved the effi-
ciency of the DevOps pipeline [39, 47]].

All this workflow through the different stages aimed at the development of an effective DevOps

monitoring tool that improves monitoring, quality control, and overall pipeline performance.






Chapter 3

DevOps: State of the Art

3.1 Background on DevOps

Before DevOps, software development followed a methodology where each development phase
was handled by a different team or department with almost no communication between them, also

known as the Waterfall.

L Analysis

L Design

P

L Implementation

4

£

L Testing

F

L Maintenence

>y

Figure 3.1: Waterfall Methodology
(L]

This methodology is characterized by “separate and distinct phases of specification and de-
velopment” [17, [19]], each step must be fully completed before the next step can begin. At the
end of each step, it is reviewed to ensure compliance with the requirements specified in the first

step [18,[19]. This approach led to various problems as requirements and the volume of data from
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products increased over the years; also, the lack of integration hindered efficiency and resulted in
a lack of synergy across different aspects of the development life cycle 12l.

In the early 2000s, the software development industry faced challenges with traditional project
management methods, which often led to delayed deliveries and budget overruns, also not meeting
customer needs. In response to these challenges, a group of software developers came together in
2001 to create a new approach. This resulted in the creation of the Agile Manifesto, a document
that outlined the core principles and values of Agile development [37].

The Agile Manifesto emphasized collaboration, flexibility, and customer satisfaction over rigid
processes and documentation. It let teams adapt quickly to changing requirements and focus on
delivering functional software in shorter cycles. This marked the beginning of Agile as a method-
ology, which has since become a popular approach for managing projects in various industries
beyond software development [37].

As Agile techniques redefined software development by promoting flexibility, collaboration,
and iterative procedures, it became clear that the entire software development life cycle needed to
be automated [22]]. Many issues connected with the previous Waterfall strategy were successfully
solved by Agile, but the significance of integrating development and operations to achieve true

efficiency and continuous delivery was also needed [22].

Initial Requirements and Architecture Models

Iteration #1 — <
| \_Lessons Learmed

Iteration #2

\ Review
I\_Lessons Learned

Iteration #3

Review
Lessons Leamed
lteration #4 | —__
essons Learne
! Close Project
Iteration #N

Figure 3.2: Agile Methodology
[16]
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DevOps is a natural evolution of Agile, highlighting not only iterative development and collab-
oration, but also the integration of development and IT operations [22} 23]]. DevOps seeks to break
down team barriers by establishing a culture of shared help, continuous feedback, and accelerated
delivery [22}23]]. Recognizing this need for a more flexible and collaborative approach, the Agile
methodology emerged as a solution to address these issues of Waterfall. While Agile techniques
vary in practices, they share common characteristics, including iterative development and a focus
on interaction and communication. Developing in iterations allows the development team to adapt
quickly to changing requirements [20} 21]].

With that in mind, it was necessary to make a revolution in the way that the IT sector delivers
a product to a client to fulfill its needs, and that was the turning point for DevOps, combining
”development” and “operations.” This revolutionary approach established a collection of princi-
ples and practices aimed at improving collaboration and coordination between development and
operations teams, who have traditionally been historically at odds in the IT industry. As DevOps
continued to evolve, there emerged a recognition of the need to bridge not only technical teams
but also business stakeholders, giving rise to what is now known as BizDevOps [48]].

This approach brings business, development, and operations teams together to ensure that busi-
ness objectives are tightly integrated into the development pipeline from the outset. BizDevOps
extends the principles of DevOps by prioritizing business alignment, emphasizing faster delivery
cycles that are driven by immediate market needs, and fostering a shared culture of accountability
across all stakeholders [48]. DevOps emphasizes automation, continuous integration, and contin-
uous delivery to streamline the software development and deployment processes [[10, [12].

These different and independent domains, previously isolated, now work together to accelerate
the software development life cycle [13l]. This promotes a culture of shared responsibility and
continuous improvement, resulting in faster delivery, greater quality, and increased satisfaction
among customers. By breaking down barriers and differences, creating an environment where

developers and operations teams contribute to the entire software delivery process [2].

3.2 CI/CD Pipeline

To apply this DevOps methodology described before, there’s the need to implement a CI/CD
pipeline where code modifications are automatically deployed. This implies establishing a col-
lection of processes that assist developers in efficiently building and testing their apps, thereby
decreasing risk and improving quality.

The primary advantage of a CI/CD pipeline is that it enables developers to make quick adjust-
ments while maintaining production environments [3]]. From a business perspective, this procedure
offers multiple advantages because it saves software delivery time, resulting in cost savings, and
ensures that the software produced is stable. Additionally, CI/CD contributes to increased overall
reliability and allows for more frequent and reliable releases.

In this domain, Continuous Integration can be perceived as the ability to make frequent code

changes into the main branch of a shared code repository, immediately testing each change after
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a commit or merge, and automatically running a build [4]. This iterative process allows issues
and vulnerabilities to be recognized and fixed more quickly and earlier in the development process
[14]]. By integrating code changes frequently, teams can identify and address potential problems
in the initial stages of development, minimizing the chances of these issues causing delays or
disruptions later in the software delivery life cycle [32].

After the code has been tested and built as part of the Continuous Integration process, Contin-
uous Deployment takes over in the final stages to guarantee it’s packed with everything it needs
to deploy to any environment at any time [4]]. This ensures that the software is deployment-ready
and can be pushed to production at any moment [32].

Teams can either manually trigger the deployments or switch to continuous deployment, where
deployments are also automated [4]. Automated deployments in Continuous Deployment simplify
the release process, reducing the potential for human error and enabling rapid, consistent, and
reliable software releases [32].

o

BULD

Test

Figure 3.3: Continuous Integration / Continuous Deployment Relation

5]

3.3 Continuous Monitoring

This process of collecting, analyzing, and displaying systems, networks, and data for signs of
performance degradation is commonly called continuous monitoring [15]]. It promotes the identi-
fication and correction of issues as fast as possible on a system or an application, helping teams
avoid degradation of service and the need to correct bigger problems with the accumulation of
technical debt [6]].

Continuous monitoring is an essential component in maintaining a robust and efficient soft-
ware environment. This is typically done via an automated DevOps monitoring solution or a

collection of continuous monitoring tools that gather data on various critical areas.
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Server Monitoring ensures that servers are operating optimally, tracking metrics like CPU
utilization, memory usage, and disk space to prevent downtime [8]].

Cost Monitoring focuses on tracking and analyzing expenses related to cloud services or
infrastructure usage, ensuring that the business stays within budget and resources are utilized
efficiently.

Network Monitoring involves observing network traffic, latency, and bandwidth to ensure
smooth communication between systems and prevent bottlenecks.

Application Monitoring is crucial for tracking the performance of specific applications, fo-
cusing on response times, error rates, and user satisfaction, focused mainly on the overall user
experience.

Usage Monitoring focuses on understanding how users interact with an application to provide
insights into user engagement, performance, and conversion patterns. This type of monitoring goes
beyond tracking errors or performance issues by offering a detailed look at user activity, including
page views, session durations, and event-triggered actions [49].

Finally, Infrastructure Monitoring provides a wider view, covering the entire IT infrastruc-
ture, including servers, databases, and networks. This approach ensures that all components of the

system are working together correctly.

Regarding this, one of the key elements of this monitoring process is the collection, analysis,
and utilization of logs. In this DevOps context, logs are crucial sources of information to track
the behavior of software applications. As companies continue to implement DevOps principles,
the importance of log management and analysis grows over time. Effective log management not
only aids in troubleshooting and debugging but also plays a vital role in enhancing security by
identifying and responding to potential security incidents.

This practice of obtaining logs (logging) can be applied to many places, such as CI (con-
tinuous integration), which we already discussed, where teams can check if the code builds are
running successfully or if errors or warnings have occurred. Additionally, in CD (continuous deliv-
ery/deployment), monitoring failed deployments and identifying any potential problems through
logs also becomes a critical aspect of maintaining a smooth, reliable, and efficient deployment

process.
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The image below shows a Jenkins pipeline in the build process, but an issue causes it to fail
and prevents the execution of all the planned steps, resulting in an error. These types of issues
are critical, particularly in a production environment, where availability is essential for end users.
Such problems must be addressed immediately to prevent disruptions. When a reliable alerting
system is in place to notify the appropriate personnel, issues can be resolved more quickly and
effectively, giving the company more time to address the root cause and maintain its credibility

with customers.

() Console Output

Started by user admin
Running in Durability level: MAX SURVIVABILITY

Running on Jenkins in /var/jenkins_home/workspace/Car assembly

+ mkdir build
I mkdir: cannot create directory ‘build’: File exists |

Stage "Test" skipped due to earlier failure(s)

ERROR: script returned

Finished: FAILURE

Figure 3.4: Jenkins Log Example
191

Monitoring software operations effectively involves gathering metrics such as API access and
microservices performance. Implementing comprehensive monitoring systems provides quick
identification and resolution of issues, consequently improving system reliability and user sat-
isfaction.

This includes feedback and click-through analysis as a way to enhance the user experience as
some studies emphasize the importance of user feedback in iterative design processes, leading to
improved usability and user satisfaction [[I]. With the help of analytics tools like Google Analyt-
ics, it can provide valuable insights into user behavior, enabling data-driven decision-making for

website and application optimization.
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Also, teams can be monitored in search of possible problems; for that, monitoring backlogs,
feature development, and overall project progress are all important components for effective team
monitoring. This improvement can be achieved by promoting agile methods, such as Jira or other
agile tools [24]]. Many studies demonstrate how agile approaches improve teamwork and project
results [25]).

3.4 Monitoring Dashboards

Dashboards play a crucial role in DevOps monitoring by providing clear and accessible insights
in a visually intuitive manner. These dashboards offer a simple yet powerful way to showcase
and comprehend the vast amount of data collected, enabling teams to monitor, analyze, and act on
real-time data from applications, servers, and networks [[11]].

In the DevOps context, these dashboards process data into visually intuitive displays, enhanc-
ing decision-making and enabling users to understand the system’s status effortlessly. Acting as
a central hub for visualizing key metrics and performance indicators, dashboards empower users
with interactive features for customizing views based on defined criteria from the user [[11]].

Furthermore, dashboards contribute to proactively identifying performance trends and poten-
tial issues. They provide an interactive interface for users to track and interpret data, supporting
rapid decision-making processes.

This visual representation aids in troubleshooting, trend analysis, and overall system under-
standing. Various tools, including Prometheus, Grafana, and Zabbix, offer robust dashboard func-
tionalities.

These tools allow users to implement personalized dashboards to their monitoring needs.

The following figure serves as an illustrative example of a Zabbix dashboard, showcasing the
capabilities of these tools in presenting comprehensive data in a visually appealing format.

The dashboard is designed with customizable widgets, enabling users to display their specific
monitoring needs. Widgets may include graphs, charts, maps, and other visual elements, pre-
senting data on parameters such as network traffic, server CPU usage, memory consumption, and
more. This flexibility ensures that users can easily configure the dashboard to focus on the metrics
most relevant to their monitoring objectives.

The inclusion of color indicators and intuitive graphs enhances the ease of interpretation, al-

lowing for a faster identification of trends, outliers, or potential issues that require attention.
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ZABBIX |
Zabbix server

Figure 3.5: Zabbix Dashboard
(7]

3.5 Monitoring Tools

With the exponential increase in complexity over time, there has been a corresponding rise in the
demand for effective and reliable monitoring solutions. Monitoring tools became an integral com-
ponent of DevOps, ensuring the efficient operation of applications and infrastructure throughout
the development and deployment life cycle.

These tools must be highly adaptable, capable of handling significant amounts of data, and
seamlessly integrated into automated pipelines. Given their critical role, they provide valuable
insights into metrics and logs, enabling teams to make well-informed decisions, address issues,
and foster a culture of continuous improvement. The use of monitoring tools is paramount in
identifying performance bottlenecks, detecting anomalies, and ensuring that deployed software
meets the necessary standards for performance and reliability.

As an initial filtering method for all the available monitoring tools, Google Trends was used
to assess global interest over time. By identifying tools that consistently ranked among the most-
searched solutions, the focus was placed on those with demonstrated popularity and practical
application within the industry.

This approach allowed us to prioritize tools with an established reputation, ensuring that they
are widely trusted by the community and have big support.

These include Grafana, Prometheus, Zabbix, Nagios, Datadog, Elasticsearch, and Splunk.
These tools not only reflect sustained interest but are also trusted by professionals for their relia-

bility, scalability, and robust features, making them suitable for monitoring.

As a filtering method for the previously available monitoring tools, and based on TrustSystems
requirements, such as being open-source, the ability to track both logs and metrics, and the capa-

bility to send alerts to responsible users were considered. These tools align with the operational
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needs of TrustSystems.

Open Source Log Tracking Metric Tracking Alerting
Grafana O O (with integrations) | O (with integrations) | O (with integrations)
Prometheus (0] X O 0]
Zabbix (0] (0] O 0]
Nagios (0] X (0] 0]
Datadog X (0] 0] 0]
ELK (0] (0] 0] O (with integrations)
Splunk X O O 0

Table 3.1: Comparison of Monitoring Tools

Looking at the previous table, it’s clear that there are several monitoring tools that can be
used for this project since many of them meet the basic requirements by TrustSystems. These
tools provide the necessary features, such as being open source, supporting log tracking, metric
tracking, and offering alerting capabilities.

While each of these tools could fulfill the project’s functional needs, the final choice was not
based solely on their technical features. Instead, it was influenced by the tool’s ability to integrate
in a good way with the existing systems, a critical factor that will be discussed more in detail in
Section 4.3.

Other important criteria included ease of use, community support, and the availability of cus-
tomization options, which are essential for ensuring long-term scalability and efficiency.

The selected tool not only met the technical requirements but also proved to be the most suit-
able for aligning with the current operational ecosystem of TrustSystems, balancing functionality

with practical application.






Chapter 4

Solution Design

4.1 The Need for Monitoring: Problems and Objectives
4.1.1 The Problem

Maintaining a robust and reliable DevOps pipeline is crucial for ensuring the continuous delivery
of high-quality products. Currently, TrustSystems, a company specializing in the IT sector, is
facing a significant challenge in its DevOps processes. Despite implementing various automation
tools and practices, one critical component remains unaddressed, which is monitoring. At present,
there is no monitoring system in place to track the performance, health, and efficiency of the
DevOps pipeline. This lack of monitoring leaves TrustSystems vulnerable to undetected issues,
potential system downtimes, and inefficient resource utilization, ultimately impacting the quality
of their services and products.

The lack of monitoring not only threatens the team’s ability to identify and resolve issues
promptly but also prevents the collection of valuable data that could inform future optimizations.
As a result, the company is exposed to increased risks, security vulnerabilities, and delayed prod-
uct releases. To address this problem, the implementation of a robust monitoring strategy within
the DevOps pipeline is essential. This following work will explore this problem in the TrustSys-
tems DevOps pipeline, analyze potential monitoring solutions, and propose a tool to address these

problems.

4.1.2 Needs and Monitoring Objectives

This process started with identifying the needs from stakeholders in which, in this case, are the
TrustSystems development, operations, and QA members, where conducting a discussion to un-
derstand their specific monitoring needs and expectations must be done.

This also includes gathering input for crucial metrics, performance indicators, and potential
challenges that may come over time or even new ideas to be implemented. With the definition of
these goals and needs aligned with the proposed objectives for the DevOps pipeline, those will
contribute to the enhancement of system reliability, performance, and overall efficiency.

At this point, the discussed ideas and objectives must be crossed with the historical data anal-

ysis to highlight patterns, recurring issues, and areas that require special attention. This step is

17
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itself really important for the final product since it allows one to define in an early stage the path
to be followed and the best strategy.

With the assistance of new monitoring technologies and tools, incorporating monitoring into
the DevOps cycle may be difficult and time-consuming, and there is no correct or better approach
to monitor development and operations environments. The answer depends on the system and
environment, but in all cases, an analysis must be performed with the goal of answering this
question based on an analysis of system data. Even with the best/most used monitoring tech,
adding it to the DevOps cycle can be tricky and time-consuming. There’s no better solution since,
as explained before, all have their own pros; it depends on the specific system and environment.

In addition, as technology keeps evolving, so monitoring practices must adapt. Regular re-
views and updates are necessary to stay on top of emerging challenges. Encouraging collaboration
among teams is crucial. This ensures monitoring practices stay agile, responsive, and aligned with
the changing needs of the development and operations environments.

In today’s software development domain, it’s pretty much a given for companies to adopt
a DevOps cycle. As mentioned earlier, it significantly speeds up the whole development and
delivery process. This section is all about defining and explaining the problem we’re aiming to
solve in this project, and as described, a good and reliable pipeline’s implementation is mandatory
among I'T companies to reduce the time to deliver software.

As previously stated, currently an IT organization relies on a DevOps pipeline to accelerate the
delivery process, so in this chapter the present problem that motivated this work will be detailed,
as well as a solution to that problem proposed and implemented.

Aligning the requirements from TrustSystems, the focus was on several key areas. For logging,
the primary need was access to the logs and a way to save them, ensuring that all relevant data
from the system, applications, and services is captured and made available for analysis. In terms
of metrics, the monitoring solution must cover critical system resources such as CPU, disk usage,
memory, and network performance, ensuring a clear understanding of resource consumption and
potential bottlenecks.

Regarding this, there’s an overall requisites list that describes what is intended from TrustSys-

tems regarding the many aspects described before.
* Logs
— Centralized Logging System: A single platform to collect, store, and query logs from

all environments (e.g., development, staging, production).

— Structured Logging: Ensure logs follow a consistent format for easier parsing and

analysis (e.g., JSON format).

— Retention Policies: Define log retention periods to balance compliance needs and stor-

age costs.

— Real-time Log Streaming: Immediate access to logs for debugging and monitoring.
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— Search and Filter Capabilities: Advanced query capabilities to drill down into specific
log data quickly.

— Log Anomaly Detection: Identify unusual patterns in logs that could indicate perfor-

mance issues or security breaches.

¢ Metrics

System Metrics: Monitor resource usage such as CPU, memory, disk I/0, and network

traffic for all components.

Application Metrics: Track application-level metrics like request rates, error rates, and

latency.

Dashboards: Visualize metrics in real-time through customizable dashboards.

Historical Data: Store and analyze metrics over time to identify trends and forecast

future needs.
¢ Alerts

— Custom Alerting: Define custom alert thresholds and rules for different types of events
(e.g., high latency, CPU over 90%).

Multi-channel Notifications: Deliver alerts through various channels like email, Slack,

SMS, or incident management tools (e.g., Jira).

Severity Levels: Categorize alerts by priority (e.g., critical, warning, info) to avoid

alert fatigue.

Alert Aggregation: Group related alerts into a single incident to reduce noise.

Automated Remediation: Trigger automated workflows in response to certain alerts

(e.g., auto-scaling or restarting services).

— Rate-limiting and Deduplication: Prevent duplicate alerts and control notification fre-

quency.

4.2 Existing Technologies and Corporate Procedures
4.2.1 Current Situation

To develop a robust tool that fits the needs, first this process starts with identifying the needs from
stakeholders in which in this case are the TrustSystems development, operations, and QA mem-
bers, where conducting a discussion to understand their specific monitoring needs and expectations
must be done.

This also includes gathering input for crucial metrics, performance indicators, and potential
challenges that may come over time or even new ideas to be implemented. With the definition of
these goals and needs aligned with the proposed objectives for the DevOps pipeline, those will

contribute to the enhancement of system reliability, performance, and overall efficiency.
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At this point, the discussed ideas and objectives must be crossed with the historical data anal-
ysis to highlight patterns, recurring issues, and areas that require special attention. This step is
itself really important for the final product since it allows one to define in an early stage the path
to be followed and the best strategy.

With the assistance of new monitoring technologies and tools, incorporating monitoring into
the DevOps cycle may be difficult and time-consuming, and there is no correct or better approach
to monitor development and operations environments. The answer depends on the system and
environment, but in all cases, an analysis must be performed with the goal of answering this
question based on an analysis of system data.

Even with the best/most used monitoring tech, adding it to the DevOps cycle can be tricky and
time-consuming. There’s no better solution since, as explained before, all have their own pros; it
depends on the specific system and environment.

In addition, technology keeps evolving, so monitoring practices must adapt. Regular reviews
and updates are necessary to stay on top of emerging challenges. Encouraging collaboration
among teams is crucial. This ensures monitoring practices stay agile, responsive, and aligned
with the changing needs of the development and operations environments.

Nowadays, in the IT sector, companies must adopt a DevOps cycle to boost productivity and
feedback from their products. As mentioned earlier, it significantly speeds up the whole develop-
ment and delivery process.

Currently, an IT organization relies on a robust DevOps pipeline to accelerate the delivery
process, so in this chapter, the present problem that motivated this work will be detailed, as well
as a solution to that problem proposed and implemented.

As shown in the following figure, the current TrustSystems pipeline does not include an im-

plemented monitoring system.
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Figure 4.1: Trustsystems Pipeline

[16]

The figure 4.1 shows the current TrustSystems pipeline architecture, where every project be-
gins with Planning, a critical stage that outlines goals, scope, stakeholders, APIs, and data models.
After that, a JIRA project is created to track and handle work, encouraging openness and respon-
sibility among team members.

Following the completion of the design and planning stage, the required scripts for a local
environment are often developed along with a development environment that is created in the
cloud. The steps involved in setting up a development environment are: setting up a PostgreSQL
database, in this case on the cloud; setting up a BitBucket file repository controlled by the Nexus
Repository tool; and using this tool to add another software build tool, in this case Jenkins [16].

Regarding the local development environment, all Docker scripts required to generate the req-
uisite containers for this environment must be created [16]).

The development process itself is the next major phase, it is split into two separate teams, the
Frontend and Backend teams, that collaborate to produce the final product. The Backend team is
in charge of creating all REST API calls and makes sure that the database data is used to generate
the responses for Frontend requests made over the HTTP protocol [16]. On the other hand, the
Frontend team is in charge of presenting those results; this is the layer that users interact with, it
is imperative that they take both usability and rigor into consideration [16].

The SpringBoot Java framework is an open source platform for the development of Java appli-
cations that run on the Java Virtual Machine, and it will be used to develop the project’s Backend

[16]]. To ensure efficiency and consistency in product development, the Backend team generates
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classes in the framework using an OpenAPI file and the database. Usually there are three different
layers such as Rest, Data, and Persistence that are developed utilizing this method. The remain-
ing tasks include data entry and output, data for choices and validations, and persistence through
database communication to save or retrieve data [[16]].

Frontend teams prefer to utilize Microsoft Visual Studio Code to build Angular (a TypeScript-
based framework), CSS, and HTML, while Backend teams use JetBrains’ IntelliJ concept IDE for
code development. The Backend team still makes direct HTTP request calls and parses the JSON
response to validate and check RESTful API results [16].

4.2.2 Company Technologies

The company has already implemented several technologies to enhance its development and de-
ployment processes. Since our solution relies on a DevOps pipeline, Jenkins is central to the
continuous integration and deployment pipeline, automating the building, testing, and deployment
of code. Docker is also another technology in use, allowing the packaging of applications into
containers to ensure consistent deployment across various environments. To manage the network-
ing of these containers, the company utilizes Traefik, which works alongside Docker to handle
network routing and enable communication between containers through designated URLSs using
DNS.

The databases utilized in this solution will be based on PostgreSQL, aligning with the com-
pany’s existing standards for managing data across its projects. PostgreSQL is known for its reli-
ability, flexibility, and advanced features, making it a robust choice for handling complex queries
and data operations. In addition to PostgreSQL, Liquibase will play a vital role in managing
database schema changes. This tool automates the process of applying updates and alterations to
the database structure, ensuring that the correct schema is in place whenever a software service is
initiated.

The foundation of the system testing project will be built in Java, using Maven as the build
automation tool. Maven will manage dependencies, including JUnit, which will be crucial for
supporting the creation of automated tests in Java.

Finally, to enhance active monitoring of system performance and security, the company will
integrate Elasticsearch and its features into the CI/CD pipeline. Elasticsearch will be used to
provide real-time search, analysis, and visualization of logs and metrics, enabling the company to
proactively monitor system behavior and detect anomalies. By using Elasticsearch’s capabilities,
the company can gain deeper insights into system performance and security, facilitating quicker

identification and resolution of potential issues before they impact production.

4.2.3 Corporate Dynamics and Procedures

When developing the solution, it’s important to consider the common practices already followed
by TrustSystems in its development environments. Typically, the company sets up four distinct

environments for each project. Developers work in a local environment where they write and
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test their code. Once the code is ready, it moves to a development environment, which hosts
the latest software version for manual testing before it progresses to the Quality Assurance (QA)
environment. Only after passing the QA phase does the software get deployed to the production
environment. All of these environments are built using Docker containers, and they operate within
a network managed by another Docker container running a Traefik image.

Also, open-source code is always a priority in choosing tools over other paid tools.

4.2.4 Corporate Interest with the new tool

The introduction of a new monitoring tool within TrustSystems DevOps pipeline is essential to
meet the daily demands of this IT company. Beyond simply addressing technical gaps, the tool is
designed to provide actionable insights and facilitate day-to-day operations, ensuring the reliability
and efficiency of the company’s systems. To understand its significance, it is crucial to explore the

daily, real-world needs driving the requirements for concepts, metrics, alerts, and logs.

4.2.5 How TrustSystems Will Use the Monitoring Tool

In the daily operations of TrustSystems, this monitoring tool will serve as a critical enabler of
proactive management and continuous improvement:

- Proactive Issue Resolution: By monitoring system health and setting appropriate alerts,
teams can detect and address issues—such as resource bottlenecks or application errors—before
they impact end users.

- Data-Driven Optimizations: Metrics and logs will enable teams to analyze trends, identify
recurring issues, and refine processes. For instance, historical data on deployment durations can
guide efforts to streamline release workflows.

- Enhanced Team Collaboration: The centralized monitoring platform will ensure that all
stakeholders—from developers to operations and QA—are working with the same data, fostering
quicker resolutions and more aligned decision-making.

- Improved Customer Satisfaction: By minimizing downtime and ensuring optimal system
performance, the tool will directly contribute to a better user experience, strengthening TrustSys-
tems reputation and client trust.

- Security and Compliance: Regular analysis of security logs will help the company detect

vulnerabilities, prevent breaches, and maintain compliance with industry standards.

In addition to addressing immediate operational needs, the monitoring tool will cover the
needs for long-term success. As TrustSystems evolves, the tool will adapt to new challenges, such
as supporting the integration of emerging technologies or scaling to meet increasing workloads.
Regular reviews and updates to the monitoring strategy will ensure its continued relevance and
effectiveness.

The monitoring tool is a huge increment and a fundamental necessity for TrustSystems daily

operations and strategic growth.
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4.3 Tools Selection and Evaluation Criteria
4.3.1 Choosing the Right Tool

When implementing the solution within a company’s existing production environment, careful
consideration is crucial to ensure a smooth integration with minimal disruption and fewer needed
changes. A key aspect of this process is the efficient use of the systems and infrastructure already
in place. Considering the existing tools and frameworks will accelerate the development and
also maintain consistency, reducing the risk of conflicts or redundancies that could appear from
introducing new, overlapping technologies.

To minimize the disruption to coming operations is also essential. To achieve this, this new
solution should ideally be rolled out in different testing phases, allowing testing and stabilizing
each component before full deployment.

Finally, an analysis to identify opportunities for optimization, with the purpose of improving
efficiency. This ensures that all new tools and procedures are in accordance with the needs.

The preference for open-source technologies with free licenses is a key factor when choosing
the right tool according to the organization’s strategy, aiming to minimize costs while maximizing
flexibility and control over the software stack. Open-source tools typically offer more opportuni-

ties for customization, which is essential when developing a solution to the specific needs.

4.3.2 Chosen Tool

When evaluating the many possible options, it became apparent that while many tools serve sim-
ilar fundamental purposes, they don 't vary significantly in terms of customization capabilities,
scalability, community support, and long-term viability. The ELK Stack emerged as the most
suitable option due to its strong alignment with these criteria:

Customization: ELK Stack’s open-source nature enables deep customization to fit the specific
needs of the project. Unlike proprietary solutions, which might limit modification capabilities,
ELK allows extensive adaptability, ensuring the tool evolves alongside the organization’s needs.

Scalability: As the organization grows, the volume of data generated is expected to increase.
The Elasticsearch component of the ELK Stack is known for its robust scalability, enabling the
handling of large data sets efficiently without sacrificing performance. This makes it a reliable
option for long-term use, even as demands increase.

Community Support and Ecosystem: With a large and active community, the ELK Stack
benefits from continuous development, extensive documentation, and a wealth of user-generated
resources, such as plugins and configurations, which can be easily accessed and implemented.

Ease of Integration: The ELK Stack was chosen in part because of its ability to integrate
smoothly with the existing infrastructure. This reduces the need for significant modifications,
avoiding potential disruptions and additional costs.

Long-Term Viability: Open-source projects with strong community backing, like the ELK

Stack, tend to have longer lifespans and more consistent updates compared to proprietary tools,
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whose future development may depend on the strategic decisions of the vendor. By choosing
ELK, the organization ensures that it is investing in a solution that is likely to continue evolving
and receiving updates, thus ensuring its relevance and reliability over time.

If adjustments are required, they shouldn’t damage the existing system and justify the invest-
ment. As the goal is to create a straightforward integration, tools with more functionality, the
preference is to use open-source technologies with free licenses, which aligns with the existing
company concept.

When comparing the many different options available for monitoring and log management,
it’s clear that they all serve the same fundamental purpose, and the choice often comes down to
specific needs and preferences. With this in mind, the final choice should be guided by how well
the tool aligns with the overall requirements, the level of customization needed, and the long-term
scalability and support available.

With this, the ELK Stack offers flexibility, allowing a robust solution precisely to the organi-
zation’s needs. Its open-source nature provides freedom from licensing constraints and the ability
to modify and extend its capabilities as required. The robust scalability of Elasticsearch ensures
that it can handle increasing data volumes without a drop in performance, making it a future-proof
option.

TrustSystems itself had no affiliation with a monitoring tools stack so the choice became a
free choice, where the decision has been made after evaluating online documentation, reviews,
and ease of use also stack forums with the amount of active users. This to select a tool from a
big amount, ensuring that they were not only compatible with the existing infrastructure but also

aligned with the long-term goals for scalability, customization, and support.

4.3.3 ELK Stack and Integrations

Elasticsearch is a distributed, RESTful search and analytics engine capable of addressing a grow-
ing number of use cases. As the heart of the Elastic Stack, it centrally stores data for lightning-fast
search, fine-tuned relevancy, and powerful analytics that scale with ease [26, [27/]].

Logstash is a free and open server-side data processing pipeline that ingests data from a mul-
titude of sources, transforms it, and then sends it to your favorite “’stash” [26].

Kibana is an open-source data visualization and exploration tool designed for use with Elas-
ticsearch. Kibana provides a web-based interface that allows users to interact with data stored in
Elasticsearch, enabling them to visualize and analyze large volumes of data [26) 27]].

Jira - Jira Software is the most used agile project management tool used by teams to plan,
track, release and support world-class software with confidence. Empowering autonomous teams
with the context to move quickly while staying connected to the greater business goal. Whether
used to manage simple projects or to power your DevOps practices, Jira Software makes it easy
for teams to move work forward, stay aligned, and communicate in context [28, 29].

Metricbeat - Metricbeat is a lightweight shipper that can be installed on a server to periodi-

cally collect metrics from the operating system and from services running. Metricbeat takes the
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metrics and statistics that it collects and ships them to the specified output, such as Elasticsearch
or Logstash.It can collect and ship system metrics, such as CPU usage, memory statistics, disk
1/0, and network traffic [33].

Filebeat - Filebeat is a lightweight shipper for forwarding and centralizing log data. Installed
as an agent on servers, Filebeat monitors the log files or specified locations, collects log events,
and forwards them either to Elasticsearch or Logstash for indexing [34]].

ElastAlert2 - ElastAlert2 is a simple framework for alerting on anomalies, spikes, or other

patterns of interest from data in Elasticsearch and OpenSearch [35]].

4.4 Solution

This monitoring solution uses ELK Stack (Elasticsearch, Logstash, and Kibana) to manage, ana-
lyze, and visualize logs. This also comes by the integration of Lightweight Beats agents, which
specialize in efficiently gathering and transferring data from a wide range of sources directly to
Elasticsearch or Logstash. Furthermore, Jira allows ticketing problems tracking, whereas Jenkins
automates and streamlines continuous integration and continuous delivery (CI/CD) operations.

Beats, as a critical component, actively monitors systems to identify potential problems. Beats
modules like Filebeat, Metricbeat, Packetbeat, Heartbeat, Auditbeat, and Winlogbeat are specially
tuned for different use situations, ensuring a wide approach to system tracking. Each module fo-
cuses on a distinct statistic or system, all of which contribute to a robust monitoring infrastructure.

These metrics are then routed to Elasticsearch or Logstash, which serves as a central hub for
ingesting data from a variety of sources. Logstash processes and filters data before delivering it to
the appropriate output, and it can accept a variety of input sources. Elasticsearch’s architecture is
purposely built to store, search, and analyze massive amounts of data in near real-time. The sub-
sequent transmission of data to Kibana, which has a user-friendly interface, improves the system’s
visualization and analytical capabilities for the user.

The solution, however, includes concerns. The combination of various technologies may add
complexity to setup and configuration, requiring ample documentation and learning. Furthermore,
Elasticsearch’s resource requirements, particularly as data volumes increase, require careful con-
sideration to ensure optimal performance.

Ongoing maintenance, including updates and configuration adjustments, must be managed to
prevent disruptions in monitoring services. Also, challenges might appear when integrating Jira,

requiring attention to communication and data flow between these components.
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Figure 4.2: ELK Workflow

The figure 4.2 demonstrates in a generic way how the ELK Stack operates and the flow of the
information from the tracked sources where the beats are installed to the elk.

Using a free license presented some challenges, particularly with certain features that were
difficult to implement and utilize. A key example is the alerting system, which is a primary
requirement for this project. This challenge led to further research, leading to the discovery of
ElastAlert2 as a solution. ElastAlert2 is an open-source tool designed for the ELK Stack, offering
users the ability to set up alerts based on patterns identified in Elasticsearch data.

By monitoring data indexed in Elasticsearch continuously, ElastAlert2 can trigger alerts when
certain conditions are met, such as unusual traffic spikes, error rates, or deviations in system met-
rics from expected norms. These alerts can be configured to notify the team via various channels,
such as email, Slack, and Jira, ensuring attention to issues.

This flexibility of ElastAlert2 in creating alert rules allows for highly customized notifica-
tions that go in accordance with the organization’s needs. This customization ensures that critical
events are promptly flagged and that incidents are responded to effectively and efficiently. Inte-
grating ElastAlert2 into the existing monitoring framework enhances the overall solution by not
just visualizing data but actively guarding against potential issues through real-time notifications.

Regarding this, with this implementation, the company development structure described in

figure 4.1 will change with the addition of a new component.
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Figure 4.3: New Architecture

[16]

Figure 4.3 represents the current TrustSystems pipeline with the addition of a new monitoring
function. This modification provides ongoing insight into the system’s operations, helping to
identify potential issues early, track performance more effectively, and support better decision-

making across the software delivery process.
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Figure 4.4: Solution Structure

* libraries or protocols are not so common as system APIs for tracking metrics, it depends on

what need to be tracked.

The figure 4.4 illustrates the overall architecture and interaction between the external machines
being monitored and the server running the ELK stack.

The setup is divided into two primary domains:

1. ELK Stack Domain: The environment where the ELK stack is deployed and operational.

2. External Domain: Consists of all external machines that require monitoring for various

data types, such as metrics and logs.

Within the ELK stack’s environment, communication between its components occurs over
localhost. Since this is a secure, internal environment, each component can directly interact with
others without additional security layers.

In contrast, communication between the external machines and the ELK server is handled via
Traefik, a reverse proxy. Traefik not only facilitates the connection but also secures it by masking

the DNS and port details from external visibility.
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The external machines utilize Beats, lightweight data shippers installed and configured through
Docker. These Beats are set up to monitor and capture logs and metrics generated by the containers
on their respective hosts, forwarding the collected data to the ELK stack for centralized analysis

and monitoring.
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Solution Implementation

5.1 Implementation Details
5.1.1 Specifications and Restrictions

When developing this solution, it’s essential to evaluate multiple critical aspects within the com-
pany’s existing environments, processes, and technologies that are already operational.

A key requirement for this project is that everything should be done using Docker and be con-
tainerized. This ensures that the solution runs consistently across different environments, whether
on a developer’s machine, in testing, or in production. These Docker containers help with deploy-
ment and make it easier to manage dependencies without conflicts.

In addition, another important requirement is the use of open-source technologies wherever
possible. This aligns with the company’s strategy of reducing licensing costs and benefiting from
community-driven innovation. Open-source tools and frameworks also provide greater flexibility
and can be customized to fit the specific needs of the project. By using open-source solutions, the
company can avoid vendor lock-in and stay adaptable to future changes.

Using Docker and open-source technologies not only supports the company’s goal of mod-
ernizing its systems and moving toward cloud-based solutions but also ensures that the project
remains cost-effective and sustainable in the long term. These requirements are mandatory and

will significantly influence the design and development processes throughout the project.

5.1.2 EIk Deployed Machine

The very first step consists in searching the web for elk-stack docker images and repositories that
could possibly be a good choice to be the starting point for the development. After some research,
the best candidate came from a GitHub Repository [36].

In this repository, the initial setup is already defined (ports,hosts, etc.) and for its usage, the
steps needed to run it already are just cloning the project, running the setup service from the
compose to define the users and groups, and then running all the compose services to start the
stack.

Once the configuration was in place, the Docker container was launched as this step was

crucial for accessing and verifying Elasticsearch locally. The local verification ensured that the

32



Chapter 5. Solution Implementation 33

environment was properly configured before proceeding with the integration of other components.

This compose includes already logstash, kibana and elasticsearch where Logstash was config-
ured to handle the processing and forwarding of logs.

Meanwhile, Kibana was set up to provide a user-friendly interface for querying and visualizing
the data stored in Elasticsearch.

The machine provided for this setup was named “dev26”, and it was where the stack was
deployed during the entire project duration.

Regarding the persistence of the information, it was essential to ensure that data generated and
stored by the ELK stack remained intact across container restarts or system reboots. By default,
Docker containers do not retain data once stopped (stateless), which posed a risk to the continuity
and reliability of the project. To mitigate this, persistent storage solutions were implemented.

In this setup, Elasticsearch was configured to use dedicated volumes to persist its indices,
metadata, and configuration files. This ensured that all ingested logs and search data were safely
stored, allowing Elasticsearch to retain its state even if the container was stopped or removed. The
persistent storage guaranteed that no data was lost, providing a reliable and stable backend for the
project.

Similarly, Logstash also uses volumes to store its pipeline configurations and any necessary
state information. This allowed it to resume log processing without reconfiguration, ensuring.

Kibana also leveraged volumes to retain dashboard settings, visualization configurations, and
user preferences, ensuring that the interface remained consistent and accessible after restarts.

By using Docker volumes, the entire stack deployed on the “dev26” machine maintained a high
level of data persistence and stability. This approach provided a resilient environment, capable of
handling interruptions or updates without risking data loss, which was crucial for the continuity

and success of the project.

5.1.3 Integration with External Machines

The next procedure was to extend the system’s capabilities by incorporating Filebeat and Met-
ricbeat for tracking and monitoring external machines and ingesting data from outside the elk
machine. Both services have their own docker-compose file and their own configuration file.

In the solution architecture, external machines are used for development and play a critical
role in the overall operation of providing information. These machines are not part of the ELK
cluster but are essential for data ingestion, processing, and monitoring tasks. They are configured
to interact with the ELK cluster, sending data to Elasticsearch for storage and analysis.

For security purposes, as explained before, all the information from outside the elk machine
that is sent is through traefik, using a specific predefined DNS both for metricbeat and filebeat.

In a first attempt, the metrics and logs from the working station where the development was
being made have been used to test, and all the information was sent directly to Elasticsearch with
no need for Logstash. Both for metrics and logs, all the information was arriving at the elk machine

and can be seen in the corresponding dashboards and Elasticsearch indexes.
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The following figure illustrates how the ELK stack components work together in the context of
log processing. On the left, an external machine hosts an application running two microservices,
which users access via an API. Both microservices, assuming they are containerized using Docker,
generate logs during their operation. These logs are collected by Filebeat, which communicates

with Traefik to transmit the data.

The main difference regarding metrics is that the connection from traefik in between different
machines is made directly to elasticsearch instead of logstash since there’s no need to filter or

rearrange the incoming metrics information.

» Microservice -@ '
T ,": .i ] ' » Traefik o ‘ ' - ¥ e

L ogstast

= Microservice '

Tracked Machine ELK

Figure 5.1: External Machine logs being tracked

The first major problem came when “dev11”, which is a development machine from TrustSys-
tems, was set to send logs and metrics to the cluster. Here for metrics everything was fine, but for
logs the information that arrived at the cluster was encoded, broken, and unreadable information.

After some research the first problem was that filebeat was reading input logs with input type
”log” that has already been deprecated and was not detecting everything that should. To address
this issue the solution that was present at the documentation was to change the input type to
“filestream” which is a new improved version.

In the other hand, the problem with the encoded and broken logs was yet happening, and after
some research through forums and documentation, the issue was that the logs that were being
generated from ”dev11” were prepared to be stored in an AWS service used by TrustSystems, so
according to that, all the generated logs were matching their encoding and file log characters, and
that came to be the main issue.

To address this problem, the use of logstash was needed, and at this point, the filebeat no longer
can send the information directly to elasticsearch to be directly indexed but rather to logstash. At
the logstash, many filters have been implemented to address this issue such as removing white
spaces, refactoring characters, and concatenating strings to form proper logs.

After all these steps, the new logs were then sent from Logstash to Elasticsearch to be indexed,
and the information was now correct to be seen and analyzed.

This process can be seen in figure 5.6 where first can be seen a log with many encoded values
and then after the logstash filters are applied, the new log with the relevant information.

These docker-compose.yml files were then deployed on external machines that needed to be
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tracked. By doing so, both Filebeat and Metricbeat were able to capture and forward relevant data
to the elk machine. To manage all external traffic and connections to the elk machine, there “s the
need to use Traefik as a reverse proxy. Traefik was configured to route requests to the appropriate
services within the elk machine, ensuring secure and efficient communication. This setup allows
to handle incoming connections from Filebeat, Metricbeat installed outside the elk network as

already explained.

5.1.4 Scaling, Security, and Performance Considerations

With the core components integrated and operational, further steps were taken to address scaling,
security, and performance concerns. As the system expanded and more machines were connected
to the cluster, the volume of data indexed daily grew exponentially. In the early stages, this rapid
data accumulation led to memory saturation issues, posing a significant challenge to system sta-
bility.

To mitigate these issues, it became imperative to implement strategies for efficient data man-
agement and resource allocation. A solution to support horizontal scaling was then necessary,
ensuring that additional resources could be integrated into the cluster to accommodate increasing
workloads. This not only improved memory handling but also optimized overall system perfor-
mance.

This solution consists of defining a policy that, after a defined value of days, closes the current

index where the information is being written to, and then creates a new one to write to.

Policy summary
This policy moves data through the following phases. Learn about timing (2

Hot phase

Hot phase  FRequired

ot tier. The hot tier provides the best indexing and search

Delete data after this phase o0 E

¥ Warm phase

Move data to the warm tier when you are still likely to search it, but infrequently need to update it. The warm tier is optimized for

search performance o dexing performance.

E3 Cold phase
arching it less often and don't need to pdate it. The cold tier Is optimized for cost

B Delete phase remove Move data into phase when: 10 days ~ od @

Delete data you no longer need

executed before the deletion of the index, This ensures that a snapshot of the deleted Index s Type and then hit “ENTER" v

S concel Show request

Figure 5.2: Policy Creation

The figure 5.2 shows in detail how this policy was created; first, it starts with a hot phase where

the information that is accessed frequently is; this phase is mandatory, there “s also the possibility
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to use the other phases (warm/cold) where data that is not frequently accessed is sent for, or it can
go to delete phase if pretended. On the figure 5.2 it is defined just the hot and delete phases.

For this project, the policies have been created using the included devTools of the stack. This
approach involved creating a roll-up after 5 days counting since the creation of the index, and after

a fixed period of 10 days, it automatically deletes the index with its data.

TimeLine Diagram

Figure 5.3: Index Management Timeline

The figure 5.3 explains this in detail in a smaller example, in day 1 there s the creation of
an index called A_1. On the second day, the same process happens at the second day but for
B_1. On the following days after the creation, the received data on the cluster will be written to
those indexes when the age of 3 days is reached that index is rolled up and closed and no more
information is written there happening in day 4 for A_1 and day 5 for B_1. When this roll-up
happens then a new index is created also and the information is written to that new place.

In general, this approach makes the information more organized in smaller indexes and easier
to retrieve and analyze.

After this, the next step is to create snapshots of the information; this ensures that our older
logs and metrics are preserved for more time as we want.

For this, we first create a repository; this serves as a storage location where snapshots of the
cluster’s data are saved. These snapshots are essential for backing up data and enable restoring it
when necessary.

There are several types of repositories that Elasticsearch supports, each designed with different
storage needs but as requested by the client the used was Filesystem Repository, where this type
of repository stores snapshots on a shared file system. It’s particularly useful for local backups.
The shared file system can be anything from a local disk to a more complex network-attached
storage (NAS) system.

To use a repository in Elasticsearch, it must first be registered with the cluster. This is done
using a PUT API call using DevTools or using the interface through Kibana, where the type of
repository is specified and the necessary configuration details are provided. Once the repository is

registered, it is now possible to create snapshots of the data. These snapshots capture the state of
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the indices at a specific point in time and can be used to restore the cluster to that state in case of

data loss or corruption.

Register repository

'repository' settings @ Shared file system repository docs

File system location Location (required)

The location must be registered in the path.repo setting on all master and data nodes

Snapshot compression
Compress snapshots
Compresses the index mapping and setting files for snapshots. Data files are not

compressed.

Chunk size Chunk size

Breaks files into smaller units when taking snapshots.

Accepts byte size units, such as 1g, 1émb , 5k ,or 19248 . Defaults to unlimited.

Max snapshot bytes per second Max snapshot bytes per second

Maximum rate for creating snapshots for each node.

Accepts byte size units, suchas 1g , 16mb , 5k ,or 1624B . Defaults to 4emb per second.

Max restore bytes per second Max restore bytes per second

Maximum snapshot restore rate for each node.

Accepts byte size units, suchas 1g , 16mb , 5k ,or 1624B . Defaults to unlimited.

Read-only )

%9 Read-only repository
Only one cluster should have write access to this repository. All other clusters should be
read-only.

< Back v Register

Figure 5.4: Repository Creation

Saving data to a repository offers several benefits such as reducing disk space usage, provid-
ing a backup for disaster recovery, and improving query performance by keeping active indices
smaller. Additionally, repositories enable long-term data retention, easy data restoration, and effi-

cient data sharing or migration between clusters.

5.2 Operational Results

The following section presents operational results obtained during the implementation of the Elas-
ticsearch and ELK stack during this project. The insights include examples of log messages,
system performance metrics, and workflow automation that demonstrate how effectively the stack
handled the data.

The following image presents a print from a dashboard displaying CPU usage metrics. The
visualization provides a clear view of CPU load trends over time. This allows for easy monitoring

and quick identification of resource bottlenecks.



Chapter 5. Solution Implementation 38

Metrics ®

CPU Usage CPU Usage

® iowait e irg

16:40 .
® nice ® softirq

Figure 5.5: CPU metrics over time

The figure 5.6 demonstrates how Logstash was used to filter incoming logs by removing un-
necessary characters and hidden ones. This allows for cleaning and transforming log data before
indexing in Elasticsearch, ensuring that only relevant and properly structured data is stored, opti-

mizing both storage space and search efficiency.

{
"original”: "\uBBe6stdout\ube1094¢¢90¢¢\unal7\uee1ad\uBeA22024/06/07 13:17:22 [ERROR] =
[updateClusterHealth] Failed to update cluster [c-m-6zxbblp9]: Internal error occurred: failed

) event S calling webhook \“rancher.cattle.io.clusters.management.cattle.io\": failed to call webhook: Post
\"https://rancher-webhook.cattle-system.svc:443/v1/webhook/mutation/clusters.management.cattle.i0?
timeout=18s\": no endpoints available for service \“rancher-

webhook \ " \u@08@\u8eee\ueeea1¢\ueeee\uboee\use 1"

"2024/06/07 13:17:22 [ERROR] [updateClusterHealth] Failed to update cluster [c-m-6zxbblp9]: Internal error occurred: failed calling
messane 5 webhook \'rancher.cattle.io.clusters.management.cattle.io\": failed to call webhook: Post \"https://rancher-webhook.cattle-
9 system.svc:443/v1 jwebhook/mutation/clusters.management cattle.io?timeout=10s\": no endpoints available for service \'rancher-
webhook\"™

Figure 5.6: Logstash filtering image

Following, we see the machine metrics collected during the operation of the ELK stack. Mon-
itoring these metrics was crucial for assessing system health and ensuring optimal performance.
It helps in identifying when the system was under heavy load or experiencing issues like memory

leaks or disk space shortages.

Overview Metadata Processes Logs Anomalies Osquery

&~ Apr 29, 2024 @ 13:51:07.249 > Apr 29, 2024 @ 14:06:07.250
CPU Usage Normalized Load Memory Usage Disk Usage
Average Average Average Average

10.5% 36.5% 61.4% 86.8%

Metadata Show all >

Showing metadata collected on Apr 29, 2024 @ 14:05:55 ®

HostIP @ Host OS version © Cloud provider @  Operating system ®
— 20.04.6 LTS (Focal Fossa)  N/A Ubuntu
Alerts ©® L[ Createrule  Showall >

Figure 5.7: Host machine metrics
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Now, regarding the alerts topic, the following result shows an example of a log message de-

tected by ElastAlert2. This alert was triggered based on a predefined rule that continuously mon-

itors incoming log data for specific patterns. The image presents a specifically defined timeframe

where the predefined value of 0.03, which corresponds to 3% of total CPU, is surpassed 6 times

and an email is sent to the respective email indicated at where the rule is defined.

o to me -

Hello,

6 CRITICAL event(s) detected in your system.

Has been detected for pcBruno a value of 0.037142857142857144 for system.cpu.total.pct that is over the defined threshold of 0.03.

Please have a look at it.

Thanks,
ElastAlert

Figure 5.8: ElastAlert2 message

Finally, the last image shows a Jira issue automatically created following a triggered alert by

elastalert. This demonstrates how the ELK stack can be integrated with other tools to automate

workflows, improving incident management. Alerts raised by ElastAlert2 were configured to trig-

ger Jira issues, making it easier to track and resolve incidents in a timely manner.

Jira  Yourworkv Projectsv Filtersv

AlertsTesting Projects / AlertsTesting

‘|

Issues Share v Exportissues v

PLANNING

Timeline

=
=
m Created v
&

ElastAlert: Create Jira Issue on ElastAlert Index
Entry - 2024-06-06 15:36 UTC

@ Attach & Addachildissue @ Linkissue v

Description

stAlert Index Entry

Figure 5.9: Created Jira issues
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5.3 Client Feedback

In collaboration with TrustSystems, feedback was gathered to evaluate the monitoring implemen-
tation using the ELK stack. This feedback provided an operational perspective on the system’s
performance, usability, and its impact on both internal workflows and end-user outcomes. The
feedback was crucial in identifying areas for improvement and further refinement, as well as vali-
dating the effectiveness of the overall solution.

Additionally, in the final chapter, I address some key questions answered by the company,
focusing on the main points of the app and its practical application. These responses helped to

understand the app’s strengths and potential areas for enhancement in real-world scenarios.

5.3.1 Overall Effectiveness

Score: 4/5

From an operational perspective, the implementation has significantly improved team man-
agement. The development team no longer has to spend excessive time tracking down issues, as
the triggers notify them immediately when something occurs. This has also contributed to cost
savings, as we no longer rely on paid tools. With faster response times, the impact on customers

is noticeable, as solutions are delivered with higher quality.

5.3.2 Filebeat & Metricbeat

Score: 5/5

One of the challenges in configuring the beats was fine-tuning the intervals at which they
send data to the server. A shorter interval negatively impacted the client machine’s performance.
However, installing the beats on a new machine is a very easy process, as it’s just a matter of

running a pre-configured Docker Compose.

5.3.3 ElastAlert2

Score: 3.5/5
If the alerts are basic and predefined by ELK, they are relatively easy to manage. However,
if more complex alerts are required, it becomes an entirely different learning curve, making the

process difficult for new users. The level of alert detail also varies, depending on what we want.

5.3.4 Impact on DevOps Workflow

Score: 4/5
It adds complexity when needed but, overall, it doesn’t add any unnecessary complexity. It’s
efficient and operates in parallel with existing workflows.

5.3.5 User Experience

Score: 3.5/5
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The user experience depends heavily on the training received. It’s not a simple tool to start
with, but the more trained the user is, the more interactive and usable it becomes. For someone
without training, it’s more complex, but since this is a tool designed for developers, it’s expected

that the user should have some basic understanding beforehand.

5.3.6 Security & Compliance

This aspect does not apply since the level of security is the same as before. Data can potentially

be intercepted in transit, but they are protected by HTTPS, as before.

5.3.7 Additional Feedback

* More training for users would be beneficial.

* The dashboard creation is not so intuitive and requires training, for someone who needs to

create a dashboard from scratch, it’s not intuitive at all.
* Integration with a cloud provider, such as AWS, to send data to the same place.

* Enhanced log understanding, including not just identifying errors but the type of error for

better filtering.

» The ability to act, not just notify. For example, being able to restart a Docker container when

it crashes, etc. (business functionality).

5.3.8 Post-Delivery Feedback

After the delivery of the project and the source code of the monitoring solution, no additional feed-
back was received from the TrustSystems regarding the current usage or adoption of the product to
the current workflow of the company. While initial feedback during the development and testing
phases was constructive and indicated alignment with the company’s requirements, after delivery,
the absence of follow-up communication makes it difficult to evaluate the solution’s long-term

impact on the company operations.

5.4 Encountered Issues

During the implementation of the ELK Stack into TrustSystems’ DevOps pipeline, several chal-
lenges arose that required careful attention and troubleshooting to ensure the system worked as
expected. Integrating tools like Filebeat, Metricbeat, and ElastAlert2 into the pipeline presented
some challenges that had to be resolved to achieve a smooth and functional monitoring setup.
One of the first major challenges was configuring Filebeat and Metricbeat to collect and for-
ward logs and metrics from various environments consistently. The diversity of services and in-
frastructure components meant that different log formats and data types were being generated,

making it difficult to standardize the data ingestion process. To address this, multiple iterations of



Chapter 5. Solution Implementation 42

configuration tuning were required. For example, we had to carefully define the input and output
configurations for Filebeat to ensure that the correct logs were captured and forwarded to Elastic-
search without missing any critical information. Similarly, adjusting the modules in Metricbeat to
accurately capture the most relevant performance metrics from different systems.

Another issue was the big volume of log and metric data being collected, especially in devel-
opment environments. As the data load increased, Elasticsearch indexing became slower, affecting
search performance and dashboard responsiveness in Kibana. This required a repository solution
to be able to store everything. I had to adjust index patterns and implement data retention policies
to avoid overloading the Elasticsearch cluster.

Integrating ElastAlert2 for real-time alerting presented its own challenges. One problem was
setting the right alert thresholds. For instance, system alerts were being triggered for minor, short-
lived fluctuations in performance that didn’t actually indicate a problem. This led to unnecessary
noise and alert fatigue. To resolve this, many rules have been tested, adjusting the thresholds and

incorporating additional logic to better filter out non-critical events.

5.5 Overview

The system demonstrated its ability to effectively handle core use cases, delivering the necessary
functionality and insights to meet operational needs. This highlighted the success of deploying the
ELK stack in addressing the organization’s primary objectives. While some minor adjustments
could have enhanced the user experience, the timing of feedback did not allow for significant
changes within the project’s scope.

Despite this, the solution proved to be stable and functional, meeting the immediate require-
ments for monitoring and logging. The deployment of the ELK stack provided the team with tools
to gain valuable insights, improve system visibility, and resolve issues efficiently.

At the time of writing, the project is still undergoing testing and has not been moved to pro-

duction. Continued evaluations will ensure the system performs as expected once deployed.






Chapter 6

Conclusion

This chapter begins by reviewing the work carried out during the course of the project, followed by
a discussion of the most significant challenges and obstacles encountered. Finally, it offers recom-
mendations for future improvements that could enhance the system and the processes developed
as part of this effort.

The primary goal of this project was to integrate and implement a new stage of automated
monitoring into TrustSystems DevOps pipeline. This monitoring phase was designed using the
ELK Stack (Elasticsearch, Logstash, and Kibana) to improve real-time system and application
performance monitoring. The monitoring system was structured into two parts: the first focused
on gathering and analyzing system and application logs to ensure performance stability, and the
second aimed at providing real-time visualization and alerting, enabling proactive issue detection
and resolution.

While the integration of these tools presented some challenges, particularly around the con-
figuration and data management, the outcomes have been highly beneficial. The automated alerts
and detailed dashboards have reduced manual monitoring efforts and helped prevent downtime,
contributing to smoother operations across the board.

Moving forward, there is still room to expand and refine the system, especially by incorporat-
ing more advanced alerting mechanisms and broader monitoring metrics. However, the foundation
laid by this project has already brought noticeable improvements to TrustSystems ability to man-
age its infrastructure and software with greater reliability.

In conclusion, this project has not only enhanced the monitoring capabilities within Trust-
Systems but has also demonstrated the value of automating key aspects of system management
in a DevOps environment. The lessons learned and the tools implemented here will continue to
support the company’s ongoing efforts to optimize its software delivery process and ensure high

performance.

6.1 Future Work

Although the integration of the ELK Stack has been a success, there are still several areas where

improvements can be made to further enhance monitoring and performance tracking within Trust-
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Systems DevOps pipeline.

One of the recommendations is to fully configure the APM (Application Performance Moni-
toring) server, which has been implemented but not yet set up. Once configured, the APM server
will provide in-depth insights into application performance, such as transaction times, error rates,
and slow queries. This enables the team to identify and resolve performance bottlenecks at the
application level. The addition of APM will give the team a more complete picture of how appli-
cations behave in real-time.

Additionally, although Metricbeat and Filebeat are already being used to collect metrics and
log data from systems, there’s potential to expand the use of other Beats agents to gather even more
detailed data. Agents like Auditbeat, which monitors system audit data, and Packetbeat, which
tracks network traffic, could provide additional layers of insight into system security and network
performance. By incorporating these Beats into the existing monitoring setup, TrustSystems could
gain more granular visibility into potential security threats and network-related issues, further
enhancing its ability to respond to incidents proactively.

Additionally, integrating the monitoring setup with a cloud provider such as AWS would allow
for centralized data management, ensuring that logs, metrics, and other operational data from
various environments can be sent to the same location.

Another potential enhancement is improving the log analysis process to not only identify errors
but also classify the type of error for more efficient filtering and troubleshooting.

Finally, there is an opportunity to extend the system’s functionality beyond notifications by
implementing automated responses to specific events. For instance, instead of merely sending
alerts when a Docker container crashes, the system could be configured to automatically attempt
a restart or execute predefined recovery actions. This would reduce manual intervention, but also
minimize downtime and improve overall system resilience, adding significant value to the business

by keeping critical services operational.






Chapter 7

Attachments

Feedback on Monitoring Implementation in DevOps Pipeline

1. Overall Effectiveness
¢ How effective is the new monitoring stage in improving pipeline performance? (1-
5 scale)
e What are the most noticeable benefits of this implementation?
2. ELK Stack (Elasticsearch, Logstash, Kibana)
¢ How user-friendly and efficient is the ELK Stack for querying and visualizing data?
(1-5 scale)
e« Anyissues with Elasticsearch performance or Kibana dashboards?
3. Filebeat & Metricbeat
+ Are Filebeat and Metricbeat collecting and delivering data effectively? (1-5 scale)
* Any challenges with configuration or reliability?
4. ElastAlert2
¢ How accurate and timely are the alerts generated by ElastAlert2? (1-5 scale)
o Anydifficulties with configuring or understanding the alerts?
5. Impact on DevOps Workflow
« Has the new monitoring stage accelerated issue detection and resolution? (1-5
scale)
« Anyimpact on pipeline efficiency or added complexity?
6. User Experience
« How satisfied are you with the overall user experience of these tools? (1-5 scale)
e Anyrecommendations for improving the user interface or usability?
7. Security & Compliance
e Anyconcerns regarding data security or privacy?
8| Additional Feedback
¢ Anyother comments or suggestions for further improvements?

Figure 7.1: Questionary
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