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1 Introduction

Hospitality mergers and acquisitions (M&A) are becoming increasingly prevalent in today's
globalized market, driven by industry consolidation and the pursuit of strategic synergies.
However, the processing of personal and commercial data by hotels, in addition to the cross-border
nature of numerous operations, introduces a unique degree of complexity to these transactions.
The absence of harmonized protocols and the simultaneous management of sensitive personal
information creates a problem that needs to be addressed by authorities for data privacy
surveillance.

The digital transformation of the hospitality sector has increased the strategic value of
customer data, making data protection not only a matter of regulatory compliance but also a core
operational imperative and a competitive differentiator. In this context, the boundaries of lawful
data disclosure have become a critical concern, especially as hotels must reconcile the need for
transparency in M&A with stringent privacy obligations under frameworks such as the General
Data Protection Regulation (GDPR) and national laws.

Despite the extensive literature on mergers and acquisitions (M&A) and on data privacy as
separate domains, there is a notable gap in academic research addressing their intersection within
the hospitality industry. This thesis addresses this gap by systematically analyzing the theoretical
and regulatory boundaries of data disclosure in hotel M&A transactions, with a particular focus on
the evolving legal landscapes of Portugal and Spain. These jurisdictions have recently
implemented significant regulatory changes (Portugal's Law 58/2019 and Spain's Royal Decree
933/2021) that exemplify the complexities and compliance burdens faced by international hotel
operators.

In this thesis, the topic will be examined in the context of pre-transaction due diligence. This
component is of the utmost importance, as it plays a pivotal role in safeguarding data and ensuring
the successful outcome of the M&A transaction. Mergers and acquisitions are complex phenomena
that require a comprehensive understanding of theoretical knowledge. For investigation purposes,
I will assume that the transactions in question are common and general, necessitating a detailed
analysis of each specific situation.

The primary objective of this research is to delineate the legitimate limits of data disclosure

in hotel M&A transactions, identifying both the legal principles and the practical mechanisms that



govern information exchange. The central research question guiding this study is: What are the
limits of data disclosure in hotel M&A transactions under EU, Portuguese, and Spanish law?

In order to address the topic, the thesis employs a multidisciplinary approach, integrating legal
analysis, economic theory, and insights from the field of hospitality management. The structure of
the thesis is as follows: first, it reviews the relevant legal frameworks and theoretical foundations;
second, it examines the specific categories of protected hotel data and their disclosure thresholds;
third, it analyzes the practical implementation of disclosure limitations in M&A processes; and
finally, it offers recommendations for the further research or applications.

By clarifying the limits of data disclosure in hotel M&A transactions, this thesis aims to
contribute both to academic doctrine and to the development of effective compliance strategies for
practitioners. The findings are intended to inform future regulatory developments and to support
the sustainable growth of the hospitality sector in an increasingly data-driven and regulated

environment.

2 Theoretical Framework: Data Privacy in M&A

2.1 Origins of Data Privacy Protection

Privacy rights are a concept that has emerged from philosophical debates concerning
individual autonomy and transparency. In 1890, Warren and Brandeis articulated the "right to be
let alone" in their article; establishing a legal precedent that would serve as a safeguard against the
encroachment of intrusive technologies.? Sweden was the first nation to establish a legal response
to systemic data governance challenges. The Swedish Data Act of 1973 was instrumental in
achieving this objective. The act established the principles of data protection, which have served
as a foundation for subsequent developments in this field.3

By the 1980s, the European Union's legal framework was facing significant challenges from
the rapidly expanding market of the United States. In 1981, the Council of Europe Convention 108
established a set of regulations pertaining to the cross-border transfer of data*. The concepts of

personal data processing and legitimate interest were introduced to define the principles of purpose

2 WARREN AND BRANDEIS, 1890. About the authors, these two scholars, representing the United States, have
emerged to trace the growth of data protection law, focusing on developing the topic until its codification.

3 FREESE, 1978.

4 INTERNATIONAL NETWORK OF PRIVACY LAW PROFESSIONALS, 2018.



limitation and data minimization during the publication of the Data Protection Directive
95/46/EC°.

The constitutions of each member state of the European Union include provisions for the
recognition of data protection rights and the establishment of national data protection authorities.
The purpose of these provisions is to enhance the accuracy and promulgation of data protection
legislation®. In May of 2019, the General Data Protection Regulation (GDPR) was implemented,
resulting in the refinement of pertinent concepts and the establishment of a unified enforcement
framework.

Despite the presence of certain deficiencies and ambiguities within the judicial system, EU
rules have proven beneficial in addressing challenges related to emerging technologies. However,
the continuous growth of innovation necessitates the ongoing formulation of guidelines for the

practice of law.

2.2 The Legal Theory of Data Protection as a Fundamental Right

The conceptualization of data protection as a fundamental right signifies a substantial
evolution in legal theory, particularly within the European context. This elevation carries profound
implications for M&A transactions, where the handling of personal data must now be regarded not
merely as a matter of regulatory compliance, but as a matter of fundamental rights protection.

The Lisbon Treaty's of 2009, signified a pivotal moment in the realm of data protection; the
treaty established data protection as a fundamental right within the EU legal order, together with
the right to privacy.’

The European Union has explicitly recognized the protection of personal data as a
fundamental right, distinct from the traditional right to privacy. Article 8(1) of the Charter of
Fundamental Rights of the European Union (CFREU) expressly guarantees the right to the
protection of personal data concerning any individual.® This separation is significant because it
establishes data protection as an independent right that merits constitutional level protection, rather

than simply as a subset of privacy concerns.

5 (1995) Directive 95/46/EC, on the protection of individuals with regard to the processing of personal data and on
the free movement of such data. Final 2018.

¢ ERDOS, 2019: 35-54.

7TZANOU, 2013: 88-99.

8 (2000) Charter of Fundamental Rights of the European Union (2000/C 364/01): Article 8.



This classification is predicated on the recognition that contemporary data processing
engenders unique risks that may not be adequately addressed by traditional privacy frameworks.
Jurists position on this issue is that data protection has become detached from the right to privacy
in EU legislation and has been designated a fundamental right.’

The German Constitutional Court's influential decision on informational self-determination
has significantly shaped this theoretical approach, establishing that individuals should maintain
control over the disclosure and use of their personal data.!” This right is based on constitutional
protections of human dignity and personality rights, and requires clearly defined conditions of
processing to ensure that individuals are not reduced to mere objects of information in an era of
automated data collection and processing.'!

The EU General Data Protection Regulation (GDPR) operationalizes this fundamental right
through a comprehensive system of principles, rights, and obligations that significantly impact
M&A transactions. Data protection is emerging as a fundamental right that specifically addresses

the power imbalances created by modern data processing technologies.!?

2.3 Data Privacy as a Non-Price Competition Parameter

A non-price competition parameter is any factor, other than price, that a company uses to
attract customers and gain an advantage over other companies in the market. In markets where
there is imperfect competition, these factors are very important. In these markets, companies try
to stand out from their competition by offering something other than low prices. '3

Beyond its status as a fundamental right, data privacy has increasingly been recognized as a
significant non-price parameter of competition. The notion of privacy as a competitive parameter
challenges traditional economic models that prioritize price effects. As marketplaces continue to
evolve, particularly in the digital sector, a growing consensus has emerged that the level of privacy
protection and the deployment of Privacy Enhancing Technologies (PETs) could become subject

to competition from private companies. This perspective does not conceptualize privacy

9 About this topic, LEENES ET AL., 2017.

10 The 1983 Census Judgment, also referred to as the "Volkszdhlungsurteil," is widely recognized as a pivotal ruling
by the German Federal Constitutional Court. This judgment significantly influenced the theoretical framework of
informational self-determination, thereby establishing a foundation for the subsequent development of related
concepts and practices.

11" TZANOU, 2019, 88-99.

12RODOTA, 2009: 77.

18 SACHA, 2021.



exclusively as a regulatory constraint; rather, it is regarded as a quality dimension of products and
services that firms can leverage for competitive advantage.'*

“The European Commission acknowledges that data privacy constitutes a key parameter of
non-price competition in the market for consumer communications [...].”!> This recognition has
profound implications for our understanding of privacy in competitive markets, positioning it as a
potential quality dimension that consumers value and that companies can strategically enhance.
The implications are significant for M&A transactions in the hospitality industry. If privacy
practices represent a competitive advantage, then the acquisition of companies with strong privacy
governance might command premium valuations. Conversely, privacy deficiencies identified
during due diligence might justify price reductions or specific contractual protections.'®

The European Commission's acknowledgement of data privacy as a non-price competition
parameter is evident in its merger control decisions, particularly in the Microsoft/LinkedIn case.!’
The Commission has made it clear that privacy standards are a key parameter of competition for
professional social networks, impacting user choice and service quality.!® This aligns with the
broader EU framework, where privacy is increasingly recognized as a quality dimension in digital
market assessments. '’

The OECD further reinforces this theoretical perspective, noting that: "when consumers
and users are also data subjects, and data play a pivotal role in platforms' market power, data
privacy could become a relevant non-price parameter of competition, whether as a dimension of
quality or of choice."?® This observation is particularly relevant to the hotel industry, where guest
data has become a central competitive asset.

In M&A contexts, this theoretical framework also creates tensions. While full information
disclosure during due diligence may be required to accurately assess the value of privacy related
competitive advantages, such disclosure can potentially compromise the very privacy protections

that are essential to those advantages.

14 ESAYAS, 2018.

15 Ibidem.

16 EUROPEAN COMMISSION, 2024. Directorate General for Competition; Protecting Competition in a Changing
World. 34.

17 EUROPEAN COMMISSION, 2016. Case n. M.8124 — Microsoft v. LinkedIn.

18 EUROPEAN COMMISSION, 2024. Directorate General for Competition., Non-Price Competition.

19 EUROPEAN DATA PROTECTION BOARD, 2025. Position paper on Interplay between data protection and
competition law.

20 OECD, 2025. The Intersection between Competition and Data Privacy, 12.



2.4 The Economic Value of Data Assets in Hotel Acquisitions

The economic theory of data valuation provides another crucial dimension for understanding
disclosure limitations in hotel M&A transactions. As data has emerged as a strategic asset class,
theoretical frameworks are essential for quantifying its economic value so that disclosure
boundaries can be appropriately determined.

In the hotel industry, data analytics has become a critical tool for making informed decisions,
identifying synergies, and maximizing the value of strategic transactions. This transformation
positions data not merely as an operational tool but as a core asset driving acquisition value.
Therefore, economic theory of data valuation must account for both historical performance metrics
and predictive future value generated through analytics.?!

Data's economic value in hotel acquisitions spans multiple dimensions. It provides critical
insights for due diligence and accurate valuation of hotel properties, through the analysis of
financial statements, occupancy rates, average daily rates (ADR), revenue per available room
(RevPAR), and other key performance indicators.?? Additionally, data facilitates the identification
of synergies and integration opportunities; it enables guest experience optimization through the
analysis of guest data and preferences.?’

This multifaceted economic value presents a theoretical challenge for disclosure limitations.
If data represents a significant portion of a target hotel's value, then restrictive disclosure could
impede accurate valuation. However, if that same data includes protected personal information,
then comprehensive disclosure might violate data protection principles. This tension demands
theoretical frameworks for distinguishing between essential and non-essential data for transaction
purposes.?*

Economic theory also recognizes data's role in creating sustainable competitive advantage.
The application of data-driven insights is instrumental in enabling stakeholders to make informed
decisions, maintain a competitive edge in the market, and adapt to evolving customer

preferences.?’ This forward-thinking value may be difficult to measure during the due diligence

2 Y ANG, 2025.

22 KM, 2020.

23 ARTEAGA & ROSSELLO, 2012.

24 OECD, 2011. Information Exchanges between Competitors under Competition Law.
25 K1M, 2020.

10



process, potentially requiring the provision of more extensive historical data to facilitate predictive
modeling.?

Following the collection of pertinent information, the buyer is able to accurately assess the
transaction. The disclosure of information during the pre-transaction phase is advantageous when
considering economic factors and transaction decisions. Such transparency ensures a fair deal that
aligns with the buyer's economic objectives.

Furthermore, the economic theory of hotel data valuation must acknowledge distinct data
categories with varying economic utility and disclosure sensitivities. Guest preference data may
offer significant operational insights without necessarily containing highly sensitive personal
information, while payment data might present substantial compliance risks with limited

incremental valuation insights.

2.5 Conflict Between Disclosure Needs and Data Protection Obligations

Theoretically, there is a tension between disclosure requirements in M&A transactions and
data protection obligations. This tension represents a central challenge and requires careful
theoretical analysis. This conflict is evident throughout the transaction process, from preliminary
discussions through due diligence and into post-acquisition integration.

The fundamental reason for this theoretical conflict is that M&A transactions are "based on
a demanding, challenging, and complex negotiation process, dynamic and phased over time,
characterized by its uncertainty.”?’ The pre-contractual phase is marked by an information
asymmetry between the buyer and the seller. This creates a need for extensive disclosure to reduce
uncertainty and allocate risk appropriately. However, data protection obligations may impose
significant restrictions on such disclosure.?®

The GDPR's impact on M&A disclosure is significant. Its substantial penalty risk creates
strong incentives to limit data disclosure, which could potentially conflict with the thorough
information exchange traditionally expected in M&A transactions?’.

One potential solution to this issue would be to implement structural limitations on data

access. The data room concept serves as a primary mechanism for controlled disclosure, with

26 PINHO, 2024.

27 RAMA DOS SANTOS, 2024: 2.
28 Tbidem.

29 CMS LAW, 2020.
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variations including standard data room protocols for hotels and the black box data room
approach.’® These structural limitations are designed to balance the buyer's legitimate need for
information with legal restrictions on data transfers.

Another theoretical solution is phased disclosure strategies, which allow for gradually
increasing access to sensitive information as the transaction progresses and additional safeguards
are implemented.3! This approach is consistent with the understanding that M&A negotiations are
characterized by a demanding, challenging, and complex negotiation process that is dynamic and
phased over time.

Furthermore, the theoretical framework must account for appropriate anonymization and
redaction requirements as potential compromise solutions. By removing personal identifiers while
preserving aggregated insights, these techniques may satisfy both disclosure needs and data
protection obligations in certain contexts.>?

To illustrate, in the event that a seller possesses 20,000 marketing emails and 3,800 loyalty
program members, the value of the data remains anonymous and is not subject to data protection
regulations. Consequently, the buyer could access the data without restrictions regarding direct
data protection. The determination of whether to disclose information is a subjective matter that is
contingent upon the parties involved. However, it can be argued that this decision is influenced by
compliance measures.

It is also essential to distinguish between disclosure limitations arising from legal obligations
and those stemming from commercial confidentiality concerns; this reflects a major difference.
While both may restrict information sharing, they operate under different theoretical frameworks

and may justify different types of disclosure limitations.

3 Regulatory Landscape Establishing Disclosure Limits

The hospitality industry functions within a multifaceted regulatory framework that establishes
boundaries for information disclosure and data sharing. These regulations profoundly affect the
operational protocols of hotels, particularly in cross-border contexts where multiple legal

jurisdictions intersect. The increasing digitization of guest information and the global nature of

30 KUMMER, 2007.
31 CUNHA, 2016.
32 STAM & KLEINER, 2020.
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hotel chains necessitate an inmense understanding of these regulatory landscapes to ensure
compliance, protect guest privacy, and facilitate legitimate business transactions.

This chapter examines the multifaceted regulatory environment that establishes disclosure
limits in the hospitality industry. It focuses on Portugal and Spain’s frameworks, industry-specific
regulations, and the jurisdictional conflicts that emerge in cross-border hotel mergers and
acquisitions.

The analysis indicates that while regulatory frameworks are designed to safeguard personal
data, they also generate substantial compliance challenges for hotel operators engaged in

international business activities.

3.1 European Union Framework: GDPR as a Limit to Information Exchange

The General Data Protection Regulation, which was implemented on May 25, 2018, is
regarded as the most comprehensive data protection framework globally. It establishes significant
limits on information exchange within the hospitality sector. This regulation fundamentally altered
the manner in which hotels collect, process, store, and share personal data of European Union
citizens, irrespective of the hotel's physical location. The GDPR predicated on several core
principles that directly impact information exchange in the hospitality context. These core
principles include purpose limitation, data minimization, and restrictions on cross-border data
transfers®3.

The purpose limitation principle, delineated in Article 5(1)(b) of the GDPR, stipulates that
personal data must be "collected for specified, explicit, and legitimate purposes and not further
processed in a manner that is incompatible with those purposes.”* For the hospitality industry,
this signifies that guest data collected for the purpose of facilitating reservations cannot
subsequently be utilized for unrelated marketing initiatives without a legitimate legal basis or
explicit consent from the guest.

This principle imposes substantial restrictions on the free flow of information within hotel
operations and between business partners, as each data transfer must be justified by the original
purpose or obtain new consent. The regulation unequivocally prohibits the repurposing of data

without appropriate justification; hotels are prohibited from disseminating guest data to external

33 INFORMATION COMMISSIONER OFFICE (ICQ), 2018. “Guide to the General Data Protection Regulation”
3 GDPR (2016). Art 5(1)(b).
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partners absent either an alignment with the original purpose or the satisfaction of additional
stringent criteria.’

Moreover, the data minimization principle articulated in Article 5(1)(c) stipulates that
personal data must be "adequate, relevant, and limited to what is necessary in relation to the
purposes for which they are processed.”® In practical terms, this necessitates that hotels ascertain
the minimum amount of personal data required to fulfill their operational purposes and prohibits
the collection of excessive information.

It is important for hotels to regularly check their data processing operations to make sure
they only keep information that is directly related to their business, and get rid of any extra data.
This law restricts how much and what kind of information can be shared in the hospitality industry.

The GDPR establishes stringent criteria for the transfer of personal data beyond the
European Economic Area (EEA), thereby imposing significant impediments to the exchange of
information for international hotel chains. Article 44 of the GDPR delineates the criteria under
which the transfer of personal data to a third country or international organization is permissible®’.

These criteria include the existence of adequacy decisions, the implementation of
appropriate safeguards, or the receipt of explicit consent from the data subject?®. These provisions
directly impact cross-border hotel operations, necessitating the implementation of complex legal
mechanisms to facilitate necessary data transfers while maintaining compliance.

Hotels are obligated to comply with these requirements when disseminating guest
information across different jurisdictions or when employing global reservation systems and

customer relationship management platforms.
3.2 Comparative Analysis of Regional Disclosure Limitations

3.2.1 Portugal’s Approach to Data Disclosure Boundaries

Portugal has adopted a unique approach to data privacy through Law 58/2019 of August 8,
which ensures the execution of the General Data Protection Regulation within the Portuguese

jurisdiction while introducing additional national provisions®°. The Portuguese legal framework

33 ISSAOUI ETAL., 2023.

36 GDPR (2016). Art 5(1)(c).

37 GDPR. Article 44.

3% OLDANI, 2020.

3 PORTUGAL: Lei n.° 58/2019, de 8 de agosto.
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incorporates a series of country-specific obligations that impose further restrictions on the
disclosure of information within the hospitality sector.

Most notably, Portugal has established more stringent requirements concerning the
processing of health and genetic data. The law mandates that entities access such data exclusively
by electronic means, except where technically unfeasible or when the data subject explicitly
requests otherwise.*® Moreover, the law prohibits the subsequent transmission of health and
genetic data, thereby creating a substantial impediment to the flow of information for hotels that
may collect health-related information from guests for accommodation purposes or specialized
services.*!

The Portuguese regulatory framework imposes additional obligations on Data Protection
Officers (DPOs) within the context of hotel operations. In addition to the requirements established
by the GDPR, Portuguese law stipulates that DPOs must "ensure that both periodic and
unscheduled audits are carried out" and “ensure that users are informed of the significance of
promptly identifying security incidents and the imperative to notify the security officer without
delay.”*?

The growth of these responsibilities has led to the creation of stronger ways to oversee data
processing activities in Portuguese hotels. These mechanisms effectively limit opportunistic or
unplanned information disclosure through enhanced vigilance and accountability structures.

A distinguishing feature of Portugal's approach pertains to its enforcement mechanisms.
The Portuguese Data Protection Authority (Comissdo Nacional de Protecdo de Dados or CNPD)
has been explicitly appointed as the supervisory authority through Law 58/2019*3. The CNPD
wields considerable authority in the duty of monitoring compliance and the imposition of sanctions
for violations; thereby offering a compelling incentive for hotels operating within Portugal to
exercise stringent oversight with regard to information disclosure practices. However, it is
noteworthy that the CNPD has issued Decision 494/2019, which states that specific provisions of
Law 58/2019 will not be implemented due to their potential incompatibility with the GDPR.

According to Portuguese law, there are clear rules about collecting personal data from hotel

guests for law enforcement purposes. According to the rules of the Convention Implementing the

40 PORTUGAL: Decree-Law 80/2017. Article 26.

4l Ibidem. Article 17.

4“2 PORTUGAL: Lei n.° 58/2019, de 8 de agosto. Article 11. [Unofficial translation from original (Portuguese)].
43 PORTUGAL: Lei n.° 58/2019, de 8 de agosto. Article 3.
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Schengen Agreement, hotels and other places of hospitality have to collect certain personal
information from guests and make this information available to the relevant authorities if it's
needed to prevent a threat or to conduct a criminal investigation.**

However, when such personal data is communicated, Portuguese authorities must ensure a
certain level of data protection in line with established principles, creating a balanced approach
that allows necessary information sharing while maintaining appropriate safeguards.*’ This dual
purpose framework engenders an environment in which hotels must concurrently fulfill their

obligations to law enforcement and protect the privacy rights of their guests.

3.2.2 Spain’s Limits on Information Sharing

Spain has implemented particularly stringent regulations on information sharing in the
hospitality sector, establishing one of the most restrictive frameworks within the European Union.
The implementation of Royal Decree 933/2021, effective from December 2, 2023, has
dramatically expanded the data collection and reporting requirements for hotels, creating
significant new disclosure obligations that restrict the free flow of information by channeling it
through regulated pathways.*®

According to the provisions of this decree, hotels operating within Spain are obligated to
collect and submit an extensive array of personal data from guests, including payment details,
residential addresses, telephone numbers, email addresses, and familial relationship information.*’
This information is to be submitted to the relevant Spanish security forces through a designated
platform within 24 hours of collection. Failure to comply with this directive may result in financial
penalties.

The recently implemented system necessitates that business entities register with the SES
HOSPEDAJES platform, which has been in existence since 2022.*® For tourists and residents of
Spain, this entails furnishing additional personal information during their stay, including phone
numbers, email addresses, and details regarding their travel companions. The hospitality industry
is concerned about the potential repercussions on guest satisfaction. The implementation of these

additional measures may result in prolonged wait times at check-in counters.

4 GESLEY, 2019.

4 CANTO MONIZ, 2020.

46 SPAIN: Royal Decree 933/2021.
47 Ibidem. Annex 1.

48 KLEIDERMAN, 2024.
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The Spanish Data Protection Agency (AEPD) has provided specific guidance on maximum
storage periods through several consultation responses. In December 2020, the AEPD emphasized
that storage periods must be determined based on the accountability principle, with the data
controller bearing responsibility for establishing appropriate retention timeframes.*

The Spanish regulatory approach signifies a substantial departure from conventional data
protection frameworks, as it stipulates extensive data sharing with governmental authorities while
concurrently imposing restrictions on the utilization of this very information for other objectives.

Hotels are obligated to collect and report over 40 pieces of information for accommodation
bookings, which significantly exceeds the data collection requirements in other European
jurisdictions.’® This results in a scenario where hotels are compelled to collect and disclose
significant guest information to authorities; yet, they are subject to substantial restrictions on the
utilization of this data for their own business purposes under GDPR provisions. The Spanish
Confederation of Hotels and Tourist Accommodation (CEHAT) has articulated a pronounced
disapproval of these stipulations, citing concerns regarding data aggregation, storage, privacy
implications, and the possibility of operational burdens.>!

Spain's regulatory framework has been the subject of scrutiny, as it has the potential to
conflict with the broader European data protection principles that have been established. Critics
contend that the comprehensive data collection mandated by Royal Decree 933/2021 may be
excessive and disproportionate to the stated objectives of enhancing public safety and combating
terrorism and organized crime>?.

The need to collect and retain sensitive information, such as credit card details, has raised
specific concerns, as European data protection agencies generally prohibit such practices. These
tensions highlight the complex relationship between national security interests and privacy
protection, creating significant compliance challenges for hotels operating within Spain.

The implementation of these regulations has generated operational concerns within the
Spanish hospitality industry, with fears of increased administrative burdens, longer check-in times,

and potential damage to the guest experience. CEHAT has explored the legal recourse available to

4 AEPD (SPAIN) - PS/00078/2021.
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challenge the decree, citing a paucity of dialogue with the government and potential conflicts with
the European Union's General Data Protection Regulation.>

This regulatory conflict shows the challenges that come up when national security goals
meet international data protection rules. This creates a complicated compliance landscape for
hotels operating in Spain and might affect how information flows between international hotel

chains that have properties in the Spanish market.

3.2.3 International Frameworks Affecting Cross-Border Hotel Transactions

Cross-border hotel transactions operate within a complex landscape of international
frameworks that establish varied disclosure limitations across jurisdictions. The Financial Stability
Board (FSB) has identified the transfer of data across borders as being essential to the functioning
of cross-border payment systems.

These systems are crucial for hotel transactions involving international guests or
multinational operators. However, these data transfers are subject to a range of data frameworks
that vary significantly between jurisdictions, creating friction in cross-border information
exchanges®*. These frameworks address a variety of aspects of data governance, including
conditions for cross-border transfers, data storage requirements, security protocols, and technical
standards that affect information sharing in hotel operations™.

International hotel chains must navigate significant variations in data privacy approaches
across regions. The European Union's General Data Protection Regulation (GDPR), California's
Consumer Privacy Act (CCPA), and China's Personal Information Protection Law (PIPL)
constitute distinct regulatory frameworks, each with its own distinct requirements for data
collection, processing, and transfer®.

These disparities engender compliance challenges for hotels with global footprints, as
evidenced by a case adjudicated by the Guangzhou Internet Court®’. The case involved an
international hotel group accused of unlawfully transferring personal data to various overseas

entities during a hotel reservation process. The court determined that while the transfer of data to

53 Ibidem.

3 FINANCIAL STABILITY BOARD (FSB), 2024. “Recommendations to Promote Alignment and Interoperability
Across Data Frameworks Related to Cross-border Payments”
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the hotel in Myanmar for reservation purposes and to an entity in France managing the central
reservation system was lawful as necessary for contractual performance, the transfer of personal
data to other overseas entities for marketing purposes without separate consent was unlawful®.
This case exemplifies the intricate interpretations of necessity and consent that hotels must
deliberate when disseminating information across international borders.

The regulatory environment for short-term accommodation rentals has become
increasingly intricate following the implementation of the European Union Regulation on data
collection and dissemination for short-term accommodation rentals, encompassing data-sharing
provisions®. This regulatory framework stipulates that platforms must submit monthly reports to
local authorities, encompassing details such as the rental's location, its classification, and the
personal information of guests.

The regulation's objective is to harmonize and streamline the framework for data
generation and sharing across the EU by establishing national “single digital entry points” for data
transmission between online platforms and public authorities®®. This results in the establishment
of an additional layer of disclosure requirements that affect hotel operators engaged in short-term
rental activities. Consequently, new pathways for mandatory information sharing are created while
restricting other forms of data exchange.

International frameworks also address the technical aspects of data exchange in cross-border
transactions. Numerous authorities have underscored the merits of interoperable data principles
and standards, emphasizing their potential to enhance data portability and facilitate cross-border
data flows®!.

The implementation of standardized messaging formats, notably ISO 20022, has been
identified as a beneficial strategy for facilitating necessary information exchange while
maintaining appropriate safeguards®?. These technical standards aim to reduce payment rejections
and allow for payment traceability, addressing some of the friction points in cross-border hotel

transactions while operating within the boundaries established by data protection regulations®?.
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3.3 Industry-Specific Regulations Affecting Hotel Data

Hotels are particularly vulnerable to data protection concerns as they handle vast amounts
of personal information daily, including guest names, payment details, passport information, and
sometimes sensitive data such as dietary preferences or health requirements®. This strategic
positioning places hotels under the scrutiny of various data protection laws, necessitating specific
industry adaptations to ensure compliance while maintaining operational efficiency.®

Industry-specific regulations often address the unique ways hotels collect and process guest
data. Hotels obtain high volumes of personal data from multiple sources, including third-party
booking systems, corporate websites, direct reservations, and walk-in guests. This multi-channel
data acquisition process creates complex compliance requirements, as hotels must ensure
appropriate data collection practices across all touchpoints . The high rate of employee turnover
and the use of independent contractors in the hotel industry further complicate data handling
protocols, requiring robust training and governance structures to maintain compliance. Some
hotels also operate CCTV systems and conduct customer profiling activities, which adds further
layers of regulatory considerations specific to the hospitality context ©7.

The hospitality industry has its own set of challenges when it comes to marketing and
managing customer relationships. Hotels often use direct marketing, loyalty programs, and
personalized service offerings that rely on guest data. Regulations establish specific boundaries for
these activities. They require explicit consent for marketing communications and establish rules
for the operation of loyalty programs. For example, hotels must get permission to send marketing
messages, offers, or promotions, and they must let customers limit how their data is used for these
purposes. These industry-specific uses of general regulatory ideas create a specialized compliance
landscape that hotels must navigate to balance personalized service delivery with privacy
protection.

The 2016 ruling in the Marriott-Starwood case is regarded as a seminal piece of legal
doctrine, providing a foundational understanding of the risks and limitations of data privacy in the

hospitality sector. The acquisition revealed systemic failures in Starwood's cybersecurity from
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2014 onward, resulting in the compromise of personal data, including passport numbers and
payment details, of approximately 500 million guests. Following the acquisition, Marriott was
confronted with a substantial financial obligation, amounting to a fine of 99 million pounds and
remediation costs that exceeded 700 million pounds. This case underscores the necessity of pre-
merger and acquisition audits of information technology systems and the appropriate service level
agreements to avert data breaches.®

Industry associations have created special instructions to help hotels put in place the right
technical and organizational steps. These instructions are based on the specific way hospitality
businesses operate. This includes recommendations for handling a high number of payment card
transactions, managing long-term data storage, and implementing appropriate data security

measures across multiple customer touchpoints.

3.4 Jurisdictional Conflicts in Cross-Border Hotel M& A

Cross-border mergers and acquisitions in the hotel industry present distinctive jurisdictional
challenges related to data disclosure and regulatory compliance. Given the international nature of
many hotel operations, M&A transactions frequently involve the transfer of substantial amounts
of personal data across different legal jurisdictions, each with its own regulatory framework.®

These jurisdictional variations introduce significant complications in the processes of
mergers and acquisitions due diligence, transaction structuring, and post-acquisition integration.
The acquiring company must assess and mitigate the risks associated with differing data protection
regimes. The disparities in regulatory frameworks across jurisdictions engender an inequitable
environment, wherein businesses encounter divergent levels of compliance obligations and legal
ambiguity contingent on the involved territories within a transaction.”

In the context of cross-border hotel M&A, due diligence processes must address the target
company's compliance with multiple data protection regimes. Conducting thorough due diligence
is critical in any M&A transaction, but it becomes even more crucial in a cross-border context,

where different legal systems, business practices, and cultural nuances intersect 7',
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A comprehensive legal due diligence evaluation encompasses a meticulous assessment of
the target's contractual agreements, historical litigation records, adherence to local data protection
legislation, and intellectual property rights pertaining to customer data and hotel management
systems. A particularly salient case that exemplifies these risks involved a global hotel chain in
Turkey. In this instance, the Turkish Constitutional Court adjudicated a case concerning
administrative fines imposed by the Data Protection Authority for a data breach affecting 500
million customers' personal data’. The hotel chain contested the fine, arguing that the breaches
occurred before its acquisition of the company and during the previous owner's tenure’>.

Following the completion of a merger or acquisition, the integration process is complicated
by the need to maintain compliance with multiple regulatory frameworks simultaneously,
particularly when the transaction involves properties or operations in different jurisdictions’.
These determinations have a substantial impact on the manner in which guest data can be collected,
processed, and shared across the newly integrated organization.

In the context of mergers and acquisitions deals, common transfer safeguard options include
adequacy decisions recognizing equivalent protection in the destination country or the
implementation of Standard Contractual Clauses (SCCs) between the entities involved. These
requirements introduce a degree of complexity to the processes of deal structuring and execution,
with the potential to affect both transaction timelines and the planning of integrations.”

Given the complexity and scope of privacy laws applicable to hotels, proprietors must
meticulously tailor covenants and indemnities to explicitly delineate risk allocation between the
parties. Furthermore, an increasing number of parties to hotel management agreements are
incorporating provisions for adequate cyber liability insurance. This insurance provides coverage
for a wide range of potential costs associated with data breaches, extending beyond direct financial
losses. These costs may include legal fees, regulatory fines, guest compensation, and expenses

related to reputational management’s.

72 CONSTITUTIONAL COURT OF TURKEY (2020/7518).
3 YURTSEVER, 2024.

74 CALIKOGLU ET AL, 2020.

S ILAN ET AL, 2016.

76 TENE ET AL, 2024.

22



3.5 Summary of the Chapter

The regulatory framework that establishes disclosure limits in the hospitality industry is
multifaceted, significantly impacting information exchange in hotel operations and cross-border
transactions. GDPR serves as a foundational pillar, establishing comprehensive principles that
restrict how personal data can be collected, processed, and shared within the hospitality context.
Regional variations, as evidenced by Portugal's additional requirements for health data and Spain's
extensive data collection mandates for security purposes, further complicate compliance efforts
for international hotel operators. The use of different regulatory methods creates a complicated
environment, which forces hotels to follow many different rules about information disclosure at
the same time. These rules can sometimes be inconsistent.

The unique characteristics of the hospitality sector requires the adaptation of broader data
protection principles to meet specific industry needs. It is the responsibility of hotels to implement
effective governance frameworks that address these unique operational features while maintaining
compliance with applicable regulations. The challenges associated with cross-border M&A
transactions are particularly noticeable because of differences in regulations between countries.
These conflicts can make it hard to do the necessary research, transaction structuring, and post-
acquisition integration.

The evolving nature of data protection regulations, evidenced by recent developments such
as Spain's Royal Decree 933/2021 and the EU Regulation on short-term accommodation rentals,
suggests that the regulatory landscape will continue to shift, requiring ongoing adaptation by hotel
operators.

It is imperative that future research explore emerging regulatory trends, particularly
concerning the development of international frameworks that may harmonize data protection
approaches across jurisdictions. Furthermore, additional investigation into effective compliance
strategies for multinational hotel chains operating across diverse regulatory environments would

provide valuable insights for industry practitioners navigating this complex topic.

4 Pre-Contractual Data Disclosure Duties and Limits

It is important to understand that pre-contractual transactions create different concerns about

guest data, loyalty program information, and proprietary operational systems that may not be
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present in other industries. The hospitality sector relies on personal data, which creates challenges
during the due diligence process. This is because the sector must balance transparency and the
legal protection of sensitive information.

From a theoretical perspective, the disclosure of information in M&A transactions serves to
reduce the information gap between the parties involved in the transaction. However, it should be
noted that this disclosure obligation is not absolute. While these measures have the potential to
mitigate information asymmetry in specific domains, they may also impede the generation of
private information and reduce opportunities for risk-sharing.”” This theoretical tension serves as
the foundation for the legal frameworks governing disclosure obligations across different legal
jurisdictions.

The European regulatory landscape regarding disclosure obligations in M&A transactions
reflects this tension, with varying approaches across member states despite efforts toward
harmonization.”® The considerable variation in disclosure requirements across EU member states
gives rise to regulatory challenges for cross-border transactions, particularly in sectors such as
hospitality, where operations frequently extend across multiple jurisdictions.

According to Portuguese legislation, there is no general statutory duty of information
explicitly imposed upon sellers in M&A transactions. However, Portuguese legal doctrine has
evolved to adopt a more nuanced approach through the interpretation of the Civil Code.
Specifically, Articles 227 and 762, paragraph 2 of the Portuguese Civil Code have been interpreted
to establish that "sellers should act in good faith prior to the conclusion of the transaction and
certain information should be disclosed."”

Portuguese jurisprudence further stipulates that all information disclosed must be "correct,
clear, and true; otherwise, sellers may ultimately be held liable for damages."® The scope of this
disclosure obligation is determined by various factors, including the specific contract to be
concluded, the target's structure and activity, and other considerations, such as its risk. In practice,

this necessitates that sellers disclose any impediments that could impede transaction completion,

77 GENCHEVA & DAVIDAVICIENE, 2016.
78 RIMARCHI & STROPPA, 2020: 39.

7 BATISTA ET AL, 2024.

80 Thidem.

24



circumstances that could affect long-term profitability, or any other information deemed essential
to the buyer's acquisition decision.?!

In the context of transactions involving public companies in Portugal, there exists a particular
set of additional disclosure requirements that must be observed. The Portuguese Securities Code
stipulates that "information concerning a prospective deal must be immediately disclosed as soon
as the target company becomes aware of the commencement of any negotiations or their likely
commencement."8? However, disclosure may be temporarily withheld if its release could
potentially hinder legitimate interests or mislead investors, provided that confidentiality is
maintained.

The Spanish legal system imposes more explicit obligations regarding pre-contractual
disclosure in mergers and acquisitions transactions. Even in the absence of formal preliminary
agreements, Spanish law establishes that "the parties have the obligation to negotiate in conformity
with fair and honest conduct, and to act with loyalty."* This fundamental principle of good faith
in pre-contractual negotiations establishes a fundamental duty of information disclosure.

The regulatory framework governing M&A transactions in Spain includes several key
legislative instruments that influence disclosure obligations. The Spanish Companies Act (Ley de
Sociedades de Capital) establishes the overarching corporate governance framework, while the
Securities Market Act (Ley del Mercado de Valores) stipulates specific disclosure requirements for
transactions involving public companies.®* Additionally, the Takeover Law (Ley de Opas) governs
public tender offers and mandates detailed disclosure to ensure transparency in transactions.®

Spanish judicial precedent has established that disclosure obligations extend beyond formal
reporting requirements to include substantive good faith in information sharing. This principle
aligns with the broader tenet that M&A transactions should be fair, transparent and in a way that
protects shareholder interests and market integrity. 3¢

Recent European jurisprudence has further clarified the standards for adequate disclosure in

M&A transactions. The German Federal Court of Justice (BGH) established a significant precedent
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in its September 15, 2023 ruling,’” determining that the mere uploading of documents to a data
room does not suffice to satisfy disclosure obligations. The court delineated two conditions that
must be fulfilled for adequate disclosure: first, the buyer must have an actual opportunity to access
the relevant information in the data room; second, the seller must reasonably expect that the buyer
would discover material information through data room inspection.3®

The BGH has determined that sellers must explicitly disclose such information to buyers,
particularly when it is not readily apparent from data room documents. This requirement is deemed
to be of very considerable economic importance.®® This ruling signifies a substantial progression
in European M&A jurisprudence, with the potential to influence Spanish and Portuguese practices

as they are fellow EU member states, despite the lack of direct binding effect across jurisdictions.

4.1 Legitimate Boundaries of Pre-Contractual Information Sharing

During the pre-contractual phase, substantial information exchange is essential; however,
this exchange must adhere to established guidelines. These guidelines are defined by competition
law, privacy regulations, and contractual provisions, ensuring that the exchange of information
occurs within appropriate boundaries.

Non-disclosure agreements (NDAs) are the primary contractual mechanism for establishing
these boundaries.” In the hotel industry, NDAs must address both the typical concerns found in
any M&A transaction and the specific sensitivities of the hospitality sector. When negotiating
NDAs for hotel acquisitions, parties must consider the confidential information,®' potential
recipients or parties and exceptions to these obligations.

When potential buyers and sellers are competitors, it is essential to exercise additional
caution to prevent any potential violations of competition law. As CMS Law states: "There is a
general business need to share information with potential purchasers in the context of an M&A
deal [...] [However,] special caution should be exercised if the potential seller or purchaser are

competitors or have market overlap, in order to mitigate competition law risks."®? This
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phenomenon is especially relevant in the hotel industry, where geographic competition and market
segmentation frequently result in competitive overlaps between transaction parties. In the
hospitality sector, competitive information such as room rates, occupancy levels, and customer

acquisition costs requires particular protection.’?

4.2 Justified Refusal of Information Sharing

While comprehensive disclosure remains a cornerstone of M&A transactions, both Spanish
and Portuguese legal frameworks recognize circumstances where sellers can legitimately refuse to
share certain information during pre-contractual negotiations.”*

In the context of the Spanish hotel sector, this categorization would encompass detailed data
on pricing strategies for specific market segments, customer acquisition costs, and strategic
expansion plans for competitive geographic markets.*>

The Portuguese Securities Code explicitly reinforces this principle in the article 12-C and
248-A by allowing companies to "withhold disclosure for the period required to complete the
relevant negotiations, as long as it ensures the confidentiality of such information".*® This
provision establishes a legal basis for the withholding of information during the negotiation phase
of hotel acquisitions, particularly when disclosure could potentially compromise the competitive
positioning of the relevant parties.

The legal systems of Spain and Portugal acknowledge the obligatory nature of
confidentiality provisions in third-party agreements. The Spanish General Court's jurisprudence
has established that contractual confidentiality obligations remain enforceable even during M&A
processes, creating legitimate grounds for refusal to share information subject to such
restrictions.”” In the context of the hotel industry, this matter assumes particular pertinence with
regard to franchise agreements, management contracts, and technology licensing arrangements,
which frequently encompass comprehensive confidentiality provisions.

This graduated approach to information sharing holds particular value in the context of hotel

industry transactions, where concerns regarding competition, data protection obligations, and
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contractual restrictions frequently intersect. The implementation of a structured disclosure
program, one that respects legal boundaries while facilitating necessary due diligence, enables
transaction parties to navigate the complex legal landscape governing information sharing in

Iberian hotel M&A transactions.

4.3 Summary of the Chapter

The limits of data disclosure in hotel industry M&A transactions are defined by a careful
balance between the need for transparency and the protection of sensitive interests. Theoretical
and legal frameworks in both Portugal and Spain emphasize the reduction of information
asymmetry through good faith disclosure, yet these obligations are not absolute.

Sellers must ensure that information provided is correct, clear, and sufficient for informed
decision-making, but may withhold competitively sensitive data, personal information protected
by law, or details restricted by contractual agreements. European jurisprudence, such as the
German Federal Court of Justice’s recent guidance, further clarifies that disclosure must be
effective and targeted, especially for information of significant economic importance, and not
merely a formal exercise. In practice, the hospitality sector’s reliance on guest data, proprietary
systems, and complex contractual relationships necessitates a nuanced, phased approach to
information sharing, guided by non-disclosure agreements and regulatory standards.

The rules about sharing data when a hotel company joins with another company are
determined by several factors, including trust, competition laws, data protection, and contracts.
Sellers must understand these limits to make sure that the process of selling their company is both

fair and correct.

5 Categories of Protected Hotel Data and Their Disclosure Thresholds

In the contemporary hospitality industry, hotels serve as substantial repositories of diverse
personal and commercial data, collected through numerous touchpoints across the guest journey.
The digital transformation of hotel operations has resulted in a substantial increase in the volume
and sensitivity of the data processed.

This has caused a shift in data protection from being a minor concern to a central operational

and strategic imperative. This chapter provides a comprehensive examination of the various
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categories of protected hotel data and analyzes the corresponding disclosure thresholds that define

appropriate data handling practices within the hospitality industry.

5.1 Guest Personal Data

A guest's personal data encompasses a broad range of information that is commonly
collected during the hospitality service cycle. Hotels collect and process significant amounts of
personal data, including guests' names, contact information, payment details, identification
documents, travel history, service preferences, and in some cases, biometric data and health
information.”®

Research for software usage purposes, has highlighted the complexities inherent in
managing guest data transfers: "The most severe problems stem from data breaches, where the
information 1is stolen as a consequence of compromised security, or is sold purposefully for
monetary gain. In either scenario, personal information could end up in the possession of entities
that the user did not intend to share it with.”® This underscores the critical importance of
establishing clear boundaries for the legitimate transfer of guest personal data, ensuring that such
transfers occur only under properly defined and controlled circumstances. Currently, there are no
regulations that specifically address taxative limitations or boundaries. However, the constant
regulations and laws require a duty of care for this information, ensuring that it is protected and

maintained in accordance with legal limits of the area of the subject.

5.1.1 Loyalty Program Data Disclosure Restrictions

Loyalty program data represents a particularly valuable subset of guest personal data. This
data includes not only basic identification and contact information but also detailed behavioral
patterns, preferences, spending habits, and cross-property stay history. This rich dataset, which
enables personalized marketing and service delivery, is subject to specific disclosure restrictions
due to its commercial sensitivity and privacy implications. !

Recent research on data vulnerability in hospitality contexts has established that loyalty
program data requires enhanced protection due to its comprehensive nature and long-term

retention periods. A 2024 study published in the Journal of Travel and Tourism Marketing found
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that "data privacy reduces data breach and access vulnerability, which increases privacy concerns,
emotional violation, and switching intention.”!?! This underscores the direct correlation between
loyalty data protection and business outcomes, emphasizing the importance of strict disclosure
restrictions.

From a regulatory perspective, the disclosure of loyalty program data is restricted by the
principle of purpose limitation enshrined in most data protection frameworks. The GDPR
stipulates that data should only be "collected for specified, explicit, and legitimate purposes and
not further processed in a manner that is incompatible with those purposes"!?2. Consequently, data
collected for the purpose of administering a loyalty program cannot be legitimately disclosed for

unrelated purposes without additional legal bases or consent.

5.1.2 Payment Information Protection Requirements

Hotel payment information includes credit card details, bank account information, digital
wallet data, and transaction records. The protection requirements for such financial data are
particularly stringent, given the potential for direct financial harm resulting from unauthorized
disclosure or access.'?

The primary framework governing payment information protection in the hospitality
industry is the Payment Card Industry Data Security Standard (PCI DSS), which establishes
comprehensive requirements for the secure handling of cardholder data.!%

A hotel's security protocol must encompass a rigorous set of measures to ensure the
protection of guest payment data from potential misuse or alteration. These measures generally
include data encryption, access controls, network segmentation, and regular security assessments.
Implementing these measures is not just a matter of regulatory compliance.'®> Payment data
breaches can result in substantial financial penalties, remediation costs, and reputational damage.

Research has demonstrated that consumers have significant concerns about payment data

security in hospitality contexts. A recent study found that privacy concerns regarding payment

information are a primary driver of customer anxiety and switching behavior.!% This underscores
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the need for hotels to not only meet minimum compliance requirements but also to adopt best
protection measures that can be transparently communicated to guests to build trust.

In the rapidly evolving hospitality technology landscape, requirements for protecting
payment information are also evolving. The increasing use of contactless payments, mobile
payment applications, and tokenization technologies creates both challenges and opportunities for

improving payment data security while reducing friction in the guest experience.'?’

5.1.3 Special Categories of Guest Data (Health, Biometrics)

In the context of hospitality, health data may encompass dietary restrictions, disability
accommodations, medical conditions necessitating special arrangements, or health emergencies
occurring on property. The scope of health data collected by hotels has expanded substantially due
to the impact of the pandemic. Many properties have implemented measures such as temperature
screening, vaccination verification, and contact tracing. The disclosure thresholds for such health
data are exceptionally high, generally requiring explicit consent from the guest or a clear legal
obligation (such as public health reporting requirements during disease outbreaks).!'%8

Biometric authentication!®® offer an additional layer of security for system access.
However, the disclosure thresholds for biometric data are particularly restrictive, with many
jurisdictions requiring explicit, specific consent and prohibiting most forms of transfer or
secondary use!!°.

The management of special categories of guest data is further complicated by the varying
international standards that exist. While the GDPR provides clear guidance on the handling of
special category data in Europe, hotels operating globally must navigate a complex patchwork of
regulations with differing requirements and disclosure thresholds.!!! This requires sophisticated

data management systems capable of applying appropriate protection measures based on the data

type.
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5.2 Employee Information: Transferability Limitations

Employee information in hospitality contexts encompasses a broad range of data types.
These include personal identification details, employment history, performance evaluations,
payroll information, scheduling preferences, and in some cases, health and biometric data used for
time tracking or secure access.!'? The transferability of such information is subject to specific
limitations arising from both data protection regulations and employment law.

The transferability limitations for employee information are particularly relevant in the
context of HMAs between property owners and operators. As stated in the legal analysis, "Hotel
owners seeking to protect themselves from privacy law violations and data breaches may consider
incorporating clear covenants that require the operator to take certain measures to comply with
privacy laws, protect guest data, and respond to any data breaches"!'!3. The same considerations
apply to employee data. HMAs are increasingly including explicit provisions that govern the
handling and transfer of employee information during and after the term of the agreement.

Under the GDPR, employee data is subject to the same fundamental protections as other
personal data. However, there are additional considerations that arise from the inherent power
imbalance in the employer-employee relationship.!!'* This raises concerns regarding the validity of
consent as a legal basis for processing, as regulatory authorities generally recommend that
employers rely on alternative legal bases such as contractual necessity or legitimate interests where
possible!'!®, These limitations on the legal basis for processing directly impact the transferability
of employee information, restricting the circumstances under which such data can be legitimately

transferred to third parties.

5.3 Trade Secrets & Necessary Disclosure

The hospitality industry generates substantial commercial data that requires protection. This
data includes pricing strategies, occupancy rates, revenue management algorithms, customer

acquisition costs, and market segmentation analyses. This commercial data often constitutes trade

12 KUNER ET AL., 2020.
'3 TENE ET AL., 2024.
114 BYGRAVE, 2017.

ST YNN, 2023.
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secrets that provide a competitive advantage and thus warrant robust protection against
unauthorized disclosure. !¢

The tension between protecting trade secrets and meeting necessary disclosure requirements
creates complex challenges for hotel data management. As stated in a legal analysis, "The
classification of these roles is fact-specific. It is essential for hotel owners and operators to
carefully assess their roles to determine their legal designations under applicable privacy laws and
to draft appropriate provisions to allocate privacy risks in an HMA.”!'!” This observation, while
focused on personal data, applies equally to commercial data, where clear allocation of data
ownership and disclosure rights is essential.

Hotels must develop nuanced policies that balance trade secret protection with necessary

disclosure obligations. These policies should implement technical and organizational measures to
ensure that disclosure is limited to what is strictly required by the specific circumstances.
Given the highly competitive nature of the hospitality industry, the protection of trade secrets is of
paramount importance. Hotels invest significantly in proprietary revenue management systems,
marketing strategies, and operational procedures that provide market differentiation. Unauthorized
disclosure of this information could compromise our competitive advantage and result in
significant business harm.''® Consequently, hotels typically implement multi-layered protection
measures for commercial data, including technical safeguards, contractual protections (such as
NDAs), and clear internal policies governing data access and handling.

The evolution of data sharing in the hospitality ecosystem presents additional challenges for
commercial data protection. As hotels increasingly participate in data-sharing initiatives to
enhance industry benchmarking and market intelligence, they must carefully assess the balance
between contributing to collective knowledge and protecting proprietary insights. This necessitates
the implementation of advanced data anonymization techniques and the establishment of clear
contractual frameworks that govern the use and further disclosure of shared commercial

information'!?,

116 WORLD INTELLECTUAL PROPERTY ORGANIZATION (WIPO). What is a Trade Secret?.
7 TENE ET AL., 2024.

118 VOIGT & VON DEM BUSSCHE, 2017.

119 BUHALIS & LEUNG, 2018.
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5.4 Essential & Non-Essential Data

It is essential to distinguish between essential and non-essential data when implementing the
data minimization principle that forms the foundation of modern data protection frameworks. In
the hospitality industry, essential data refers to information that is strictly necessary to complete a
specific transaction or deliver a requested service. Non-essential data encompasses supplementary
information that may enhance the service experience but is not required for basic functionality.

The categorization of data as essential or non-essential has significant implications for
consent requirements and disclosure thresholds. According to Article 6(1)(b) of the GDPR, the
processing of essential data can often be justified based on contractual necessity; thus, allows for
the processing of non-essential data, provided that explicit consent is obtained from the data
subject.!?’ This distinction establishes different disclosure thresholds, with essential data subject
to relatively lower thresholds for legitimate processing and transfer within the boundaries of the
primary service provision. '?!

The distinction between essential and non-essential data is not fixed; it changes in response
to technological advancements, guest expectations, and regulatory interpretations. Hotels must
regularly reassess their data collection practices to ensure alignment with current standards and
implement appropriate technical and organizational measures that enable differentiated handling

of data based on its classification.

5.5 Summary of the Chapter

The categorization of protected hotel data and the establishment of appropriate disclosure
thresholds represent fundamental challenges in modern hospitality data management. As discussed
in this chapter, hotels must deal with a variety of regulatory requirements, operational needs, and
changing guest expectations regarding privacy and data protection.

An analysis of guest personal data, loyalty program information, payment details, and
special categories of data has revealed the intricate nature of personal information in hospitality

contexts and the varying levels of protection necessary. Likewise, the examination of employee

120GDPR (2016). ART 6(1)(B).
121 INFORMATION COMMISSIONER OFFICE (ICO), 2018. “Guide to the General Data Protection Regulation
(GDPR)”
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information, commercial data, and the essential or non-essential distinction has underscored the
necessity for nuanced approaches to data classification and protection.

An effective management strategy for protected hotel data necessitates an integrated approach
that incorporates legal compliance, technical safeguards, organizational policies, and staff training.
It is imperative that hotel staff is aware of how to collect, access, use, and disclose personal

information, as well as how to restrict access to cardholder data.

6 Conclusion

6.1 Findings

The examination of data disclosure limitations in hotel industry mergers and acquisitions
reveals a complex interplay between competing legal, economic, and operational imperatives. This
research has comprehensively analyzed the theoretical foundations, regulatory frameworks, and
practical implementations of data protection boundaries within hospitality sector transactions. The
research focuses particularly on the European context, with emphasis on Portugal and Spain.

The fundamental tension that characterizes the disclosure of data concerning hotel mergers
and acquisitions lies in balancing two legitimate but potentially conflicting interests. On the one
hand, there is the buyer's need for comprehensive information to accurately assess value and risks.
On the other hand, there is the legal obligation to protect sensitive personal and commercial guest
data. The findings of this research demonstrate that this balance is not merely a practical challenge
but is rooted in theoretical conceptions of data protection as a fundamental right and privacy as a
non-price competition parameter.

The distinctive attributes of the hospitality industry serve to accentuate these tensions. Hotels
serve as substantial repositories of diverse personal and commercial data, amassed through
numerous interaction points throughout the guest journey. The digitalization of hotel operations
has led to a substantial increase in the volume and sensitivity of processed data. This
transformation has resulted in data protection becoming a central operational and strategic
imperative.

The research has identified a multifaceted regulatory landscape that establishes disclosure
limits in hotel M&A transactions. The General Data Protection Regulation serves as the

foundational framework, establishing substantial restrictions through its core principles of purpose
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limitation, data minimization, and cross-border transfer controls. These principles fundamentally
alter how hotels can collect, process, store, and share personal data during transaction processes.

The presence of regional variations introduces further layers of complexity. For instance,

Portugal's Law 58/2019 has instituted more stringent requirements for the collection and
management of health and genetic data. In contrast, Spain's Royal Decree 933/2021 has led to a
substantial expansion in the scope of mandatory data collection and reporting obligations. These
national implementations engender a challenging compliance environment for international hotel
chains engaged in cross-border transactions, requiring sophisticated data management strategies
and legal expertise to navigate successfully. Further investigations are necessary to ascertain the
true purpose of the royal decree, as it contravenes various limitations stipulated by the GDPR. This
discrepancy has the potential to impact the outcomes of the mergers and acquisitions due diligence
process.

In the context of hospitality, it is imperative to delineate that:

1. The collection and use of guest personal data, including information related to loyalty
programs, is subject to the principles of purpose limitation. This data, which encompasses
detailed behavioral insights and specific preferences, is subject to these principles to ensure
the integrity of personal information and maintain the privacy of individuals.

2. Payment information is subject to PCI DSS requirements and heightened security protocols
with the objective of preventing financial harm.

With the same purpose, ISO 20022 measures apply security tools for handling information
during internal or external usage.

3. Anparticular category of data, including health information and biometric data, necessitates
explicit consent or a clear legal obligation for legitimate disclosure.

4. The transferability of employee information is subject to limitations that are specific to the
context of data protection regulations and employment law considerations.

5. The establishment of commercial agreements necessitates a delicate balance between the
protection of trade secrets and the imperative for disclosure in the context of relevant legal
obligations.

The research has established that disclosure limits vary significantly across these categories,

requiring nuanced approaches to data classification and protection throughout the M&A process.
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The findings of this study demonstrate that effective implementation of disclosure limitations

in the context of hotel M&A requires a structured approach that respects legal boundaries while

facilitating the requisite due diligence.

6.2 Best Practice Advice

In order to ensure that mergers and acquisitions transactions are executed in accordance with

the principles of fair trade, it is essential to devise and implement solutions designed to enhance

best practices in these transactions. The following measures are of particular practical importance:

Non-disclosure agreements serve as the primary contractual mechanism for establishing

appropriate boundaries; it prevents breach of data by applying provisions addressing the
hospitality data sensivity and its protection needs.

The implementation of data room protocols, which are a series of guidelines that establish

controlled disclosure environments, will encompass a range of approaches. These approaches
will include standard protocols for hotels and black box methods for highly sensitive
information.

A recommended course of action is the implementation of a phased disclosure strategy. This

entails the gradual augmentation of access to sensitive information as transactions proceed. It
is also accompanied by the execution of additional safeguards.

A crucial aspect for the sector is the need for anonymization and redaction requirements, as
compromise solutions are contingent on the removal of personal identifiers while preserving
aggregated insights. Therefore, the inclusion of analytics and anonymous statistics in the pre-
transaction will facilitate the selection process for buyers. At the same time, sellers will be able
to safeguard the data.

The limits of data disclosure in hotel M&A transactions reflect a delicate balance between

facilitating informed business decisions and protecting fundamental rights and competitive

interests. By following the recommendations above, M&A transactions can be conducted

successfully by protecting data while allowing the transaction to progress.
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