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Resumo 

 

O objetivo desta dissertação é a construção de uma framework de segurança que 

englobe todos os ambientes cloud independentemente do modelo, provedor, tipo, serviço 

ou recursos implementados. 

Desta forma, foram realizadas entrevistas com profissionais de auditoria de firmas 

Big 4 e especialistas em TI e cloud de departamentos de sistemas de informação do setor 

bancário acerca de temas como abordagem de auditoria, riscos na cloud, avaliação de 

controlos, procedimentos de auditoria, ambiente de cloud e abordagem de documentação. 

Com os dados obtidos, foi possível construir uma framework que abrange áreas 

de TI e SI como controlo de acessos lógicos, gestão de operações, gestão de alterações, 

segurança do ambiente, integridade da rede e proteção da informação. 
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Abstract 

 

The main objective of this dissertation is the development of a security framework 

that encompasses all cloud environments regardless of the model, type, provider, service, 

or resources that are implemented. 

To achieve that, interviews were conducted with audit professionals from the Big 

4 firms and from the banking sector IT and cloud experts, on topics like audit approach, 

risks in the cloud, control evaluation, audit procedures, cloud environment, and 

documentation approach. 

With the data collected, it was possible to construct a framework that covers IT 

and IS areas such as logical access control, operations management, change management, 

environment security, network integrity, and information protection. 
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1. Introduction 

By taking a look at the current landscape of how organizations are managing their 

technological infrastructure, we find that, over the past few years, there has been a rapidly 

growing transition from on-premises data centers that host, support, and help manage a 

company’s business operations to cloud computing.  

Cloud computing services allow customers to rent a cloud provider’s hardware and use 

all of its functionalities over the internet through a pay-per-use model (the client only 

pays the provider for the resources utilized). This means that companies are now capable 

of hosting their entire IT infrastructure without owning any on-premises servers. 

This tremendous increase in the usage of cloud computing services is justified by the 

multiple advantages of cloud computing over traditional computing. These include the 

ability to access data anytime from anywhere, geographical mobility benefits, and the 

ability to scale resource usage depending on the organization's continuous and volatile 

needs.  

This also means that the company will not be responsible for the maintenance of the 

depreciating assets that host the underlying IT infrastructure.  

Because of the ever-growing advantages and ease of cloud adoption, these services are 

amassing tremendous popularity with incredible growth prospects for the future. In a 

study that included 45 technologically developed countries, it was found that from 2010 

to 2016, cloud computing capital expenditure presented a 42.5% growth totaling 100 

billion dollars (about $310 per person in the US) in 2016 (Jitendra, 2017). A Cisco 

projection indicated that in 2021 cloud computing marketing would reach the 400-billion-

dollar threshold (Vu, Hartley & Kankanhalli, 2020). Recent statistics in a study presented 

by Facts and Factors, show us that the cloud computing market capitalization in 2021 was 

429.5 billion dollars (about $1,300 per person in the US), remarkably close to what Cisco 

predicted. 

 This, combined with the high availability, elasticity, agility, geo-distribution, disaster 

recovery, and scalability, make it nearly impossible for companies to disregard the shift 

(Griffith, 2015). 

The cloud provider is mostly responsible for maintaining and assuring cloud security. 

As an emerging technology, cloud computing services introduce several security threats 

and challenges, therefore, service providers need to establish confidence and trust with 
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their clients to operate their services. Since the resources are shared, privacy and 

confidentiality must be considered. 

However, it is no secret that this technology also comes with its own set of risks to 

the customer. Despite the total or partial hosting of software in a cloud provider’s server, 

the client remains responsible for the data, software maintenance, access management, 

internal segmentation, segregation, change management, and operations management 

(Mosher, 2011). These responsibilities vary depending on the client's contracted service, 

cloud model, and cloud type.  

To attend to a client’s necessity of assessing the security integrity of their systems, 

services, and underlying infrastructure held in the cloud, we must address the risks that 

can compromise the IS of the company with well-thought controls to mitigate and 

eliminate threats. There are many ways to accomplish this, one of them being IT audits 

based on frameworks such as ISO 27001 or others depending on the type of clients and 

other variables. To achieve this, I intend to develop a generalized cloud security audit 

model that addresses all the described needs to assess, evaluate, implement, and improve 

the overall state of IT and IS in the cloud. 

The main objective of this dissertation is the proposition of a cloud security audit 

model framework through the assessment of cloud computing risks and security threats, 

the development of controls that address those risks as well as the configuration of testing 

procedures for each control. Each control will be designed to mitigate the risk it addresses. 

The model focuses on areas of ICT specific to the cloud such as service models, 

deployment models, contracted products and services understanding, shared 

responsibility model, outsourcers involvement, logical security, change management, and 

operations management. It is intended for this framework to apply to all cloud services 

(AWS, Azure, GCP, and others).  

This dissertation is structured in the following way: 1 - Introduction; 2 - Literature 

Review regarding cloud concepts, IT security risks in the cloud, and IT audit frameworks; 

3 – Methodology; 4 – Data collection and analysis; 5- Cloud Security Audit Framework; 

and 6 - Conclusion. 
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2. Literature Review 

2.1. Cloud Computing 

In 2003, Google issued a publication regarding a recent technology that had been 

around for some time but only as a theoretical concept, giving it relevancy by presenting 

it in the public eye. Then, in 2006, with the release of the Amazon EC2, cloud computing 

was a fully functioning service. Cloud computing is undoubtedly one of the most 

ambiguous technological definitions to ever exist, however, it can be defined as the 

delivery of computing resources and capabilities on-demand through the internet. Putting 

it simply, it is a type of computing where IT services and resources are made available by 

a large-scale hardware infrastructure simply with an IP network connection (Qian, Luo, 

Du & Guo, 2009). 

In 2019, Rashid and Chaturvedi, trying to help institutions and individuals understand 

the way cloud computing can provide them with reliable, and low-cost services in diverse 

fields of application, produced a study that identifies the following main characteristics 

of cloud computing the following: 1) extensive capabilities of computing resources, 

elevated scalability and elasticity potential, a shared collection for virtualized and 

physical resources, diligent resource scheduling and generalized applications. 

 

2.1.1 Public, Private, and Hybrid Cloud 

Among the cloud computing types, each presents its characteristics, advantages, and 

disadvantages to the customer, each one of them needs a different approach when auditing 

for system security and compliance. 

The most frequent type of cloud service used by companies in IT and IS environments 

around the world is the public cloud. In the public cloud, the third-party cloud services 

and resources provider is responsible for the ownership and maintenance of resources, 

hardware, and infrastructure. The IT and IS services and resources at matter are delivered 

to the client through the internet. In this type of cloud service contract, the hardware and 

software, from an auditor's perspective when considering all the relevant variables, 

controls, and criteria regarding system security, must only consider the components that 
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are responsibility of the audited entity while not addressing the service provider's owned 

IT/IS resources (Jansen & Grance, 2012). 

When the usage of IT resources and services, as well as the deployment of the very 

same resources and services, are performed exclusively by an enterprise, we consider it 

the private cloud. The underlying infrastructure that supports the company's operation can 

be hosted on-premises or by a cloud provider, however, in the case of the latter, only that 

organization's member should have access to the cloud environment. To achieve this, 

services and resources must be made available through a dedicated network to only an 

organization and its members (Doelitzscher, Sulistio, Reich, Kuijs & Wolf, 2011). 

The only option that offers a method of optimizing internal and external resources to 

the fullest is the hybrid cloud. It offers easier scalability and flexibility options and a 

wider array of deployment alternatives. Protection is also an improvement on the client's 

side since it shares responsibility with a certified cloud provider that specializes in system 

security, compliance is easier to achieve and with all this, it is overall a better deal without 

completely disregarding the hardware that the client has already purchased. 

 It has the capacity of altering its capacities depending on the client's computing needs 

and it allows the customer to adopt a mixture of internal and external hardware without 

any spillover of computing resources (Li, Wang, Li, Li, Wang & Du, 2013). 

 

2.1.2 Cloud Computing Service Models 

Infrastructure as a Service (IaaS) is an instance that offers services in the realm of 

computing capabilities, data storage, and other services and resources through the 

Internet. In this model, cloud providers manage IT infrastructures such as a data 

warehouse, a virtualized or physical server, and network resources making them 

obtainable to client organizations through virtual machines exposed on the Internet. This 

provides capabilities like the possibility of executing workloads quicker, with ease, more 

flexibility, and reduced costs. This model presents lower obstacles to entry, but it may be 

necessary to invest a substantial initial sum to build and support the cloud infrastructure 

(Gorelik, 2013). 
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In the publication “Cloud Computing Models”, Gorelik affirms that platform as a 

service (PaaS) is a model that provides clients with an alterable application outlet as well 

as tools that encompass an already established software pile utilizing the internet. 

Normally, tools such as these are necessary to develop applications (Gorelik, 2013). 

Providers of the PaaS model are required to host the software on owned hardware. This 

model allows developers to not have to install or update hardware and software that is 

built internally as their only means to properly operate an application. 

A method of delivering applications as services through the internet is named 

Software as a Service (SaaS). Rather than installing and maintaining the software, the 

customer can access it via the Internet, passing on responsibility to the provider for 

complex software and hardware management and maintenance. These applications are 

often named internet-based software or hosted software. SaaS applications are operated 

on the service provider’s infrastructure. The provider is only accountable for managing 

security, access to the application, software availability, and application performance. 

With the only client's responsibility being the data (Cusumano, 2010). 

 

2.1.3 Shared Responsibility Model 

As mentioned before, the use of cloud services presents many possible benefits. 

However, these benefits come with responsibilities and require detailed knowledge of 

specific cloud services used.  

A shared responsibility model is a security framework that imposes security 

responsibilities that the provider and its users fall under to define responsibility over 

assets, hardware, software, and other components or resources. 

If the client operates and maintains its IT infrastructure internally, the enterprise and its 

staff are accountable for assuring the security of the on-premises assets, as well as the 

applications and data that are dependent on it.  

When the client shifts to a public cloud model, it passes some of these IT security and 

compliance responsibilities to the cloud provider. Each party is liable for different areas, 

and, to guarantee full coverage of assets, the client and provider must work alongside 

(Bennet & Robertson, 2019). 
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2.2. Security Audit Framework 

In an attempt to help organizations to conduct security audits for today’s complex 

networks that transit across multiple domains, security estates, and enterprises, Onwubiko 

published "A Security Audit Framework for Security Management in the Enterprise" in 

2009 where he defines a security audit as an approach utilized to determine the security 

of an organization’s information and data without the usage of the cost and other 

associated damages of a security incident. This means that the audit must take an 

independent outlook on all the processes and steps of its workflow and lifecycle.  

This type of audit is conducted and performed as a way to assess the effectiveness of 

an organization’s capacity and ability to protect its valued or critical assets, by keeping 

them secure, private, and integral (Pereira & Santos, 2010). 

 

2.2.1.Audit Components 

 

2.2.1.1. Risks 

In 2018, in the paper "The increasing role of IT auditors in the financial audit: risks 

and intelligent answers", Barta tries to understand the present situation of the IT audit role 

and involvement in financial reporting and auditing, by interpreting the risks involved 

parts encounter, and by providing executable and specific countermeasures when using 

competent applications.  

In this paper, Barta describes and defines audit risks as the risks of financial 

statements being materially inaccurate or, in the case of IT audits, the IT software and 

hardware being untrustworthy and inaccurate, compromising the financial data integrity 

even the slightest bit. Risks must be identified and mitigated because in some cases, even 

the audit assertion declares that the financial reports are free of any material 

misstatements. 

Taking a risk and lowering its impact level through adequate testing and evidence is, 

in fact, the primary objective of an audit. Many moving parts are involved and can be 

affected by a company's financial statements, therefore, risks, when not properly 



Cloud Security: An Audit Framework 

7 

addressed can carry a major legal liability for the certified public accountancy firm 

performing the work (Houston, Peters & Pratt, 1999). 

 

2.2.1.2. Controls 

As a mean to guarantee that the security and privacy procedures in a company's 

operations environment are effective in its purpose, a control can be adequate and proper 

archive and storage of records and data, access control on the company's physical and 

virtual environment, with critical infrastructure deserving a more attentive look, and 

properly logging and keeping the logs of the accesses, and alterations executed upon the 

enterprise's infrastructure and as a way of assessing how compliant and secure an 

organization's procedures are, audit controls are administered (Mazza & Azzali, 2015). 

 

2.2.1.2.1. Control Design and Implementation 

Once processes and controls are established and documented in the client organization 

operations environment, the auditor must assess the design and implementation of the 

controls in place. It is crucial to differentiate the design and implementation testing from 

the operating effectiveness testing. Assessing the design of a control implicates 

considering if that control is theoretically adequate and efficient to prevent, detect, and 

correct, material misstatements or IT risks triggered by IT elements in the application 

environment of the customer organization (Libby, Artman & Willingham,) effectively 

and properly. 

When developing an internal control procedure and implementing it in an adequate 

environment, the auditor has evidence and guarantees that the client is truly operating the 

control. But this proves to be insufficient because it does not provide satisfactory proof 

and evidence that the fundamental operation of the control is effective and adequately 

mitigates the risk it addresses throughout the audited period. To assure total compliance 

with auditing standards, auditors first need to assess the design of the control, and only 

then, after realizing that the design is effective, can they test the implementation of that 

control, to do that, auditors simply verify if the organization is implementing what was 

proposed in the design and the control itself. It is nearly worthless to assess the 
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implementation of the control when is understood that the control being tested is 

inherently inefficient, inadequate, and incapable of design. 

Appropriate procedures to test the design and implementation of controls can 

encompass the following: 1) inquiring regarding entity personnel; 2) observing the 

application and execution of specific controls; 3) confirming the existence of and 

reviewing documents and reports that the organization has produced; 4) delineation of a 

sample of transactions through the information system (Engvang & Jradi, 2021). 

A prevalent way of approaching the testing the design and implementation of controls 

is to summarize an inventory of important controls and test them separately. This 

approach tends to work well for smaller customers where there are few controls to assess. 

 

2.2.1.2.2. Control Operating Effectiveness 

To test the effectiveness of a specific control auditing service providers must estimate 

whether the control was or was not operated adequately in a specific timeframe. 

Testing the operating effectiveness of control is a safeguard for the auditor, assuring 

that the control that the client claims to be in place, has been implemented and established 

for some time. Utilizing a Type 2 report1, SOC 1, or SOC 2 the testing of the operating 

effectiveness of controls is mandatory. As a mean to establish reliance on them, all 

controls that are found to be relevant in the client’s environment must be assessed to 

guarantee that they have operated effectively throughout the audited period (Gramling, 

O’Donnel & Vandervelde, 2010). 

This procedure is different from verifying that controls that have been implemented. 

Many auditors confuse these procedures, resulting in inadequate and insufficient evidence 

to explain the reliance placed on controls, the evaluation of risks, and the reduction of 

sample sizes, and consequently insufficient audit evidence to provide a basis as support 

for the audit opinion. 

 
1 Type 2 reports typically cover 12 months and include a design and operating effectiveness test. 
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Some auditing firms are determined to launch compliance testing at the same time as 

the audit fieldwork. This is justified because the audit planning is completed in the office 

and not at the customer's establishment.  

When these test conclusions are negative, the audit approach will need to observe 

some changes, taking impact in the substantive testing. In the case of it having been 

started already, this may mean that staff has wasted time by having to extend substantive 

samples. In some extreme cases, the staff responsible for the audit may even run out of 

time to accomplish the work promptly. 

 

2.2.1.3. Findings, Deficiencies, and Recommendations 

Findings are the results and conclusions of control testing in an audit. Institutions are 

obliged by regulatory entities to carry out frequent audits to determine whether best 

practices, regulatory conditions, norms, policies, and standards are followed (Furqan, 

Wardhani, Martani & Setyaningrum, 2020). Audit findings, once the testing is concluded, 

must be presented to the client to convey what was uncovered through the conducted trials 

and received evidence. 

Additionally, findings must be completely and fully supported by evidence about how 

the entity's operations measure up against the audit criteria as a mean to present the 

findings with enough basis to support the auditor's claims of a finding. These criteria are 

summarized in a document that auditors employ as a guide to conduct their assessment 

of the entity's processes, procedures, and workflow. It can include strategies, guidelines, 

policies, procedures, and the requirements an entity must meet (Libby & Frederick, 1990). 

 Finding conclusions display control conformity or nonconformity against the audit 

criteria. If the audit concludes that the entity operations are being conducted 

appropriately, the finding will indicate conformity when assessing against the audit 

criteria. Otherwise, in the case of the entity having processes and procedures that are not 

satisfactory when testing against the very same criteria, the assessment will show 

nonconformity against the audit criteria. 

In the 2009 research article "Former Audit Partners on the Audit Committee and 

Internal Control Deficiencies", Naiker and Sharma attempted to explore and comprehend 

the affinity amongst ICD with the presence and existence of prior audit associates on the 
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committee of auditors who could demonstrate some sort of affiliation or no affiliation 

whatsoever with the organization's external auditor. As described by the authors in the 

article, deficiencies are ineffective design and execution of a control. This prevents the 

members of an organization from detecting and correcting potential significant 

occurrences that must be addressed promptly. Weakness or deficiency in a control or a 

mixture of deficiencies in inner control of an organization's processes and procedures that 

have a direct correlation in the impact of financial data and information while being 

considered not as severe and impactful as the worst kind of deficiency is considered 

significant, the material weakness. Yet, it carries sufficient relevancy, since it requires the 

engagement and time of accountable personnel who hold responsibility over the client 

enterprise's data. There is a direct impact in the ICFR the deficiency that caused that 

impact must be considered a material weakness without any other criteria being 

considered. 

Auditors must consider two dimensions of a control deficiency when categorizing 

them. 1) The likelihood; 2) Magnitude and severity (material, significant or insignificant) 

(Dusenbury, Reimers & Wheeler, 2000).  

Upon classification, the deficiency must be communicated, and the methods differ 

depending on their types. In case of a control deficiency, the audit team must report to the 

manager. Regarding significant deficiencies, auditors must report to the audit committee 

and upper management. And finally, in regard to material weaknesses, auditors are 

obliged to report externally, as well as to the audit committee and upper management 

(Bedard & Graham, 2011). 

Final audit report recommendations emphasize, and present actions expected to 

enhance and improve the entity's process and procedural performances when 

implemented. The appropriate implementation of these suggestions agreed upon by 

management is a crucial step to take complete advantage of an audit. The responsibility 

for implementation of the agreed recommendations typically lies with senior managers of 

the business area that was audited. Prosperous implementation of these recommendations 

requires strong senior management supervision and planning to define clear 

responsibilities and timeframes to address the issues at cause. 

In some cases, a committee consisting of auditors has a key role in monitoring the 

execution of recommendations. Audit committees aid the responsible management to 
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guarantee that the expected advantages of audit reports are realized. The internal audit 

function supports the audit committee in maintaining surveillance of execution by 

providing advice on management’s advancements when implementing these 

recommendations (Alzeban & Sawan, 2015). 

 

2.2.1.4. Audit Conclusions 

Audit conclusions consist of the reporting of the audit process through an audit report 

that must be prepared extremely carefully and skillfully to present assertive conclusions 

with the proper basis to the client. Forming an opinion regarding a company's financial 

statements is, as we have determined before, the main objective of an audit. However, IT 

audits, have as their main goal, the assessment of a customer's IS environment, as a means 

to guarantee that the extracted financial information is trustworthy. Audits are executed 

as a method to obtain appropriate security and provide enough trust in the client's financial 

reporting, by identifying material misstatements (Russel, 2006). 

The conclusions of an audit and the generated reports are a principle of managing the 

audit process with reporting representing the last step and procedure of the whole audit 

approach. Conclusions must be autonomous, independent of any client's intervention, and 

based on facts and evidence. Any conclusions drawn that have no basis other than 

assumptions, must be disregarded as it is considered unprofessional to take this approach. 

By drawing a set of conclusions, auditors are enabled to form opinions regarding the 

client's financial statements or IT environments, depending on the nature of the work (Tan 

& Yip-Ow, 2001). 

 

2.3. The basis for IT Security Audit 

When auditing an organization’s IT/IS infrastructure, regardless of its nature, the firm 

responsible for conducting the audit must administer standards, frameworks, and norms 

on governance and compliance to support their work. 

These norms, standards, and frameworks are produced by regulatory entities to ensure 

that organizations comply with regional, national, or international laws and regulations. 

Typically, these refer to areas such as privacy, security, access control, regulatory 
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compliance, and incident management, although it may vary from one to the other. 

Nevertheless, audits should apply one or several of the recommendation presented by 

these standards as a basis, to assess the client's overall IT and IS compliance.  

These standards and norms are not completely linear since the audit must take into 

perspective many aspects and characteristics that may be internal or external to the 

audited client. Some of these characteristics are the organization's size, location, business 

model, and type. 

 

2.3.1. ISO 27001 

ISO frameworks are a variety of policies, processes, and procedures that organizations 

should follow and comply with. Specifically, the ISO 27001 is a framework that supports 

the protection of information and data systematically, with low costs to the enterprises, 

companies, and agencies adopting it. This adoption can be done by implementing an 

ISMS. 

The issue of this framework supplies adopting organizations with the required 

expertise to protect valuable information and data by acquiring ISO 27001 certifications. 

This way, certified members can show and prove to their customers, business partners, 

and regulatory agencies that the data handled by the certified entity is effectively managed 

to create an image of confidence and security internally and externally. 

The protection of information and data confidentiality and privacy is the main 

objective of this framework. It explicitly indicates that only authorized personnel should 

have the privilege and authority to access explicit and detailed information. Data integrity 

where particularly displays that information must be kept integral and whole. And finally, 

availability, where it states and defines that information should be made accessible for 

authorized personnel whenever it is required (Brenner, 2007). 

 

2.3.2. ISO 27018 
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Another standard that belongs to the ISO family is the ISO 27018, a framework that 

addresses cloud computing-specific issues, threats, data, and information security and 

privacy. 

In the matter of cloud computing services, this standard was the first in addressing its 

privacy and security issues, being issued in 2014 as support added to the ISO 27001, 

which was the first international standard of exercise for cloud privacy and security. It 

provides support to cloud service providers that are required to process, manage, and 

maintain personally identifiable information (PII), especially those who deal with large 

volumes of data influx, as a way of evaluating the risk these companies are exposed to 

and mitigating them by enforcing controls to protect this kind of data and information 

(Kemp, 2015). 

Creating a common array of security controls that, by being enforced by a public cloud 

provider, allow for the adequate processing of PII is the main objective of this standard. 

It aims to aid these providers with compliance and governance matters, more specifically 

with appropriate responsibilities when dealing with and handling PII. 

By following the proposed guidelines and complying with them, PII processors, 

maintainers, and handlers now have a guide to be more transparent is a critical issue 

providing cloud service customers with the ability and confidence to choose a secure and 

compliant PII processing service provider based on factual information. With this 

standard, customers are now able to enter and join a contractual agreement with the data 

processor with confidence and ease (de Hert, Papakonstantinou & Kamara, 2016). 

 

2.3.3. COBIT 

In an attempt to aid and provide support to firms in the design, organization, 

maintenance, and execution of information management procedures, ISACA issued an IT 

governance, management, and compliance standard named COBIT. 

It can be easily broken down into a set or collection of IT control objectives and goals 

to support the financial auditing community, offering a tool that allows better navigation 

around the growth of IT services, resources, environments, and infrastructures. 
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There have been several updates and upgrades in the model in an attempt to broaden 

the scope, by adding updated information in regard to risk management, information 

governance, and data security (Mangalaraj, Singh, Taneja, 2014). 

 

2.3.4. ITIL 

ITIL is a framework designed to regularize a business's selection, planning, delivery, 

maintenance, and general lifecycle of IT services. 

As a way to standardize the sampling, planning, delivery, maintenance, supervision, 

and general lifecycle of IT services and resources in the business environment, ITIL was 

created. 

It has the main objective to enhance the efficiency and accomplishment of anticipated 

IT services and resources delivery.  

It is a framework that enables and allows administrators to play the role of business 

service units, other than just offering support in the back end. Its department's exercises 

and workflows as well as costs of arising necessities from the industry must be targeted 

by the best practices and overall guidelines proposed by ITIL. These must be flexible to 

adapt as the business expands or diminishes (Martins, 2010).  

 

2.3.5. GDPR 

Without any doubt, the strongest and strictest regulation on data security and 

privacy is GDPR. 

It was assembled by the European Union, beginning being enforced upon entities 

on May 25, 2018. Despite being created by a European entity, this regulation proposes 

and imposes obligations that companies that collect data that is bonded with 

individuals in the EU must strictly follow and comply with. 

Whenever an entity breaks or presents non-compliance by violation of any privacy 

or data security criteria, the EU is eligible to fine the entity on matters that can reach 

the dozens of millions of euros. This is utilized as a demonstrative measure of the 

importance of GDPR. 
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With the issue of this regulation, Europe demonstrates how strongly data privacy 

and security matters must be taken by everyone that collects EU citizens' data. This is 

justified by the fact that we live in an era where individuals are feeding cloud service 

providers with extremely sensitive and critical data, combined with the growing 

number of data breaching occurrences.  

It is undoubtedly an extensive, detailed, and highly specific regulation. These 

characteristics turned GDPR into one of the most difficult regulations to comply with, 

with this issue being more prevalent in smaller-sized companies and entities 

(Wachter, 2018). 

 

2.3.6. NIST SP 800-53 

The NIST SP 800-53 introduces several new controls regarding security and privacy 

that all U.S. national IS must comply with. There exist particularities that allow some 

organizations and their information systems to be non-compliant with the publication, 

depending on if it is a matter of national security.  

SP 800 series encompasses several special publications, and the SP 800-53 is a 

component of the sequence. Its main objective is to report and inform on matters of 

analysis, procedures, processes, and measures in IS security on the ITL. It adds to the 

exercise of the previously mentioned areas for public and private enterprises, 

governmental organizations, and companies connected with the education industry. 

It is a publication that presents, in particular, steps in the RMF as a means to regulate 

the security control sections for federal IS abiding with the security conditions that are 

imposed by the FIPS 200. This encompasses a decision regarding the baseline set of 

controls that are based on the previously published FIPS analysis of the impact of the 

worst-case scenario, allowing the modification of the controls appropriating it based on 

previous knowledge and present infrastructure requirements, and evolving security and 

privacy management with the assessment of organizational risks as the foundation, 

covering a total of 18 different areas regarding IS/IT environments (Tariq, Tayyaba, 

Ashraf, Khan, 2016). 

NIST security regulations are expected to be implemented in all enterprises and 

governmental organizations and agencies (with some exceptions), that are obliged to 
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comply with the measurements, processes, and procedures regarding IS/IT security 

imposed by this regulation. IS currently in development is expected to comply with this 

special publication upon release in the production environment (Amiruddin, Afiansyah, 

Nugroho, 2021). 

 

3. Methodology 

Considering the objectives and the proposed research of this dissertation, the research 

design has a qualitative and descriptive approach. 

As stated before, cloud services are a relatively recent technology and auditing 

security aspects of the cloud remain a gray area. Despite there being several security audit 

frameworks that can be applied in the cloud there is a lack of academic and professional 

work in the cloud auditing field. With this in mind, my proposal for this thesis is the 

development of a framework that assesses how secure a cloud environment, its data, and 

applications are. 

The proposed framework aims to be a generalized audit model. With this, I want to 

say that the framework can be applied to any type, any model of cloud services or 

resources, regardless of the provider and environment that the client has in place. 

To accomplish this, risk assessment interviews were conducted with IT audit 

professionals from major firms and financial organizations that have increased knowledge 

maturity in cloud environments, services, resources, and security. 

The qualitative research methodology fits the objective of this thesis better than any 

other method since unstructured interviews and the analysis of interview conclusions can 

vary tremendously, making it extremely difficult to achieve the expected result through 

quantitative research. 

The interviewed employees belonged to IT, risk and security departments, and, firstly, 

the objective of conducting unstructured interviews was to, in a dialog, identify the risks 

that these employees considered to be most relevant and common in their experience with 

cloud environments. From there, once the risk matrix was fully developed, the 

unstructured interviews were once again applied with internal control and audit 
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department employees to validate and assure that the identified risks made sense and were 

sufficiently capable of becoming the baseline upon which the framework was built upon. 

Having the risk matrix validated, I conducted a set of unstructured interviews with 

Big 4 internal control and audit employees to start developing controls that were, from an 

auditor’s perspective fully capable of mitigating, entirely, the proposed risks. 

Once the full set of controls were built, a whole new round of interviews were carried 

out to ascertain that the controls were well designed and implemented in a cloud 

framework optic. 

The research strategy chosen was design science focusing on development and 

performance of a designed theory with the precise intention of improving the functional 

performance of that theory. 
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4. Data Collection and Analysis 

To gather relevant data, interviews with employees from the Big 4 firms were 

conducted. And, given that building a framework that is robust enough to ensure that the 

clients of auditing firms are conducting their operations accordingly is a priority 

throughout this work, these clients were also interviewed to obtain both parties' 

perspectives on the matter. It is relevant to mention that the majority of the audience that 

was interviewed belonged to the financial/banking sector with the client interviewees 

belonging to security, IT and risk departments. 

The purpose of these interviews was to understand clients' needs regarding their 

production cloud environment from the perspective of an auditee and learn what risks 

organizations face in their cloud services to develop, and comprehend the approach 

adopted by auditors when evaluating control and adopting their methodology to the cloud. 

The data that was gathered from the interviews, was analyzed through a reasoned 

and deductive approach. This study started with the research literature on the proposed 

themes of this dissertation and the research strategy was designed to build a tool that 

was proposed as a premise of this work. The analysis of the notes taken during the 

interviews focused on the evaluation of the propositions or hypotheses in relation to the 

already existing knowledge of the relevant material. 

To support the data collected from the interviews, research of empirical data was 

conducted. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Cloud Security: An Audit Framework 

19 

5. Cloud Security Audit Framework 

 

5.1. Planning 

Primarily, we must fully understand the client's cloud environment. To accomplish 

that, we need to understand what service model is being utilized in each cloud service that 

supports an application that are being considered in the audit; figure out what deployment 

model is being used in the in-scope applications; understand what cloud services are being 

used as support for the relevant applications; comprehend what the company is 

responsible for concerning the management of the cloud services and resources being 

used; understand how vendors and outsourcers are involved in the management of the 

underlying cloud services and resources in place; we must ask what regions and services 

are being utilized to sustain relevant applications; the question in regards the number of 

accounts that support the applications that are in scope; understand how the cloud 

environment is segregated, depositing special attention to the inbound and outbound 

traffic; comprehend how users authenticate in the cloud as well as critical components of 

the cloud; understand how users are granted their access permissions to the cloud 

environment's services and resources. 

 

5.2. Shared Responsibility Model 

As discussed before, when adopting a cloud environment, the responsibility over all 

the assets (this includes software, hardware, data, and all the underlying supporting 

infrastructure) is shared. As a method for standardization of the utilized shared 

responsibility model when considering which components should be audited and which 

should not. 

Presented below, in figure 1, we can observe how the responsibility is shared among 

both parties, and in table 1, we can see how auditors may approach different components, 

depending on the model that the client has integrated into their relevant applications. 
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Figure 1: Shared Responsibility Model  

 

 

Table 1: Approach Guide for Auditing Cloud Components Based on CSP 

 
 

5.3. Framework 

This section of the paper will present the audit framework. This constitutes the 

identified RAITs and one or a set of multiple controls developed to address the risks 

presented. To ease the presentation of this framework, RAITs will be described first and 
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following that, will be one or a set of tables referring to the control that addresses that 

RAIT. 

RAIT.01: Users have access privileges and rights beyond the necessary to perform their 

assigned responsibilities. This can create improper segregation of duties.  

Table 2: Control Addressing Risk 1 
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Table 3: Control Addressing Risk 2 

 
 

Table 4: Control Addressing Risk 3 
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Table 5: Control Addressing Risk 04 

 
 

Table 6: Control Addressing Risk 5 
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RAIT.02: Improper changes are made directly and/or instantly to financial data through 

means other than application transactions. 

 

Table 7: Control Addressing Risk 6 
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RAIT.03: Inappropriate changes are made to system software. This includes operating 

systems, networks, change management software, databases, and access control software. 

 

Table 8: Control Addressing Risk 7 
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Table 9: Control Addressing Risk 8 (Design) 
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Table 10: Control Addressing Risk 8 (Operating Effectiveness) 
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Table 11: Control Addressing Risk 9 
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RAIT.04: Systems are not appropriately configured or updated to restrict system access 

to properly authorized and appropriate users. 
 

Table 12: Control Addressing Risk 10 
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RAIT.05: Financial data cannot be recovered or accessed promptly when there is a loss 

of data. 

 

Table 13: Control Addressing Risk 11 
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5.4. Deficiency Reporting 

Upon conclusion of testing the control design, implementation, and procedures, 

auditors must analyze all the problems, drawbacks and deficiencies identified and 

document them in a specific working paper. 

This documentation must include the root cause of the deficiency, the system, or 

systems in which the problem was identified, the control linked to that problem, the date 

of the identification of the deficiency, the deficiency type the personnel responsible for 

the execution of that control and recommendations to mitigate the risk introduced by the 

problem at hand. 

Once the document is completed, the client must be informed of the identified 

deficiencies through the analysis of the report and work around the problem to make the 

control effective. 

 

5.5. Roll-Forward 

After the client is notified of all the identified problems and the adequate time to fix 

them has gone by, the roll-forward procedures must take place. 

To perform roll-forward, the audit team must extract all the information for all controls 

that proved ineffective to obtain up to date data. 

Once the extraction is performed, the audit team must select a shorter sample than the one 

selected previously and follow through with the testing of the operating effectiveness 

procedures. 

If the client applied the given recommendation and the evidence shows that the problem 

is now absent, the control roll-forward conclusion is effective, otherwise, the conclusion 

remains the same as the operating effectiveness. 

In some cases, due to time constraints, the audit team cannot perform roll-forward 

procedures. In this case, the final control conclusion will rely solely on the operative 

effectiveness testing procedures and results. 

 

5.6. Mitigating Procedures 

Once roll-forward is concluded, the audit can finalize its work by mitigating all 

controls that proved to be ineffective throughout the entire audit process. 

To achieve this, auditors must first understand the risk and its implications. Once that 

is achieved, the deficiency must be equally understood and comprehended. 
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Once auditors are informed of the cause and risk relationship, they can now inquire with 

management and start questioning any sort of aspects that could mitigate the risk attached 

to the deficiency. A good example of this is ineffective control of user terminations.  

Let us assume that a user has left the company but remains active on a cloud 

service or resource user list. In this case, the auditor can ask management for a 

justification for the observed case, and to mitigate the risk of access, the last login date 

can be used to understand if there was any inadequate log-in in the system that may have 

represented danger or a security incident for the company. If the last log-in date shown is 

a date before the employee termination, the risk is now mitigated. If the login date is a 

date after the termination, auditors need to inform management to immediately deactivate 

the user and inspect activity logs to understand what the user performed in the system in 

their last interactions. 

Once the mitigating procedures are finalized, auditors now have a green flag to 

emit results. 
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6. Conclusion 

The objective of this research was the development of a robust framework that 

evaluates security aspects of cloud environments independently of what provider, model, 

type, resources, or services an organization is utilizing to conduct its operations. 

It is apparent that a generalized framework that can be applied under any circumstance 

cannot obtain the level of detail and scrutiny that a model that was developed specifically 

for an environment (e.g., AWS, Azure, Google Cloud Platform, etc.) can achieve. 

However, in some cases, small, medium-sized auditing companies, and independent 

entities do not have the resources available to develop an audit model for each flavor of 

the cloud, and since the study and development of generalist frameworks for cloud 

security are still in exceedingly initial stages, we decided that researching, investigating, 

and developing this model was an important addition to the literature. 

Our study throughout the evolution of this thesis took two different routes, with one being 

around all the aspects of the cloud and how interactions in its environments take place, 

and the other on how an audit should be executed, its processes, components, the scope 

of the audit, and its deliverables. We considered both sides to be crucial for the 

development of this framework. 

Regarding the complexity of the topic and all the components it encompasses, it 

was not an easy task to select the most relevant arguments for the development of this 

work, but the current selection seemed like the most appropriate for the objective of this 

paper. 

It is relevant to mention that the topics of cloud services and cloud auditing are now more 

than ever growing in popularity among companies and individuals, and due to that, it is 

important for this framework to be updated in the upcoming years to address 

contemporary issues and matters that may surge with the passage of time. 

In this dissertation, after researching the relevant topics, we presented a model that 

addresses several aspects and areas of an IT and IS environment in the cloud, however, 

there is room for expansion and improvement (e.g., networking access, maintenance, and 

management).  

A limitation to this work was the lack of hands-on experience in an organizational 

cloud environment that could not only present a whole new and separate set of variables 

to analyze and research but a stronger in-depth understanding of how an environment 

works in an organizational context and environment. 
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Despite that, we believe that the proposed framework covers a wide range of IT and IS 

areas, issues, and risks that, and, when applied in practice it can obtain accurate and 

objective results for an auditing team to form a strong, independent opinion with enough 

basis to sustain it and argument in its favor. 
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Appendix 

Figure 1A: Component Responsibility Matrix  

 
Source: Own Production 



Cloud Security: An Audit Framework 

40 

Figure 2A: Cloud Environment Architecture 
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Figure 3A: Cloud Network Traffic Diagram 
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Figure 4A: Logical Access Policy Matrix 
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Figure 5A: Logical Access through In-Line Policy Matrix 
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Figure 6A: Azure Logical Access of Hybrid Identities Matrix 
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Figure 7A: Basic Cloud Setup

 
Source: Alazie Dagnaw, G., & Ebabye Tsige, S. (2019). Challenges and Opportunities of Cloud Computing in Social Network; Survey. Internet 

of Things and Cloud Computing, 7(3). Consulted on: https://doi.org/10.11648/j.iotcc.20190703.13 

https://doi.org/10.11648/j.iotcc.20190703.13
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Figure 8A: Cloud Security Architecture 

 
Source: Alazie Dagnaw, G., & Ebabye Tsige, S. (2019). Challenges and Opportunities of Cloud Computing in Social Network; Survey. Internet 

of Things and Cloud Computing, 7(3). Consulted on: https://doi.org/10.11648/j.iotcc.20190703.13 

https://doi.org/10.11648/j.iotcc.20190703.13

