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Resumo

As aplicacdes web apresentam um nivel de sofisticacdo que foi gradualmente me-
lhorado no decorrer de duas décadas. Em particular, estas aplicagdes evoluiram de sim-
ples aglomerados de documentos hipermédia, para sistemas altamente complexos e ex-
tensiveis, desempenhando um papel fundamental no acesso a uma miriade de servigos. No
entanto, esta evolucdo manifesta-se também pela procura e desenvolvimento de
aplicacdes avangadas em prazos restritos, um fendmeno que é desencadeado pela compe-
titividade agressiva e dinamismo proprios da Web moderna. Esta mudanca de paradigma
leva muitos programadores a seguir atalhos no desenvolvimento de aplicacdes, tal como
o uso de linguagens de programacao populares (ex. PHP), a integracdo de bibliotecas
e extensoes de origem dubia, e a negligéncia para com os bons padrdes de desenvolvi-
mento de software. Infelizmente, tais praticas encontram-se frequentemente associadas
a ocorréncia de vulnerabilidades no codigo fonte destas aplicagdes, que comprometem a
seguranca das mesmas.

A gravidade deste problema induz assim uma urgéncia crescente no que toca ao desen-
volvimento de aplicacdes seguras. Contudo, o sucesso das medidas de seguranga depende
tanto dos conhecimentos de quem as elabora, bem como da correta utilizacdo das lingua-
gens de programacio. E por isso que uma longa histéria de trabalho em seguranca de
aplicagdes web tem vindo a acompanhar tal evolucao.

As ferramentas de andlise estatica de c6digo sdo utilizadas para detetarem vulnera-
bilidades nos programas de forma automatica. Por exceléncia, estas ferramentas sio as
mais utilizadas por conseguirem uma maior cobertura do cddigo analisado, poderem ser
utilizadas durante o ciclo de desenvolvimento de aplica¢Oes e por ndo necessitarem de
executar o codigo da aplicacdo. Porém, a qualidade da andlise realizada por estas ferra-
mentas na detecdo de vulnerabilidades assenta na correta codificagdo do conhecimento
sobre as vulnerabilidades a detetar e implementacao das técnicas de andlise estdtica de
codigo, tal como a andlise de comprometimento. Isso significa que, por um lado, estas
ferramentas apenas procuram vulnerabilidades no cédigo fonte para as quais foram co-
dificadas, sendo incapazes de encontrar os restantes tipos de vulnerabilidades. Por outro
lado, podem gerar falsos positivos (falsas vulnerabilidades) e falsos negativos (vulnera-
bilidades nao detetadas) devido a ndao completude das técnicas de andlise estitica nelas
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implantadas. O principal objetivo desta dissertacao assenta no melhoramento das capaci-
dades de detecdo de vulnerabilidades presentes na ferramenta Web Application Protection
(WAP) para anélise de codigo PHP. A concretizagdo deste objetivo pressupoe trés passos.

O primeiro passo consiste, numa primeira instancia, no estudo das vulnerabilidades de
validacdo de input de aplicagdes web e das formas como sdo detetadas por andlise estatica
de codigo. Seguidamente, no levantamento de falhas de implementa¢ao num conjunto de
ferramentas de andlise estética de cédigo fonte em PHP e em particular na WAP. E im-
portante perceber que falhas estdo presentes nas ferramentas atuais e de que forma se
correlacionam com os falsos positivos e negativos gerados nas andlises. Para efetuar este
levantamento, é necessdrio executar cada ferramenta em estudo e comparar os resultados
de ferramentas diferentes, utilizando como alvo de analise os mesmos artefactos de soft-
ware em PHP. E de igual importincia analisar o cédigo manualmente, pelo que constitui
a unica forma de detetar falsos negativos e confirmar falsos positivos simultaneamente
presentes em todas as ferramentas. As ferramentas sdo aplicadas no processamento de
codigo fonte PHP encontrado em pacotes de software da plataforma WordPress.

O segundo passo consiste no estudo de um dos problemas identificados. O problema
selecionado para o efeito assenta na identificacao e resolucao de dependéncias circulares
no codigo fonte, as quais podem prejudicar a qualidade da andlise, provocando até a
paragem inesperada da ferramenta. As dependéncias circulares sdo oriundas da inclusao
recursiva de codigo contido em ficheiros (ex. ficheiro a inclui ficheiro b e ficheiro b
inclui ficheiro a). Inicialmente, € feito um levantamento das capacidades de inclusdo
disponiveis na linguagem PHP com base na documentagdo oficial. Seguidamente, sao
definidos e avaliados casos de estudo que utilizam estas capacidades de modo a produzir
dependéncias circulares. Observam-se os respetivos comportamentos das ferramentas no
processamento destes casos. Simultaneamente, € feita uma ponte com o comportamento
demonstrado pelo PHP Zend, pois fornece um contexto pratico que serve para completar
as ambiguidades identificadas na documentagdo oficial.

O terceiro passo consiste na resolu¢do do problema das dependéncias circulares na
ferramenta WAP. Apresentamos propostas de resolucdo do problema das dependéncias
circulares, passando pela identificagdo de ficheiros raiz, caminhos de inclusdo e cau-
sadores de ciclo dado um conjunto aleatério de ficheiros PHP. Este passo culmina no
desenvolvimento de dois algoritmos que detetam e resolvem ciclos num projeto PHP, res-
petivamente. Oferecemos uma avaliacdo experimental das melhorias implementadas na
ferramenta WAP, com base em pacotes de software da plataforma WordPress. Por um
lado, a avaliagcdo pretende verificar a capacidade de detecdo de ciclos e vulnerabilidades
por parte da versdo melhorada da WAP. Por outro, permite a confirmacdo dos comporta-
mentos identificados no segundo passo, bem como a identificacdo de novos problemas,
relacionados com falhas de implementacdo das ferramentas Pixy, RIPS e phpSAFE.

A nova versdo da ferramenta WAP (WAP++) permitiu identificar e resolver 16 de-
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pendéncias circulares e detetar 6 vulnerabilidades adicionais além das 885 vulnerabilida-
des detetadas pela versao original. Para além disso, a ferramenta WAP++ ndo apresenta
nem os comportamentos erroneos da versao original, nem os comportamentos erroneos
observados nas outras ferramentas de andlise estatica. Em contraste, a versao original da
ferramenta WAP nao identifica quaisquer dependéncias circulares.

Palavras-chave: analise estatica de codigo fonte, vulnerabilidades de validagdo de

entrada, dependéncias circulares, seguranca de aplicacdes web, seguranca de software



Abstract

For over two decades, the web has been evolving from a simple set of hypermedia
documents to a complex ecosystem of web applications that are supported by various
frameworks. This paradigm shift has been promoting a series of practices that lead to an
increasing number of vulnerabilities, which can compromise the security of web appli-
cations. One of the main contributing factors lies in vulnerable source code, written in
unsafe languages such as PHP.

In order to mitigate the problem, a large research effort on web application security
has occurred over the past years. Source code static analysis tools perform the task of
finding program vulnerabilities in an automated fashion. These tools offer superior code
coverage, easier integration into the application development cycle, and do not require the
actual code to be executed. They instead perform source code analysis, looking for poten-
tial bugs while inspecting the program code. However, the analysis performed by these
tools depends on their knowledge of the classes of vulnerabilities and the implementation
of analysis techniques, such as taint analysis. This means that, on one hand, the tools only
search for vulnerabilities in the source code that they hold knowledge of, being unable to
find other kinds of problems. On the other hand, the tools may generate false positives
and false negatives, due to the limitations and incompleteness of implemented analysis
techniques.

One of such tools is the Web Application Protection (WAP). The main objective of
this dissertation is to identify problems with WAP and improve its vulnerability detec-
tion capabilities, when processing open source PHP code. Four static analysis tools -
WAP, Pixy, phpSAFE and RIPS - are evaluated against a set of WordPress plugins that
are known to be vulnerable, in order to collect examples of incorrect processing of the
tools which lead, for instance, to false negatives. Additionally, we define and evaluate
several use cases for a common found limitation, which consists in the identification and
circumvention of circular dependencies (i.e., recursive inclusion of code) in the source
code. If circular dependencies are not treated correctly, they may lead to unexpected tool
behaviors and incorrect analyses. These assessments help reflecting upon new solutions
to address WAP’s shortcomings. A new version of WAP is implemented, and evaluated

with the same original WordPress plugins.
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This dissertation offers the following contributions. A list of vulnerabilities is com-
piled through manual analysis of the plugins, in a format that allows comparison between
the chosen tools, and the identification of common false negatives. An enhanced ver-
sion of WAP is implemented, with improved detection capabilities that reduce both false
positives and false negatives. Two evaluations concerning WAP and a set of WordPress
plugins are present, comparing the results before and after the enhancements, respectively.

Keywords: source code static analysis, input validation vulnerabilities, circular
dependencies, web application security, software security
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Chapter 1

Introduction

Nowadays, web applications play a fundamental role in the access to a wide range of ser-
vices, presenting a level of sophistication that was enhanced in the course of two decades.
These applications evolved from simple hypermedia documents (in the Web 1.0 era), to
complex and interconnected systems, partially due to the integration of plugins and wid-
gets (in the Web 2.0 era) [42]. Ever since this transition, the demand for richer web
applications has been increasing, which, combined with the frenetic competition and dy-
namism of the new Web, puts pressure on programmers to create them in constrained
time intervals. Under these conditions, two common practices consist in using easy to
learn languages (such as PHP) and plugins, to cut development time and enhance cus-
tomization. For example, WordPress, the most popular Content Management System
(CMS) [32], offers a panoply of these extensions and plugins of diverse subjects (e.g.,
e-commerce, maps, contacts, calendars and testimonials).

An unfortunate outcome of this paradigm is that web applications suffer from many
security issues [3]. The process of securing web applications depends on the knowledge of
the developers, as well as on the correct use of the underlying programming language. De-
velopers often do not know how to build secure code, and therefore they deploy their soft-
ware with flaws. This fact is also visible in third-party software included in web applica-
tions, such as plugins developed for WordPress [41][38]]. Despite the tremendous amount
of research concerning web application security over the last two decades [6][30][61][67],
reaching such goal remains a non-trivial task.

Fortunately, nowadays, source code static analysis (SCSA) tools [35] perform the task
of finding these vulnerabilities in an automated fashion. Compared to manual code in-
spection, this process has the advantage of saving time and cost, allowing developers to
remain focused on writing the basic program logic. The disadvantage is that these tools
tend to generate false positives and false negatives, depending on the approach and tech-
niques applied by each tool[] In addition, the vulnerabilities are required to be manually

!False positives consist in signaled vulnerabilities that do not actually exist, while false negatives consist
in undetected vulnerabilities.
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removed, something that might be unfeasible for developers that do not have appropriate
knowledge about secure coding.

WAP is a tool that discovers and removes input validation vulnerabilities in the source
code of PHP applications [37]. It uses knowledge about entry points (user inputs) and
sensitive sinks (functions that perform some kind of sensitive operation). The tool re-
sorts to taint analysis (a form of static analysis) to find candidate vulnerabilities, and data
mining to predict the existence of false positives. Finally, the candidate vulnerabilities
considered as being real vulnerabilities are automatically fixed by the tool, by modifying
the source code. The main objective of this dissertation is to improve WAP’s vulnerability
detection capabilities by identifying and correcting a few of its limitations, focusing on
plugins from the WordPress CMS.

1.1 Motivation

The problem of web application security is related to the foundation and evolution of
the World Wide Web. In the 1990s, most websites consisted in a set of static text pages
with the inclusion of other media (e.g., images). The restrictions inherent to this platform
reduced the opportunities for elaborate web-based attacks, as well as their impact.

The advent of Web 2.0 spawned more opportunities and tools that promoted two im-
portant properties. For one, complexity, allowed for the creation of richer applications.
Such complexity was achieved through the use of server-side scripts that produce dy-
namic, user-specific content. Server-side script languages (e.g., PHP, Ruby) rely heavily
on databases, files and operating file systems, in order to accomplish
advanced tasks. This property inevitably led to an increasing number of bugs contained
within these applications. The other property, extensibility, supports the combination of
components, commonly found today as untrustworthy third-party extensions and plugins
that can be installed in browsers and/or back end systems [29]]. One practical instance of
extensibility is observable in the use of plugins that are integrated within CMSs [42].

WordPress is currently the most used CMS [32][71] and it is programmed in PHP,
which is the most used server-side script language for development of web applica-
tions [32][70]. WordPress supports the integration of plugins that offer very diverse fea-
tures, saving programming time when it is necessary to include these features. PHP is
an appealing script language due to its accessible documentation [S3], support for other
technologies (e.g., many database management systems, compression and multimedia
formats [47]]), availability on major operating systems [49] and apparent ease of learning.

The downside is that WordPress and other CMSs do not apply security checks on plu-
gins, aside from issuing a few warning messages [/5]. PHP might be an easy language
to learn, but it contains many sensitive functions (i.e., functions that are susceptible to be
exploited by some malcrafted data) that when exploited can cause unexpected and unde-
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sirable results. Examples of such functions are the shell_exec and system functions, which
execute commands on the underlying operating system, and the eval function, which al-
lows the execution of arbitrary PHP code. Another factor that makes the code easy to
exploit is that the language is weakly typed, thus allowing for the injection of unexpected
data [7]. It is common for programmers to deploy these plugins without having knowl-
edge about secure coding. In a production environment, data is received from users with
arbitrary intentions. Additionally, vulnerabilities found in one plugin may compromise
several applications using that plugin. As a result, when these extensions are targeted by
attacks, the results range from sensitive data being leaked to the actual web server being
completely compromised.

In order to tackle these issues, web security mechanisms were developed, some re-
lying on runtime checks [61] while others focusing on the discovery of vulnerabilities
through the source code analysis [35]. SCSA tools, which fall in the latter category, are
more easily integrated into the application development life cycle, providing better code
coverage and managing to find the actual source of security problems [41]]. However, they
may also report many false positives. This problem is due to undecidability, meaning that
the static analysis tools are unable to determine how the target software behaves for all
inputs [36]. On the other hand, false negatives can occur, for instance, when the tools do
not have the proper knowledge about framework-specific entry points and sensitive sinks.

WAP performs static analysis of PHP programs. In addition to searching for input
validation vulnerabilities, the tool also reports some of the vulnerability’s properties (e.g.,
the set of affected instructions and files) and applies fixes in the code, correcting and re-
moving the identified bugs. The correction of source code effectively saves a lot of time
and effort on the developer’s side. This means that, while the process of vulnerability re-
moval can be automated, the programmer has the opportunity to learn how vulnerabilities
occur, and how they can be corrected.

Recent experience with the WAP tool has identified some problems, as it appears to
have some flaws that prevent the analysis of certain programs or the detection of specific
vulnerabilities. As later explained in the document, these problems are also common in
other static analysis tools, thus, it is important to keep researching this topic.

1.2 Objectives

First, we aim at finding and documenting problems with the existing SCSA tools in terms
of detection of vulnerabilities in PHP open source applications, with deeper emphasis on
WAP. Within its logic, WAP contains a Code Analyzer (CA) module, which is where most
problems apparently stem from, so it is important to grasp some familiarity with its source
code. A complementary task consists on evaluating the tools against a set of WordPress
plugins that are known to be vulnerable, and collecting various examples of false positives
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and negatives. Since false negatives seem to be a prevalent problem for WAP, we need
to understand the reason why they occur by studying how the code is processed, and by
identifying common patterns on vulnerable source code that are not being detected. In
addition to WAP, we chose Pixy, PHP Security Analysis For Everyone (phpSAFE) and
Re-Inforce PHP Security (RIPS) 0.55 for this study.

Second, we aim at improving the WAP tool with new approaches and techniques. In
particular, we focus on one of the identified problems, related to the existence of circular
dependencies (i.e., recursive inclusion of code) in the source code. If not treated correctly,
circular dependencies may affect the static analysis process, causing false positives and
negatives or even the crash of the tool. We define and evaluate several use cases in order
to understand the precise effects of circular dependencies.

Third, we solve the problem of circular dependencies in WAP, through the develop-
ment of algorithms that identify the root points in a set of PHP files, discover all valid
inclusion paths, and circumvent the found circular dependency points.

This new version of WAP was also evaluated to assess its improvements.

1.3 Contributions

The dissertation presents the following contributions:

e An experimental identification of problems in static analysis tools. This contribu-
tion consists in the compilation of a vulnerability list (i.e., from a set of WordPress
plugins known to be vulnerable) which aids in identifying key patterns and charac-
teristics concerning the vulnerabilities. These patterns will explain the occurrence
of errors (false positives and false negatives) in WAP and the other tools. Addi-
tionally, new solutions may arise by understanding the nature of these patterns, and
they will be proposed in order to fix the found issues.

e A study concerning a common limitation found in several static analysis tools. One
particular problem is triggered by the existence of circular dependencies within the
source code (i.e., file a includes file b, and file b includes file a). Static analysis
tools analyze the given source code, thus they are sensitive to circular dependen-
cies caused by inclusion of external files. If such dependencies are not processed
correctly, they may lead to invalid vulnerability detections, in the form of false pos-
itives and false negatives. Initially, this study presents several use cases in which
circular dependencies occur, as well as the expected outcome according to PHP’s
documentation. Afterwards, the study documents the behavior of four static analy-
sis tools, as well as the PHP Zend engine, when processing these use cases.

e A solution concerning the identification of inclusion paths to be considered during
the analysis, in the form of an algorithm. These paths may or may not encounter cir-
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cular dependencies. If circular dependencies are indeed present in the source code,
they imply the existence of points which are responsible for creating them. The
algorithm is capable of identifying and solving these circular dependency points
without breaking the analysis.

e Implementation of the studied solutions in the WAP tool and experimental evalua-
tion, which consists in taking the improved version of WAP and comparing it with
its previous version, as well as with the other tools.

1.4 Publications

The work performed on this dissertation allowed us to publish a communication paper (8
pages) for the Symposium on Informatics - INForum 2017, in the Security of Computa-
tional Systems and of Communication Networks track [9].

1.5 Organization

This document is organized as follows:

e Chapter [2]describes the context and related work. It begins with the detailed expla-
nation of two vulnerability classes, and complements such explanation with exam-
ples. More importantly, this chapter presents the static analysis process, and which
techniques are most commonly employed by static analysis tools when implement-
ing this process. WAP’s CA module is explained with greater detail, since it is used
in the following chapters. The chapter ends with an assessment of key static analy-
sis features, and whether or not they are available throughout the four chosen static

analysis tools.

e Chapter 3| presents several problems that were found in static analysis tools. First, it
describes the manual analysis process against a set of WordPress plugins with aim
to produce a set of vulnerabilities with detailed characteristics. This assessment
is crucial in order to identify the strengths and weaknesses of the WAP’s current
implementation, and to reflect upon new solutions to mitigate these weaknesses. It
also presents some additional experiments that helped to identify other bugs, and to
find a connection between them and their origins in the actual WAP source code.
Pixy, phpSAFE and RIPS 0.55 are studied in a similar fashion.

e Chapter [] includes an in-depth behavioral study on a specific problem found in
Chapter 3] which consists in the incorrect processing of circular dependencies dur-
ing the analysis of PHP source code. Several use cases are illustrated, according
to the expected behavior found in PHP’s documentation. These use cases are then
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processed by the four chosen static analysis tools, and the PHP Zend engine, in
order to understand how their behavior may differ from the expected outcome.

e Chapter[5|describes known approaches to identify and solve circular dependencies,
and their respective limitations. We also present our own contribution on the matter,
in the form of an algorithm that detects cycles in a PHP project (i.e., the circular
dependency points that generate these cycles), and another algorithm that solves the
identified cycles. These algorithms were implemented in the WAP tool.

e Chapter [f] contains an experimental evaluation of the features implemented in the
WAP tool. The tool is evaluated against several plugins from the WordPress plat-
form, in order to detect the existence of cycles and vulnerabilities. This process
is complemented with the evaluation of four other SCSA tools - Pixy, RIPS, ph-
pSAFE and WAP 2.1 - in order to compare results and document any behavioral
errors found. The chapter ends with an overall assessment of the results.

e Chapter[7|presents the conclusion to this dissertation. The work developed through-
out this dissertation is summarized and reflected upon. Some possibilities for future
work are also discussed.



Chapter 2

Context and Related Work

This chapter presents several concepts and definitions that are crucial to the understanding
of the vulnerability detection process. The chapter also references representative works
on the matter, particularly, those that present a vulnerability detection approach and im-
plement it in the form of a SCSA tool.

The chapter begins with a general description of the vulnerability classes contained
within the scope of the dissertation, as well as an enumeration of properties that are com-
mon among them. Following this high-level explanation, the chapter elaborates upon the
specific mechanics of each class (i.e., one section per class), complete with a series of
examples taken from the manual analysis. Subsequently, the chapter explains the process
of SCSA, as well as known approaches and implementations. The concepts of semantic
analysis, data flow analysis and taint analysis, within the context of static analysis, are ex-
plained. The chapter ends with an assessment of key features in static analysis, explaining

if they are present in each tool.

2.1 Vulnerability classes

This section presents two main vulnerability classes, SQL injection (SQLI) and Cross-site
scripting (XSS). They are placed within the top three positions of the OWASP Top 10 in
2013 [74]], a report which depicts the ten most critical web application security risks.

As explained in Section most web applications are programmed in a server-side
script language that allows for the creation of dynamic web pages, depending on external
input. Most of these languages also support the management of user-generated content
through the use of files and databases. If the source code written in these languages
does not consider security aspects when using these features, the applications can become
vulnerable to malicious actions. Attackers may be able to read and modify sensitive
data, build fake web pages (usually meant to steal user credentials) and perform privilege
escalation. These flaws are what we call vulnerabilities (VVs), where the SQLI and XSS
classes are the ones most often left in web applications.

7
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A common pattern among these two vulnerability classes is that their attacks consist in
sending malicious user inputs originating from a client (such as a web browser) to a target
web server, in which the inputs are unchecked and used in some sensitive manner. This
means that they fit on the meta-class of input validation vulnerabilities (IVVSE 1371341,
and as such this dissertation will focus on it.

Before we explain the classes in higher detail, it is important to clarify the properties
of an input validation vulnerability:

e Entry points (EPs) consist in any variables and functions from which external user
inputs enter the application, such as $_ GET and $_POST. Usually, EPs do not per-
form validation measures against their inputs, unless they are special functions tai-
lored for certain PHP frameworks, such as the get_post function from the WordPress
CMS, which supports sanitization filters [82].

e Tainted Inputs (Tls) consist in maliciously crafted EP data that can be used in sensi-
tive operations. Note that these inputs may propagate taintedness to other variables
and functions of the program, therefore creating entry point dependencies.

Since most web applications are ubiquitous, their outside environment must not be
considered trustworthy. As such, entry point data is considered tainted by default
(more details in Section [2.2).

e Sensitive sinks (SSs) are functions in the program that perform a sensitive opera-
tion, such as the output of dynamic information to the web browser, or a database
operation. When some TI reaches a SS, it can cause security problems, such as data
leaks [45] and the injection of malicious scripts [2]].

e Sanitization functions (SFs) are meant to sanitize tainted data, thus making it un-
tainted, i.e., nullify the harmful effects of TIs.

e FEntry point validation constraints (EPVCs) are conditions that validate data from
an EP and/or their dependencies. Depending how effective these constraints are,
they may share similar purposes with SFs. The main difference is that constraints
prevent the flow of execution from entering their respective blocks (i.e., in case the
input does not meet the requirements).

e Execution path constraints (EPCs) are conditions that split the main flow of execu-
tion into several independent paths.

The latter two notions are crucial, since a SS may be placed before or within a
constraint. A vulnerability may be triggered under many different circumstances,
through different paths. The effectiveness of SFs and constraints depends on the
input’s type and on the vulnerability class being considered.

! Alternatively known as taint-style vulnerabilities
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Examples of these constructs will be presented throughout this section (see Tables [2.1]
and[2.2). Code slices extracted from the manual analysis will also be described, in order
to illustrate the specific mechanics of each vulnerability class.

2.1.1 SQL injection

SQLI attacks target parameters that are inserted into structured query language (SQL)
commands (usually called queries) with little to no validation, which are then sent to the
underlying database. An attacker may be able to manipulate expressions and predicates
(see Figure using special characters, therefore modifying the original syntax of the

query.

Expression

$query = "LSELECT * FROM $testimonials WHERE Lid='$01did'JJ§

R |
Statement Predicate

Figure 2.1: Basic elements of an SQL statement.

Figure presents a SQLI vulnerability, using the same statement from Figure
In this case, the targeted parameter is $oldid, which corresponds, through attribution, to
the entry point $_GET[ oldid’]. $_GET is an associative array of values which enter the
application through the URL parameters of an HTTP request [48]]. Thus, it is one of the
many EPs available in PHP, in addition to the ones listed in the Entry point column of
Table 2.1l

@' UNION SELECT * FROM users --

$oldid = $_GET['oldid'];

"SELECT * FROM $testimonials

$query
WHERE id='Q' UNION SELECT * FROM users -- '";
$results = mysql_query($query);

Figure 2.2: SQLI vulnerability example. The payload, colored in red, targets potentially
sensitive user records.

Furthermore, mysql_query is responsible for executing commands against the under-
lying database [51]], which may contain sensitive records. Due to the arbitrary nature of its
operation, and the fact that it does not sanitize its arguments, mysql_query is considered a
SS. The Sensitive sink column of Table [2.1| contains examples of other SSs.

Neither the entry point nor its dependency ($oldid) are sanitized before reaching con-
tact with the sensitive sink. For this reason, we call this flaw a VV, i.e., an entry point or its
dependency that reaches a sensitive sink without any sanitization and/or validation, which
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may be exploited through payloads such as the ones exemplified in the Tainted input col-
umn of Table [2.1] Note the use of special symbols, such as the prime character (*) and
the comment indicator (- - ). From a malicious perspective, both can be used to terminate
the original query abruptly. The prime character allows for the injection of new operators
and predicates, while the comment indicator makes sure that any other statement parts
succeeding it are disregarded.

The execution of the modified query may access or modify unauthorized data. In ad-
dition to business-related records, certain injections may cause data leaks concerning the
database schema (e.g., tables, columns, types), which may help the attacker understand
how the database is organized, and perform more sophisticated attacks. An attacker may
also be interested in discovering the type and version of the database, a process known as
database fingerprinting [43]].

The syntax of SQLI attacks depends on the Database Management System (DBMS)
and the server-side script language being used. WordPress uses MySQL as its underlying
DBMS [[76], which will be the focus of this document.

Entry point Tainted input Sensitive sink Sanitization function Validation constraint

$_GET OOR 1=1-- mysql-query mysql_real_escape_string is_null

$_POST passwd’” OR pass <> mysqli_query mysqli_real_escape_string is_numeric

*passwd

$_REQUEST > UNION SELECT $wpdb->query $wpdb->prepare 1=
secretcode FROM... - -

$_SERVER $wpdb->esc_like

$_COOKIE

$_FILES

Table 2.1: Examples of SQLI vulnerability properties

2.1.1.1 SQLI vulnerability example

Figure depicts the (simplified) analysis of a SQLI vulnerability, taken from the man-
ual analysis compilation (Slice #9 of collision-testimonials.3.0 plugin, please check the
appendix).

The analysis shows that the EP $_GET/ oldid'], listed in the first table of the figure, is
neither verified by a constraint nor sanitized by a SF. It creates two dependencies: $oldid

and $query, which are listed in the second table of the figure. The latter reaches a SS,
mysql_query.
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Sensitive sink
e Name: mysql_query
e Line: 177
e File: collision- testimonials.3.0/pages/testimonials.php

Entry points:

L Type Name File
175 | GET $_GET[ oldid’] collision-testimonials.3.0/pages/testimonials.php

Entry point dependencies:

L Type Name Tainted by Taint condition | T/F File
175 | variable | $oldid | $_GET[ oldid’] 1 1 collision-testimonials.3.0/pages/testimonials.php
176 | variable | $query $oldid 1 1 collision-testimonials.3.0/pages/testimonials.php

Execution path constraints

L Condition T/F File
170 | ($-GET[ action’] == "edit”) && (lisset($_POST[ editQuote’])) 1 collision-testimonials.3.0/pages/testimonials.php

Slice:
L Instruction File
170 | if (($-GET[’action’] == "edit”) && (lisset($_POST[ editQuote’]))){ | collision-testimonials.3.0/pages/testimonials.php
175 | $oldid = $_GET[’oldid’]; collision-testimonials.3.0/pages/testimonials.php
176 | $query = "SELECT * FROM S$testimonials WHERE id='$oldid’”; collision-testimonials.3.0/pages/testimonials.php
177 | $results = mysql_query($query); collision-testimonials.3.0/pages/testimonials.php

Figure 2.3: Sample analysis of a SQLI vulnerability.

The last table of the figure presents the slice (i.e., excerpt of the source code) contain-
ing the vulnerability. Although it contains some constraints (line 170) that perform some
validation, they are not associated to the entry point; so the entry point remains tainted.
These EPCs are listed in the third table.

If the entry point data is malicious, it can manipulate the query’s structure so that it
retrieves more data than it should, when executed by the DBMS. However, by applying a
sanitization function, such as a cast to the integer type, or mysql_real_escape _string (for
MySQL DBMYS), the effect of a malicious input is eliminated. The Sanitization func-
tion column of Table contains examples of other sanitization functions. Most drivers
nowadays support prepared statements as well, though these require more complex mod-

ifications to the code.

2.1.2 Cross-site scripting

XSS attacks consist in the injection of malicious client-side script code (usually JavaScript)
into the unprotected output of a web application. The code is embedded in the resulting
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HTML document and executed in the victim’s browser. Unlike SQLI, this type of attack
attempts to harm users, rather than the web application.

There are three classes of XSS attacks depending on how the payload interacts with
the application, which affects the way it is sent to the victim [44]. They are Reflected
XSS, Stored XSS and DOM-based XSS. The DOM-based XSS class specifically targets
the client-side, without interacting with the back end system. As such, it will only be
given a slight explanation, since the scope of the chosen tools concerns the server-side of
web applications.

Entry point Tainted input Sensitive sink | Sanitization function | Validation constraint
$_GET <script>alert(’XSS”)</script> echo htmlentities is_null
$_REQUEST <p onmouseover=alert die escjs preg_match

(document.cookie)>HERE!</p>

<script>window.open(”http://evil.pt/
steal.php?cookie="+document.cookie)
</script>
file_get_contents* file_put_contents
mysql-query*

$_POST exit wp_json_encode 1=

Table 2.2: XSS example vulnerabilities. Stored XSS specifics are marked with *.

2.1.2.1 Reflected XSS

A reflected XSS vulnerability occurs when the web application contains a sensitive func-
tion that outputs (i.e., reflects) unsanitized information to the browser. An attacker can
craft an URL that assigns malicious code to the relevant, unsanitized parameters (e.g.,
variables that will be concatenated within error or greeting messages). An unsuspect-
ing user needs to be convinced into clicking the link, in order to trigger the effect (e.g.,
e-mail messaging of the link). The link then accesses the application, and its code is re-
flected back to the browser, through functions such as echo or die. The attacker may craft
malicious code for various purposes:

e By subverting a web page’s appearance with a fake login form, the attacker can
trick the user into revealing its credentials.

e By replacing download links, the user can be tricked into downloading an harmful
program, such as a trojan horse. Similarly, the user can be redirected to a malicious
web-site.

e User cookies with session information can be stolen (i.e., sent to the attacker’s site).
Authentication cookies are included in requests, and they are used by web servers in
order to identify which user is making the request. They aid in the implementation
of the site’s business logic (e.g., separation between “normal users” and ’premium
users”, e-commerce features such as shopping carts, user preferences). An attacker
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that obtains a victim’s cookie can effectively impersonate the victim, and access the
application with the same user privileges.

1) http://www.myapp.com/home.php?
name=<script> window.open PHP server
("http://www.cookiemonster.pt/steal.php? echo(...)
cookie="+document.cookie)</script>

2) <html>
<body> €—
Hello,
<script>window.open("http://www.cookiemonster.pt/steal.php?
cookie="+document.cookie)</script>
</body>
</html>

Figure 2.4: Example of a Reflected XSS vulnerability that allows a cookie theft.

Figure [2.4] illustrates a Reflected XSS vulnerability. The entry point is a variable in
the home.php script that holds URL parameters. The sensitive sink, echo, prints arbitrary
contents into the resulting document. The payloads, exemplified in the Tainted input
column of Table contain HTML elements that hold malicious scripts. Note that, even
though the use of the <scripr> tag is common, it is not obligatory to use such tag. In fact,
an attacker can take advantage of HTML events and inject code in the event attributes
(e.g., onclick, onmouseover) of other elements, such as <p> or even <body>.

Reflected XSS example
Figure [2.5| depicts the (simplified) analysis of a Reflected XSS vulnerability, taken from
the manual analysis compilation (Slice #5 of ajaxgallery.3.0 plugin, in the appendix).

The analysis shows that the EP $_ GET[ 'gld’ ], listed in the first table of the figure,
is validated by a constraint. Constraints related to entry points or dependencies are what
we call of EPVCs, which are listed in the third table. However, this particular instance
only checks for the existence of the value (i.e., the value is not unset or NULL). From an
information security standpoint, it is a weak constraint that allows typical XSS payloads
into the application. The EP generates a dependency called $ggld (in the second table),
which reaches the sensitive sink echo.

The last table of the figure presents the slice containing the vulnerability. Note that
the EPVC is also an EPC, since its if block contains the sink (i.e., it begins in line 159
and ends somewhere after line 164).

The attacker can include and execute arbitrary JavaScript code into the page with
varying objectives, as mentioned in Section [2.1.2.1] By applying encoding measures to
the output, such as htmlentities and wp_json_encode, these effects can be nullified. An-
other approach consists in sanitizing the input, such as imposing a white-list of accepted
HTML elements, thus discarding any other type of element. Both approaches may be
combined.
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Sensitive sink

e Name: echo

e Line: 164

e File: ajaxgallery.3.0/utils/options.php

Entry points:

L Type Name File

160 GET $_GET[ "gld’ ] ajaxgallery.3.0/utils/options.php

160 | POST $_POST[ gld’] ajaxgallery.3.0/utils/options.php
Entry point dependencies:

L Type Name Tainted by Taint condition T/F File

160 | variable | $ggId | $_GET[’gld’ ] | isset( $_-GET[ "gId’ ]) 1 ajaxgallery.3.0/utils/options.php

160 | variable | $ggld | $_POST['gId’] | isset( $_-GETJ[ gId’ ]) 0 ajaxgallery.3.0/utils/options.php
Entry Point Validation Constraints

L Condition Nested by | T/F File

159 | isset( $_GET[ "gId’ ]) || isset( $-POST[’gId’] ) 1 ajaxgallery.3.0/utils/options.php
Execution path constraints

L Condition T/F File

159 isset( $_GET[ "gId’ ]) || isset( $_POST[ gld’] ) 1 ajaxgallery.3.0/utils/options.php
Slice:

L Instruction File

159 | if(isset( $-GET[ 'gId" 1) || isset( $-POST['gld']) ){ ajaxgallery.3.0/utils/options.php

160 | $geld = isset( $_GET[ ‘gId’ ]) ? $_GET[ ’gld’ ] : $_POST['gld’]; ajaxgallery.3.0/utils/options.php

164 | <textarea>[ajax_gallery id=<?php echo $ggld;?>]</textarea><br> ajaxgallery.3.0/utils/options.php

Figure 2.5: Sample analysis of a Reflected XSS vulnerability.

2.1.2.2 Stored XSS

Stored XSS attacks store the payload in a persistent storage, such as a file system or a

database, on the target web server. As such, they require two main steps:

e The first step consists in taking advantage of operations that modify information.

Web applications usually perform write operations to a database and/or file system,
in order to store business data (e.g., the SQL INSERT or UPDATE commands, PHP
extensions which manipulate files). If these operations are not complemented with

sanitization measures, a malicious input may enter the application and be stored

inside legitimate structures (e.g, database tables, folders, configuration files). This

is called the write step.
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e The second step consists in taking advantage of operations that output information.
Web applications perform read operations through the use of SQL queries, or PHP
extensions that retrieve file contents. If such operations are not complemented with
encoding and/or sanitization measures, they open the opportunity for stored mali-
cious code to be executed, thus accomplishing the attack. This is called the read
step.

Any user browsing the application may be a potential victim in this scenario, since
there is no need to click a specially-crafted link. The payload may be retrieved by a static
query (i.e., a query without user-provided arguments) or file access (i.e., the file is loaded
without depending on user input). As a result, stored XSS vulnerabilities are much more
dangerous than other known types of XSS vulnerabilities.

The browser may request content from a subset (i.e., table column, file line) of the
persistence layer at any time. If this subset is housing the harmful script, the browser will
execute the code, causing the issues mentioned in Section @

Stored XSS example

Figures and depict the (simplified) analysis of a Stored XSS vulnerability, taken
from the manual analysis compilation (Slice #7 of ajaxgallery.3.0 plugin, please check the
appendix). Once again, observe that this vulnerability class requires two steps: a write
step that stores malicious scripts in a persistent environment (without sanitizing it), and a
read step that outputs the stored malicious script (without encoding it).

The UPDATE command in Figure [2.6] is vulnerable due to the use of a tainted in-
put, $value, which is assigned to the option_value field in rows where option_name has
the value ’agltem’. The SELECT command in Figure retrieves all fields where op-
tion_name is ’agltem’ (from the same table), including option_value. This value’s taint-
edness would then be propagated to the $options array (since the contents were stored in
colon-separated fashion). Finally, option’s elements are argument to echo, the sink of this
vulnerability.

These vulnerabilities can be eliminated with the same measures mentioned in Sec-
tion [2.1.2.1] However, accurate detection of these vulnerabilities can be difficult, as cer-
tain fields (e.g., numeric AUTO_INCREMENT fields) are not affected by Stored XSS.
Additionally, complex sanitization measures may take place before persisting the data
(e.g., preg_replace of certain metacharacters), leading to false positives.
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Sensitive sink
e Name: echo

e Line: 60,61,62,63

e File: ajaxgallery.3.0/utils/list.php

WRITES (1st step)

Entry points:

L Type Name File

42 POST $_POST[ user’] ajaxgallery.3.0/utils/options.php
43 POST $_POST[ album’] ajaxgallery.3.0/utils/options.php
44 POST $_POST['rows’] ajaxgallery.3.0/utils/options.php
45 POST $_POST[ cols’] ajaxgallery.3.0/utils/options.php
46 POST $_POST[ align’] ajaxgallery.3.0/utils/options.php
47 POST $_POST[ pag’] ajaxgallery.3.0/utils/options.php
48 POST $_POST[ showp’] ajaxgallery.3.0/utils/options.php
49 POST $_POST[ thumbsize’] ajaxgallery.3.0/utils/options.php
51 POST $_POST[ "gId’ ] ajaxgallery.3.0/utils/options.php

Entry point dependencies:

L Type Name Tainted by Taint condition T/F File

42 | variable | $value $_POST[ user’] iﬁfﬁgﬁggﬁ[ﬁfg]}f i& 1 | ajaxgallery.3.0/utils/options.php

43 | variable | $value ?;tfl::’rgg:l}l[r’zlbum’]) ﬁlsr?lt((;;:ggss:ll:[[’;llt))l‘llrrnn’]])) !8:%,, 1 ajaxgallery.3.0/utils/options.php

44 | variable | $value $_POST[’rows’] ﬁf::gﬁg:;ﬂ[jsx::}; '8:?, 1 ajaxgallery.3.0/utils/options.php

45 | variable | $value $_POST[ cols’] ::r:((gjgssg[[,ggll:,]])) i (%,, 1 ajaxgallery.3.0/utils/options.php

46 | variable | $value $_POST/[ align’] 1:2((5;3855;[[’2111153’]])) '8:6 & 1 ajaxgallery.3.0/utils/options.php

47 | variable | $value $_POST[ pag’] ;:::gﬁgss:rr[[,g:gg,]])) ﬁ %,, 1 ajaxgallery.3.0/utils/options.php

48 | variable | $value $_POST[’showp’] tjfgfgjgss:rr[[’:ﬁgxg ’]])) '8:& 1 ajaxgallery.3.0/utils/options.php

49 | variable | $value | $_POST[ thumbsize’] ::igjgg;{,:ﬁsgg::j:,}; i %,, 1 ajaxgallery.3.0/utils/options.php

51 | variable | $sql ifgg‘g’n gl ] 1 1 | ajaxgallery.3.0/utils/options.php
Entry Point Validation Constraints

L Condition Nested by File

50 | isset( $_POST[ ’gld’ ]) 39 ajaxgallery.3.0/utils/options.php

Execution path constraints

L Condition T/F File
39 isset( $_POST] ’save’ ]) 1 ajaxgallery.3.0/utils/options.php
50 isset( $_POST[ "gId’ 1) 1 ajaxgallery.3.0/utils/options.php
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Slice:

L Instruction File

32 | function filterAlbum( $str ){ ajaxgallery.3.0/utils/options.php

33 $str = str_replace(” 7, ", $str ); ajaxgallery.3.0/utils/options.php

34 $str = str_replace( ”.”, 77, $str ); ajaxgallery.3.0/utils/options.php

35 $str = str_replace( ”,”, 77, $str ); ajaxgallery.3.0/utils/options.php

36 return $str; ajaxgallery.3.0/utils/options.php

37 ajaxgallery.3.0/utils/options.php

39 | if(isset( $_POST] 'save’ ]) ){ ajaxgallery.3.0/utils/options.php

42 Svalue = (isset($_POST[ user’]) && trim($_POST[ user']) !=""? $_POST['user’] : | ajaxgallery.3.0/utils/options.php
“user” ).

43 $value .= (isset($3_POST['album’]) && trim($_POST[ album’]) != " ? filterAl- | ajaxgallery.3.0/utils/options.php
bum($_POST[ album’]) : ) . 72,

44 Svalue .= (isset($_POST['rows’]) && trim($_POST['rows’]) !="""? $_POST['rows’] | ajaxgallery.3.0/utils/options.php
DAY L

45 $value .= (isset($_POST[ cols’]) && trim($_POST[’cols’]) !="" ? $_ POST['cols’] : | ajaxgallery.3.0/utils/options.php
47

46 $value .= (isset($3_POST['align’]) && trim($_POST['align’]) !'= ™ 2 | ajaxgallery.3.0/utils/options.php
$_POST['align’] : “center” ) . ”:”;

47 Svalue .= (isset($3_POST['pag’]) && trim($_POST['pag’]) !="" ? $_POST['pag’] : | ajaxgallery.3.0/utils/options.php
N T

48 $value .= (isset($_POST['showp’]) && trim($_POST['showp’]) != 7 2 | ajaxgallery.3.0/utils/options.php
$_POST['showp’] : true™) . 7:7;

49 $value .= (isset($_POST['thumbsize’]) && trim($_POST['thumbsize’]) != 7 ? | ajaxgallery.3.0/utils/options.php
$_POST[’ thumbsize’] : ”1607);

50 if(isset( $_-POST[ ‘gld’ 1) ){ ajaxgallery.3.0/utils/options.php

51 $sql = "UPDATE $wpdb->options SET option_value='$value’ WHERE op- | ajaxgallery.3.0/utils/options.php
tion_name="agltem’ and option_id=".$_POST[ 'gId’ ];

52 Jelse{ ajaxgallery.3.0/utils/options.php

55 $wpdb->query($sql) ajaxgallery.3.0/utils/options.php

Figure 2.6: First step of the sample analysis of a Stored XSS vulnerability.

READS (2nd step)

Entry points:
5 Dl Name File
54 BD $wpdb->get_results("SELECT * FROM $wpdb->options WHERE ajaxgallery.3.0/utils/list.php
option_name="agltem’”);

Entry point dependencies:

L Type Name Tainted by Taint condition | T/F File
54 | variable $gltems $wpdb->get_results("SELECT * 1 i]t?l); %l?llterﬁs'()/
FROM $wpdb->options WHERE Php
option_name="agltem’”);
. ajaxgallery.3.0/
55 | variable $gltem $gltems 1 utils/list.php
. ) . ajaxgallery.3.0/
56 | variable | $gltem->option_value $gltem 1 utils/list.php
. ) . ) . ajaxgallery.3.0/
56 | variable | $gltem->option_value $gltem->option_value 1 utils/list.php
. . ) . ajaxgallery.3.0/
56 | variable $options $gltem->option_value 1 utils/list.php
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Entry Point Validation Constraints

L Condition Nested by | T/F File
55 foreach ( $gltems as $gltem ) 1 ajaxgallery.3.0/utils/list.php

Execution path constraints

L Condition T/F File
55 foreach ( $gltems as $gltem ) 1 ajaxgallery.3.0/utils/list.php

Slice:
L Instruction File
54 | $gltems = $wpdb->get_results(’SELECT * FROM $wpdb->options WHERE op- | ajaxgallery.3.0/utils/list.php

tion_name="agltem’”);

55 | foreach ( $gltems as $gltem ){ ajaxgallery.3.0/utils/list.php
56 | S$options = split( ”:”, $gltem->option_value ); ajaxgallery.3.0/utils/list.php
60 <td><?php echo $options[0]; 7> </td> ajaxgallery.3.0/utils/list.php
61 <td><?php echo $options[1]; 7> </td> ajaxgallery.3.0/utils/list.php
62 <td><?php echo $options[2]; 7> </td> ajaxgallery.3.0/utils/list.php
63 <td><?php echo $options[3]; ?7></td> ajaxgallery.3.0/utils/list.php

Figure 2.7: Second step of the sample analysis of a Stored XSS vulnerability.

2.1.2.3 DOM-based XSS

The previous two classes require the web application to perform the dynamic creation of
a response page containing the malicious input. DOM-based XSS payloads are not used
in the actual server; instead, they take advantage of script vulnerabilities in the response
page, at the client-side.

The Document Object Model (DOM) represents an HTML page, containing its ele-
ments and attributes. The attacker targets DOM attribute references that are susceptible
of being used by JavaScript for certain client-side operations (e.g., document.URL, docu-
ment.location). The effects take place when the browser receives the response page, and
fills DOM attributes with malicious data provided in the URL. Figure [2.§| provides a brief
example of a vulnerable web page, plus a possible exploit.

<html> http://www.myapp.com/home.html
<body> ?name= <script>alert(document.cookie)

Hello, </script>
<script>var
start=document.URL.indexOf("name=")+5;

document.write(document.URL.substring(start,
document.URL.length));

</scripts>

. Welcome to myapp.

</body>

</html>

Figure 2.8: Example of a DOM-based XSS vulnerability and possible exploit.
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2.2 Source code static analysis

The research corpus related to static analysis is very broad, reaching back to at least
two decades [[73][35][62][/]. Generally speaking, static analysis is a technique that may
process source code, binary code, or intermediate code. This technique may be used for
a variety of ends, such as vulnerability detection, complexity measuring, and redundancy
detection. However, this section will only focus on static analysis for the purpose of
detecting web application vulnerabilities in the source code. This section also presents
some of the main SCSA tools for the PHP language.

SCSA extracts meaning from the source code without running it. Among the various
techniques within SCSA, semantic analysis plays a fundamental role in the design of
major static analysis tools. The semantic analysis process operates in two main steps.
Initially, the lexical analysis step, performed by a lexer, breaks the code into atomic parts
and returns the sequence of atoms. These atoms are named fokens (e.g., logical and
mathematical operators, keywords, strings), and the sequence of atoms provided by the
lexer is called a foken stream. Given the token stream and a set of grammatical rules, an
abstract syntax tree (AST) is constructed through the operation of a semantic analyzer,
commonly referred to as parser. A good parser should be able to discern PHP language
constructs from one another. For instance, it should distinguish a variable called $gets
from a call to function gets, or a use of the word “echo” in a string from the use of the echo
construct. Data flow analysis traces the input data flows taken inside the program to detect
vulnerabilities. Taint Analysis is the most often employed type of data flow analysis.
This technique considers all external input originating from an entry point as tainted.
The analysis follows the use of these external values within the program, considering
the various possible paths and dependencies, and detects if these values reach a sensitive
function. If this occurs then a vulnerability exists in the source code, which could be
exploited by some malicious input. During the analysis, each tracked variable may have
its state changed from tainted to not tainted, depending on the code locations visited by
the inputs [37]]. The items listed in Section [2.1]are inspired by concepts belonging to taint
analysis.

2.3 Source code static analysis tools

SCSA tools are used to detect errors in programs, including vulnerabilities. As an exam-
ple, Figure [2.9] presents the main components of a static analysis tool for PHP programs.
The source code (in our case, written in PHP) is taken, and its components (e.g., variables,
instructions) are organized in a model, which contains data structures representing the
program. The model is then analyzed for vulnerability detection, with the help of knowl-
edge about entry points and sensitive sinks (e.g., a text document with a list of entry points
or a sensitive sink database). Such analysis employs a set of rules and tracking mecha-
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nisms in order to identify whether or not a vulnerability occurs, as mention in Section[2.2]
The analysis may use additional techniques, such as context-sensitive, inter-procedural
data flow analysis, in order to obtain higher precision. Finally, the vulnerabilities that
were found are listed in the results.

PHP Analvsi Results
source code Model nalysis
I A

Security
Knowledge

Lexer Parser

Figure 2.9: Main components of a static analysis tool for PHP programs.

2.3.1 WAP

Section [1.1|introduced a simple view of WAP and its functionalities. The approach fol-
lowed by WAP is based on the security of language-based information flows [31] [63]
[39]. The tool detects problematic information flows in the source code, in the form of
vulnerability detection from entry points to sensitive sinks. The tool also blocks these
flows by removing the identified vulnerabilities via source code modification. This notion
covers two important characteristics in information security [64]. The first, confidential-
ity, states that private information should not be disclosed while flowing through public
objects. The second, integrity, states that untrusted data should not flow through trusted
objects without being carefully scrutinized. Web application attacks exemplified through-
out Section [2.1] attempt to circumvent these two properties, thus violating information-
flow security. Figure illustrates some of these violations.

Origin Target

attacker | Integrity N web
(web client) violation (e.g, SQLI) application

attacker Confidentiality web
(web client) violation (e.g, SQLI) application

Integrity/Confidentiality
violation (XSS)

attacker o victim
(web client) (web client)

Figure 2.10: Problematic information flows and their targets.
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Figure 2.11: WAP’s architecture, containing its main modules and supporting structures
(taken from [37]).

WAP’s architecture, shown in Figure[2.T1] is built on top of the basic architecture from
Figure 2.9 Inside the CA module, the Tree Generator produces ASTs, which are high-
level tree models representing the code, created by the combined efforts of the lexer with
the parser. Then, the ASTs are navigated by tree walkers, and enriched with several anno-
tations (e.g., instructions, instruction locations, taintedness values, aliases). These anno-
tations, as well as the associated subtrees of the AST, are stored in a Symbol Table (ST). In
the Taint Analyzer, the tool performs taint analysis to detect input validation vulnerabili-
ties. Each ST node is analyzed, verifying if its data contains entry points or dependencies.
In such case, the data is marked as being tainted and its taintedness is propagated to nodes
related with the nodes containing tainted data. The results of taint analysis are stored in
a Tainted Symbol Table (TST), which is the ST with its nodes marked as tainted. While
building these tables, the tree walkers also create Tainted Execution Path Trees (TEPTs).
Each branch contains a tainted variable, and a sub-branch for each line in the code where
the variable becomes tainted. Each sub-branch contains a list of dependencies that the
tainted variable propagated its taintedness into, in the aforementioned line. Variables are
moved into an Untainted Data (UD) structure (not shown in the figure) whenever their
value changes from tainted to untainted. Each variable is marked as tainted back in the
TST iff it belongs to TEPT but not UD. The symbiotic work between TST, TEPT and
the manually crafted security knowledge aids the tool in understanding the propagation of
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taintedness between variables. The end result is a set of candidate vulnerable control-flow
paths (referred to as slices in the figure), from an entry point to a sensitive sink [37]]. The
False Positives Predictor and Code Corrector modules contain features that further com-
plement the idea of information flow security. However, these modules remain outside of
the scope of this dissertation.

2.3.2 Other static analysis tools

Pixy [34], phpSAFE [41] and RIPS 0.55 [6] are tools that perform static analysis. Like
WAP, they track entry points, checking if some of them reach some sensitive sink and

taking in consideration data sanitization. In certain aspects, they are similar to WAP, but
differ in others as Section [2.3.3]explains.

Pixy. Pixy is the first open source static analysis tool for PHP among the chosen tools.
Given a PHP file, the tool uses a modified version of JFlex for lexical analysis [10], and a
modified version of CUP for semantic analysis [4]. The result is a parse tree of the input
file, which is then translated to a Control Flow Graph (CFG). The taint analysis, com-
plemented with alias analysis, operates on these CFGs. Each node on the CFG contains
an instruction and the previous value associated with that instruction’s receiving variable
(i.e., in case of an update) [35]][34].

PhpSAFE. phpSAFE performs lexical analysis using a PHP extension called the Tok-
enizer [S8]]. The Tokenizer provides the foken_get_all function. Given the contents of a
target script, it breaks its source code into tokens, and returns these tokens. Each token in
the result contains its identifier, value and line number [[57]. An AST of the source code is
created from these tokens. Similarly to WAP, phpSAFE extracts information about user-
defined functions, parameters, function calls, among others, from the AST. Taint analysis
is performed through management of the data flow history of each variable. This history
is stored into the parser_variables array. Each entry contains the variable name, source
file name, line number, dependencies, applied functions, among others items. During taint
analysis, phpSAFE parses every generated AST, and makes decisions based on the found
source code constructs (e.g., assignments, expressions, function calls and returns, etc.).
The parser_variables array is updated accordingly [41].

RIPS. RIPS also performs lexical analysis using the Tokenizer, and builds an abstract
syntax tree of the source code. RIPS also extracts information about user-defined func-
tions, parameters, function calls, among others, from the AST. Each AST is transformed
into a CFG by splitting conditional program flow into linked blocks. Generally speaking,
whenever a conditional statement, function call or file inclusion is detected, a new block
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is created and linked with the previous block. Data flows are simulated by the relation-
ships between blocks. Whenever a function call is detected, the function name is checked
against a list of sensitive sinks. If the function is indeed a sensitive sink, the relevant call
arguments are traced backwards through these blocks. If any of these arguments happen
to be some user input or dependency, then there is a potential vulnerability, unless some
sanitization measure has been applied somewhere along the trace [6]].

2.3.3 Comparison between static analysis tools

All tools support the following properties:

e Inter- and Intra-procedural analysis. Inter-procedural analysis implies that data
flows need to enter functions, whenever they are called, regardless of whether the
function exists in the calling file. Such analysis removes the need for erroneous
presumptions about the called function’s behavior, enhancing precision and thus
reducing the number of false positives and false negatives. Intra-procedural analysis
implies that data flows need to enter an individual function, without considering the
context from which it is called [41/][37][5].

e Global analysis. This analysis considers the propagation of variables defined with
global scope.

e Context sensitivity. Context-sensitive tools take into account the context in which
a function call or file include was made [37]].

The remainder of this section presents differences between SCSA tools that will be
used in the context of this dissertation, for the evaluation of WAP. Table @ provides an
overview of these differences.

Supported vulnerability classes. Taint analysis tools search for errors depending on
the supported vulnerability classes. Pixy and phpSAFE only support two vulnerability
classes, SQLI and XSS [35][41]. In addition to these two classes, RIPS and WAP deal
with others, such as Remote file inclusion (RFI). A crucial difference between tools is that
WAP’s architecture offers a modular way to add new vulnerability classes [38]].

Alias analysis. In addition to entry point dependencies, PHP also supports the creation
of aliases [60]. Aliases are variables that, at a certain point in the program, store their
value in the same memory location that of other variables. Among the tools, Pixy and
WAP identify these aliases, allowing for a more precise analysis that reduces false pos-
itives and false negatives [37][35][6]. Pixy contains a slight limitation, in that its alias
analysis does not cover the use of aliases for arrays or array elements.
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Unlike phpSAFE and WAP [41]][37], Pixy and RIPS do not
support Object-oriented programming (OOP) features [6][34]. Pixy and RIPS evaluate

Object-oriented support.

object-oriented constructs optimistically, i.e., they consider that such constructs cannot
be tainted.

Project analysis. Among the chosen tools, only WAP and RIPS perform full project,
sub-directory analysis [37][6].

PHP frameworks. Among the chosen tools, only WAP and phpSAFE recognize Word-
Press specific functions [41][38]. WAP supports extension for other frameworks without
the need to modify its main code.

Automatic code correction. Among the chosen tools, only WAP performs automatic
code correction, modifying the source code with fixes that remove vulnerabilities found.
WAP’s Code Corrector module uses vulnerability information provided by the Code An-
alyzer module (e.g., vulnerability class and the code slice) in order to decide which fixes
should be applied, and the location in the source code where fixes should be inserted.
Code fixes mainly perform validation or sanitization measures against user input, nullify-
ing the harmful effects of dangerous metacharacters or metadata before <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>